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Abstract
Internet of Things is the group of devices that are connected to 
the internet to perform the process and service that support basic 
needs, health and environment. Cloud computing is a technology, 
in which essential resources are provided as services via internet. 
Cloud computing along with the Internet of Things can perform 
capabilities and resource storage to the maximum. Hence, cloud 
computing is used as a front end to access Internet of Things. The 
healthcare industry is developing rapidly that makes people to live 
healthier by using connected devices such as mobiles, laptops 
and wearable technologies. Internet of Things is an advancing 
technology that makes use of internet to provide the data easy 
and faster and change the way in which every data’s of a patient 
can be viewed anywhere at any time. This paper focuses on the 
significance of how Internet of Things and Cloud play a vital role in 
health care and also discusses security aspects in IoT devices.
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I. Introduction
Early days many organizations depend on paper medical records 
and handwritten notes for making decisions.  It is a next era of 
Medical care to make a smart move towards the use of smart 
devices to make their work easier and safe. Cloud computing and 
IoT together makes an important role in healthcare field. Internet 
of Things (IoT) plays an important role in connecting billions 
of smart devices like smart phones, tablets, laptops, desktops 
and wearable technologies together. The combination of Cloud 
and IoT technologies in healthcare can reduce the efforts and 
improve patient’s outcomes by health monitoring, diagnostics 
and treatments in reduced costs. Nowadays internet is used by all 
the people around the world to share media, access information, 
social Medias for chatting and playing games in online. Cloud 
computing plays a crucial role in storing the data from the IoT 
devices.  IoT healthcare applications like heart rate monitors, 
electrocardiogram device, pulse rate sensors, bio mask sensors 
can be used to check patient’s health conditions and store the 
information’s in cloud.

According to the World Health Organization (WHO) study, it 
is found that from 57 million global deaths, 63 % are dying of 
diseases such as; chronic diseases, pulmonary diseases, heart 
failure, cancer, Blood pressure, and Glucose[2]. Over recent years, 
the number of companies that offer these systems and services are 
intended at detecting falls has increased radically. Fall detection 
systems, typically worn across the waist or neck; include intelligent 
accelerometers that are differentiating everyday activities from 
real falls. These structures are already started to improve the 
satisfactory of lifestyles of many physically challenged or aged 
people residing independently.

II. Related work
Ahmed Dridi et al [1] proposed the SM-IoT platform for intelligent 
and personalized healthcare, dedicated to patients. The aim of this 
platform is to improve the remote patient monitoring and promote 
healthcare services. By using SM-IoT platform is able to collect 
data from heterogeneous information sources, integrate them by 
using a flexible semantic web, store them in the cloud for further 
analysis, visualized these data with user-friendly interfaces and 
facilitate their sharing by taking into account their privacy aspect. 
Noha MM. AbdElnapi et al [2] presented the survey on Internet 
of Things Technologies and Project for health care services. In 
that they provides an overview of the main medical sensors in IoT 
and a review of the current state-of the-art of IoT projects, and 
technologies required for healthcare services. Mainly focused how 
IoT could be useful and contribute to improve the quality of life. 
Amandeep Kaur et al [3] proposed a system used for monitoring 
the pulse rate, body temperature of patients by using sensors with 
Raspberry Pi and IoT. The system proposed is a wearable and 
it supports remote health monitoring and the data are stored to 
Bluemix cloud, and data are retrieved by doctor for diagnostics. 
Bluemix cloud uses a protocol called MQTT (Message Queuing 
Telemetry Transport) that is used for sending and receiving 
messages. Patient’s temperature is monitored by using DS18B20 
sensor and heart rate by using KG011 sensor. 
Jayapradha., et al[4] presented a paper that contains various IoT 
applications and also explained the role of IoT in healthcare, 
challenges in healthcare system using IoT and also introduced a 
secured surveillance monitoring system that is used for reading 
and storing details of patient’s using low power for transmitting 
the data. Himadri Nath Saha., et al [5] proposed a system that 
monitors vital health parameters and data are transmitted to a 
network through a Wi-Fi module. The data can be accessed at any 
time. In case of any abnormal behaviour or any kind of a vital 
sign is recognized the nurse and doctors are notified immediately 
through a buzzer. Cloud computing and password protected Wi-Fi 
that plays an important role in security by handling authentication 
and secure patient details by allowing a restricted access to the 
database. Mohamed Elhoseny., et al[6] proposed a hybrid security 
model for securing diagnostic text data of medical images and 
developed a model by integrating 2D discrete wavelet transform 
1 level or 2D discrete wavelet transform 2 level steganography 
technique along with a proposed hybrid encryption scheme. 
The hybrid encryption scheme is built by combining Advanced 
Encryption Standard (AES) and Rivest , Shamir, and Adleman 
(RSA) algorithm. 
Shreya Rajkumar, Malavika Srikanth,” [7] proposed a health 
monitoring system which monitors vital parameters of the patient 
such as temperature and heart rate using sensors as well as a Fitbit 
which are connected to a raspberry pi board. Zainab Alansari, Nor 
Badrul Anuar  and Amirrudin ,” [8] carried a study on distinguishes 
different users of IoT in healthcare systems as well as its functions 
and preferences, this study gives a detailed view on healthcare 
system based on Internet of Things (IoT). The Fuzzy Analytic 
Hierarchy Process (FAHP) along with the development analysis 
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of Chang, Da-Yong has been used to prioritize the IoT adoption 
in healthcare applications. Solving health issues using the latest 
technology based on Internet of Things (IoT) was proposed 
by Durga Amarnath and M Budida,” [9] they presented the 
architectural review of smart healthcare system using Internet of 
Things (IoT) which is aimed to provide a Better HealthCare to 
everyone. Chengathir Selvi M., et al [10] proposed a system that 
process sensor data and provides real time monitoring conditions 
to doctors they can access from anywhere in the world.

III. System architecture:
There are five components that are used to design this system for 
monitoring data. They are Arduino MEGA, ESP8266-01 WIFI 
module, Fingerprint sensor, ECG sensor, Respiration sensor.

A. Arduino mega:

Fig. 1: Arduino Mega 2560

The Arduino Mega 2560 is a microcontroller board based on 
the ATmega2560 (datasheet). This Arduino board has 54 digital 
input/output pins (of which 14 can be used as PWM outputs), 16 
analog inputs, 4 UARTs (hardware serial ports), a 16 MHz crystal 
oscillator, a USB connection, a powerful jack, and an ICSP header, 
and a reset button. It contains everything needed to support the 
microcontroller; simply connect it to a computer with a USB cable 
or power it with an AC to-DC adapter or battery to get started. 
The Arduino Mega can be powered through the USB connection 
or with an external power supply. External power can come either 
from an AC-to-DC adapter or through a battery.

B. Wi-Fi Module: (ESP8266-01)

Fig. 2: Wi-Fi module ESP8266

ESP8266EX has been designed for smartphones, wearable 
electronic devices and Internet of Things applications with the 
aim to achieve the lowest power consumption with a combination 
of several proprietary techniques. The power saving architecture 
operates mainly in three modes: active mode, sleep mode and 
deep sleep mode.

By using an advanced power management techniques and logic to 
power-down functions are not required and to control switching 
between sleep and active modes, ESP8266EX consumes about 
than 60uA when it is in deep sleep mode (with RTC clock still 
running) and less than 1.0mA (DTIM=3) or less than 0.5mA 
(DTIM=10) to stay connected to the access point. 

C. Finger Print Sensor
This is an updated improved compatible version for the R305 
Finger Print Sensor Module. R307 Fingerprint Module consists 
of  an optical fingerprint sensor, high-speed DSP processor, high-
performance fingerprint alignment algorithm, high-capacity 
FLASH chips and other features such as hardware and software 
composition, stable performance, simple in structure, with 
fingerprint entry, image processing, fingerprint matching, search 
and template storage.

Fig. 3: Respiration sensor R307

D. ECG Sensor
This ECG sensor is a cost-effective board that is used to measure 
the electrical activity of the heart. This electrical activity can be 
recorded as an ECG or Electrocardiogram and the output as an 
analog reading. ECGs can be extremely noisy so, to reduce the 
noise an AD8232 Single Lead Heart Rate Monitor acts as an op 
amp to help obtain a clear signal from the PR and QT Intervals 
easily. The AD8232 module breaks out nine connections from the 
IC that the user can solder pins, wires, or other connectors too. 
Another facility is provided on this board are RA (Right Arm), 
LA (Left Arm), and RL (Right Leg) pins to attach and the user 
can able to use their own custom sensors. In addition to that, 
there is a LED indicator light that will pulsate according to the 
rhythm of a heartbeat.

Fig. 4: ECG sensor and AD8232 Module
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E. Respiration Sensor
The Respiration Sensor is a sensitive sensor worn by using 
an easy fitting high durability woven elastic band fixed with a 
length adjustable webbing belt. It detects the chest or abdominal 
expansion and contraction and outputs the respiration waveform. 
This respiration sensor is latex-free, magnet-free, and Velcro-free, 
and can be worn over clothing it helps to protect from pollution. 
Since the respiration sensor can be used with any sampling rate, 
this can be connected to any input of any encoder (with the 
exception of channel A of the Procom 2). Generally, this type of 
sensor is connected to an input with a lower sampling rate.

Fig. 5: Respiration Sensor With Face Mask

IV. System Methodology
Healthcare monitoring systems must be light weighted, low 
powered and also easy to handle. The system small, controllable 
Arduino MEGA board and has two types of sensors such as ECG 
sensor and Respiration sensor. ECG sensor monitor the heartbeat of 
a patient and store them on cloud, the respiration sensor measures 
the respiration rate and store them on the cloud by the help of an 
internet connection that is connected by the help of Wi-Fi module 
ESP8266. A windows application is developed to view the data 
on a computer by using visual studio code and the Arduino board 
is connected to a PC or laptop by means of a USB cable. The 
user can login to the application by using his/her fingerprint by 
placing it on a R307 fingerprint sensor, if the fingerprint does 
not belongs to the user then the windows application cannot be 
logged in and in this system the fingerprint sensor R307 acts as 
a security system. 

V. Experimental Setup

Fig. 6: Experimental Setup

The experimental setup for the proposed system has been shown 
in Fig 6. The sensors are connected to the Arduino Mega board 
and the board is connected to the PC via USB cable and the 
power supply for the system is provided by a DC Jack. To detect 
the fingerprint the user has to enrol and save the finger id in the 
fingerprint module. After that the fingerprint ID is saved in to the 
program in Arduino. ECG data is taken from the A0 pin, respiration 
data is taken from the A1 pin and Finger print sensor is connected 
with Arduino using UART protocol. Whenever the fingerprint 
matches the sensor data’s will be sent to the cloud.

VI. Results and Discussions

A. Main Window Created Using Visual Studio Code
The main window displays a login page that can be opened with 
a help of fingerprint by using the fingerprint sensor.

B. Login Page After Placing Fingerprint on the Fingerprint 
Sensor
Login page opens only when a user places the fingerprint on the 
sensor after logging in,  the application window displays a logged 
in message.

C. ECG and Respiration Sensor Monitoring Rate
ECG and respiration rate is monitored by placing the sensors on 
the body and the monitoring rate is displayed on the screen.

D. Respiration Data of a Person
It displays the respiration data of a user and the data is displayed by 
using respiration sensor. The respiration rate is monitored when the 
user blows air on the mask provided on the respiration sensor.
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E. ECG Data of a Person
This page displays the ECG data of the user by using ECG sensor. 
The ECG value is shown on the cloud when the user places the 
ECG electrodes on the Left arm, Right arm and Right leg.

From the above results, it has been proved that the ECG and 
Respiration rate is monitored by using sensors and also the IoT 
device is secured by using the fingerprint sensor. The application 
can be opened only when the user places the fingerprint on 
the fingerprint sensor. If the fingerprint mismatches, then the 
application cannot be opened.

VII. Conclusion
IoT and cloud integration in healthcare provides safe and secured 
data’s for the patients. The proposed system provides accurate 
data’s, low cost system for monitoring the ECG and respiration 
rate for the people. The system makes use of a single Arduino 
MEGA board and the sensors that makes the system a cost efficient 
and also useful. The system mainly focuses on the people to live 
a happy and healthy life and also on the security of an IoT device 
by using the fingerprint sensor.
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