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Abstract
Fast analysis of digital knowledge exchange happens in recent 
year and net based mostly communications are evolving at an 
incredible rate for quicker transmission of valuable knowledge. 
Since net has several points of attack. Thus this info ought to be 
protected. Secret writing has become a crucial thanks to shield data 
resources particularly on the net. In cryptography secret 
writing involves applying special mathematical algorithms and 
keys to remodel digital knowledge into cipher code before they re-
transmitted to form it indecipher able to anyone except the supposed 
receiver who is aware of the non-public key. Image secret writing 
theme is planned supported combination of constituent shuffling.
Shuffling is employed to expand diffusion with in the image and 
dissipate the high correlation among image pixels and secret 
writing involves the applying of mathematical algorithms and 
keys to urge back the initial knowledge from cipher code. In 
natural pictures the values and placement of the neighboring 
pixels are powerfully related. The planned methodology breaks 
this correlation increasing entropy of the placement and entropy 
of constituent values mistreatment block shuffling and secret 
writing by chaotic sequence severally. The target of safety 
measures management is to supply authentication of users, and 
integrity, accuracy and safety of information resources.
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I. Introduction
Encryption is a way to increase the protection of a image by 
scrambling the pixels. Encryption, by itself, will defendthe privacy.
It’s application in varied fields together with net communication, 
medical imaging and military communication. Owing to some 
inherent options of pictures like high information redundancy 
and Bulk information capability, the encryption of picture differs 
from that of texts; Encryption is that the conversion of information 
into a form, of cipher code that can’t be simply understood by 
unauthorized individuals. Decryption is that the method of reverse 
of encryption. There are many more image encryption algorithms 
supported on chaotic maps [1-5]. There has been several image 
encryption algorithms ideas like block cipher [2], selective 
encryption, video encryption steganography and digital signature 
have jointly been projected to extend security of image storage 
and transmission.
In this paper, a brand new uniform scrambling and block primarily 
based image shuffling is projected to attain shuffling result and the 
encryption of the shuffled image is performed employing a chaotic 
map to enforce the protection of the protected encryption process.
The main advantages of the chaotic encryption approach include: 
high flexibility in the encryption system style, good privacy due 
to both nonstandard approach and immense range of variants 
of chaotic systems, large, complicated and numerous possible 
encryption keys and simpler design. The digital image process 
methodology is classed into two categories- 

Pixel worth substitution 1. 
Pixel location scrambling.2. 

The first one concentrates on dynamical the pixel value so that 
others cannot scan the original pixel information in the digital 
image. The opposite one concentrates on dynamical the pixel 
location for the purpose of encryption. However, each of those 
ways are often simply decrypted by some ways.

Fig. 1: Processes of Encryption and Decryption

II. Proposed Method
In order to boost the safety performance of the image encryption 
process, locations of pixels within the original image is shuffled 
and grey values of the shuffled image is modified.

Fig. 2: Block Diagram of Encryption and Decryption

In image encryption pixels of original image is encrypted with the 
assistance of key. Currently the encrypted image(cypher code) is 
decrypted with the assistance of key to get back the first image.

Algorithms:

A. Image Encryption
Step 1: The image should be shuffled and jumbled to decrease 
correlation between adjacent pixels, to do this, we have the 
tendency to first divide the complete image I into blocks of size 
16x16, B1, B2, . . . ., Bn.
Step 2: Apply Arnold Cat transformation among block Bi by the 
subsequent equation:

    (1)

Where, (x, y) are original coordinates of  I and (x’,y’) are new 
shuffled coordinates. After repeating this step for every n blocks 
we have the tendency to get partially shuffled image I’ (x, y).
Step 3:  Intra-block shuffling wouldn’t be decent  to decrease 
correlation between pixel locations, the pixels additional has to 
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be uniformly scattered across the image. To measure randomness, 
we have a tendency to take into account image location entropy 
given by the subsequent equation

    (2)
where, n is that the total range of image blocks, Hi(P) is that the 
entropy of the (i)th block and denotes the common data capacity 
during this block and it’s outlined as follows

   (3)

Where, P(x,y) is that the chance of component that coordinates (x,y) 
in original image seems at the ith block within the disorganized 
image [7]. We all know that Hi(P) can reach the utmost worth 
all theP(x,y) square measure equal and therefore H(I) attains the 
utmost worth. Therefore the excellent state of image scrambling is 
that the random pixel in respective block of the scrambled image 
has the equal chance of coming back from the random scenario 
in plain original image. One also can conclude that average info 
content will get the maximum when the probability that pixels 
in a block of original image is distributed into several blocks [8]. 
Thus we perform uniform scrambling where the pixels in the same 
block of the image I’ is distributed into all the blocks and the every 
block  has one pixel at least, without regarding to the order of the 
pixels, consequently all the pixels in the same block of scrambled 
image come from different blocks of the plain image.
Fig.  3  below  shows  that  each  one  the  pixels within  the first 
block of the original image are distributed into all the blocks of 
the disorganized image, no matter the order. Thus, ideal block 
numbers is N for an original image of size NxN. When this uniform 
scrambling, we have a tendency to get new image I’’.

Fig. 3: Uniform Image Scrambling

Step 4: Apply Cat transformation once more,however now to the 
entire image to I’’. once the on top of Steps, correlation 
of component locations are going to be reduced, however to 
decrease this price more and convey it to the best price zero, we 
tend to repeat steps i to iv iteratively to induce the ultimate shuffled 
and disorganized image IS. In our algorithmic program we 
tend toperformed threeiterations to induce the shuffled 
image,which proven to be adequate by the experimental results.
Step 5: The essence of image encoding or image scrambling 
is to cut back the correlation of component locations and also 
the correlation of component values till they’re tangential to 
every alternative. Image shuffled byon top of 3 steps can result 
low correlation, however the pixels can still be having same 
values, entropy and bar graph are going to be same as that 
of  the first  image, creating  the system vulnerable  for applied 
mathematics attacks. Therefore component values need 
to be encrypted [10] to extend entropy. This can be done by 
mistreatment the even secret keys A and K to come up with chaotic 
sequence, that is employed to cypher component values with a 
mix of add and XOR operations as shown above-

A=K*A*(1-A)
KB1=mod(10^14*A,256)
IE(x,y)= mod(IS(x,y)+KB1,256)
A=K*A*(1-A)
KB2=mod(10^14*A,256)
IE(x,y)= xor(IE(x,y),KB2)
Where, (x,y) are component co-ordinates of the intermediate 
shuffled image IS. The resultant is going to be associate 
degree encrypted image i.e. with entropy near ideal price of eight. 
And in our case, the keys A and K were taken to be zero.3905 
and 3.9885 severally. Conjointly the on top of methodology 
restricts encrypted values but 256, by modulus operation associate 
degreed so creating the resultant conjointly an eight bit image. By 
experimental results, one will see that the bar graph of the ciphered 
image is fairly uniform and is considerably completely different 
from that of the plain image, so not providing any indication to 
use applied mathematics attacks on the encrypted image.

B. Image Decryption
The encrypted image IE can be easily decrypted by reversing the 
effect and retracing the encryption steps backwards –
Step 1: The image i.e. is decrypted by generating identical 
chaotic sequence mistreatment same even key try A and K a 
mix of XOR and work out operation is employed to decode 
individual component values of the image. The resultant would be a 
picture ID, having the component values same as that of original 
image, however correlation between adjacent component still not 
being identical because of shuffling.
Step 2: Apply inverse the transformation matrix utilized 
in embedding method to shuffle the pixels of the entire image. 
During watermark embedding, Arnold Cat transformation used 

 as mapping matrix, thus here its inverse  is used 
as transformation matrix to get the partially de-shuffled image 
ID’.
Step 3: Currently the block wise shuffling and scrambling impact on 
the pixels performed throughout process needs to invalidated. 
For this we tend to divide the entire image ID’ into 16x16 sized 
blocks, B1, B2,……., Bn. And  also the pixels uniformly scattered 
across the image amongst completely different blocks needs 
to be brought back to their several block, obtaining back the 
first locational entropy. Say the resultant of this step is associate 
degree intermediate de-shuffled image ID’’.
Step 4. The transformation matrix utilized in step ii, is applied once 
more on every of the blocks B1, B2,..,Bn to de-shuffle the image 
block wise. Steps 2 to 4 are perennial identical variety of iterations 
performed throughout encoding method to finally take away all 
the shuffling and scrambling winning image ID’’’.  Conjointly by 
experimental results,  the normalized coefficient of correlation 
between the first image and decrypted image is incredibly near the 
best price unity, proving the robustness and correctness of 
the projected encoding algorithmic program.

Fig. 4: Encryption and Decryption
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C. Image Enhancement
Image Enhancement is one of the furthermost important and 
challenging techniques in image study. Image enhancement is 
the method of adjusting digital images so that the effects are more 
suitable for display or further image analysis. For example, you 
will be able to take away noise, sharpen, or brighten a picture, 
creating it easier to spot the key option.
Syntax I = imread(image);
 J = histeq(I);

Fig. 5: Image Enhancement

Fig. 6: Histogram of Enhanced Image

D. Image Quality Metrics
Image Quality is a characteristic of an image that processes the 
supposed image deprivation (typically, associated to aideal or 
perfect image) [9]. Imaging arrangements like the fusion method 
may introduce some quantities of distortion or artefacts in the 
signal, so the quality assessment is an important problem. Image 
Quality assessment methods can be approximatelycategorized into 
two types: Full Reference Approaches (FR) and No Reference 
Method (NR). In FR, the quality of an image is measure in contrast 
with a reference image which is assumed to be perfect in quality. 
NR methods do not deal a reference picture. The image qualities 
metrics measured and employed here fall in the FR sort. In the 
resulting subdivisions, we discuss some other image quality 
metrics applied to assess the quality of our image

1. Mean Squared Error
Mean square error is a measure of image quality guide. The large 
value of mean square means that image is a poor quality. Mean 
square error amongst the reference image and the enhanced image 
is given by equation as;

  (4)
Where Ai, j and Bi, j are the image pixel assessment of reference 
image.

2. Peak signal to Noise Ratio
The ratio between maximum possible power of the signal to the 
power of the corrupting noise that creates distortion of picture. 
The peak signal to noise ratio can be symbolized as

 (2)

Where A- enhanced image, B – perfect image, i – pixel row index, 
j – pixel column index, M, N – Quantity of rows and columns 
respectively.

3. Normalized Cross Correlation
Normalized cross correlation is a measure of comparison of two 
waveforms as a function of the time lag applied to one of them. 
The cross correlation is alike in nature to the convolution of two 
functions.

   (3)

4. Maximum Difference
Difference between any two pixels such that the larger pixel 
appears after the tiniest pixel. The large value of maximum 
difference means that picture is poor in quality.

  (4)

Normalized Absolute Error
The large value of normalized absolute error means that
Picture is reduced quality. NAE is defined as follow

  (5)

III. Experimental Results
A decent encryption procedure should be robust against all kinds 
of cryptanalytic, statistical, differential and brute-force attacks 
.The main concepts used in proposed system are the diffusion 
and confusion. The diffusion provides the propagation way to 
the plain space so that the cipher space becomes smoother. The 
concept of confusion provides permutation state to the unique 
space. This permutation done by  scrambling or  shuffling  the 
location of original image deprived of any changed in the values 
of the colored pixels. Thus the histogram of the ciphered image 
must be uniform to avoid statistical attacks.

A. Histogram Analysis
Histogram is a plot between grey level and  no. of pixels at 
particular grey level. Basically, it models the image as a PDF(or 
in simpler terms,a histogram where we normalize each entry 
by total no. of pixels in the image). The histogram equalization 
enhances the contrast of images by transforming the values in an 
intensity image so that histogram of output image nearly matches 
the specified histogram.
Syntax: y= imhist(image)
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Fig. 7: Image Enhancements Along With Histogram

Histogram analysis  seeks  to flatten  the  image histogram and 
provides better contrast image.

Fig. 8: Histograms

B. Image Entropy
Information entropy is a concept of measuring the degree of 
randomness in the encryption system. As for an image, the 
encryption decreases the mutual information among encrypted 
image variables and thus increases the entropy value. It must 
fulfill rule that the information entropy value for encrypted image 
should not offer any clue about the plain image.

Entropy=P(i)*log(1/P(i))

Where p(i) is the probability of occurrence of a pixel with gray 
scale value i. If each symbol has an equal Probability then entropy 
of 8 would correspond to complete randomness, which is expected 
in encrypted image.

C. Correlation of Two Adjacent Pixels
Here, we test the correlation amongst two up and down adjacent 
pixels, and two horizontally neighboring pixels respectively, in the 
encrypted image correlation coefficient of each pair is designed 
by the formula below-

cov(p,q)=E(p-E(p))(q-E(q))

Where p and q are pixel values of two adjacent pixels in the 
image.

Fig. 9: Redundancy Reduction

Fig. 10: Redundancy Gray Values

IV. Expected Outcome
In this paper, a new technique for image security using encryption 
and decryption by stream cipher is proposed.The approach first 
fixes uniform scrambling and block based  image shuffling  to 
achieve good shuffling effect and later encrypt the shuffled image 
using a chaotic map to impose security. The main points we can 
determined in this research:

Fig. 11: Expected Outcome
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The experimental analysis shows that the proposed image 1. 
encryption system has a very large key space, has information 
entropy near to the ideal value 8 and has low correlation 
coefficients  close  to  the  ideal  value  0.Proposed  system 
provided high security to image data from illegal steals.The 
suggested algorithm has fast performance towards encrypt 
and decrypt the image.
Also the image enhancement, so that the results are more 2. 
suitable for display or further image analysis is available in 
this paper further the quality check matric are provided in 
this paper that measures the perceived image degradation 
(typically, compared to an  ideal or perfect image).

V. Conclusion
In this paper we observed that the time required for encryption 
and decryption process is relatively lesser as compared to other 
methods of encryption and decryption. Also the time required for 
its image enhancement process and quality assessment process is 
smalls compared to other method.

Fig. 12: Final Expected Outcome After Uniting Encryption, 
Decryption, Enhancement & Quality Assessment

The average time taken to encrypt the image after taking 4 samples 
is found to be 0.0977955 seconds.

Fig. 13: Encryption Time 

The average time taken to decrypt the image after taking 4 samples 
is found to be 0.099771 seconds

Fig. 14: Decryption Time 

The average time taken to enhance the image after taking 4 samples 
is found to be 0.089235 seconds

Fig. 15: Enhancement Time 

The average time taken to assess the quality of the image after 
taking 4 samples is found to be 0.005851 seconds

Fig. 16: Quality Assessment Time 
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