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Abstract 
VANETs is a technology that provides communication between 
moving vehicles the network formed can be in between vehicle-
to-vehicle (V2V) or vehicle to infrastructure (V2I). Due to 
non-centralized infrastructure, self-driving and Ad-Hoc nature 
of VANETs it`s vulnerable to different severe attacks. The 
wormhole attack is one of the denial-of-service attacks that affect 
the communication in the network and therefore security of data 
becomes the significant issue. In this the attacker makes a tunnel 
like structure in between two nodes and forces the information 
to take that path where they silently drop  the malicious packet. 
In this paper, we have studied the various threats to the VANET’s 
and proposed a key generation algorithm. 
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I. Introduction
In recent years the researchers had put a lot in the field of ITS 
(Intelligent Transport System). VANET’s first came into existence 
during the 1980’s [1]. Apart from entertainment the main aim 
is to provide a communication network between vehicles for 
route planning, road safety and e-commerce applications. The 
wireless link b/w the vehicles where vehicles themselves acts as 
node is called IVC (Inter-Vehicle Communications) [2]. With this 
vehicles can react by themselves to avoid accidents and can give 
number of other smart driving information to the drivers. As per 
the communication type this network is of two types vehicle to 
vehicle (V2V) here vehicles communicate directly and vehicle to 
infrastructure/roadside communication (V2R/V2I) here vehicles 
communicate directly with existing GSM, WiMAX via fixed 
equipments located on the road sides [3]. 

Fig. 1: Communication Pattern of Vehicles in VANETs

The architecture of VANET’s is formed with the combination of 
hardware and software components. Vehicles are equipped with 
On Board Unit (OBU) and on roads Road Side Units (RSU) are 
deployed [3].  

Major advantages of IVC over cellular system are lower latency 
due to direct communication, broader coverage and cost free 
[2]. There are a number of applications which are accessed with 
this approach which are majorly divided into three sections [1]. 
Applications used for security purpose , applications used for 
information/entertainment and applications used for transport 
efficiency. Despite the facilities it offers, it has some drawbacks 
that leave it vulnerable to different type of attacks. Hence it leads 
to the requirement of security techniques. The reactive protocols 
such as DSR (Dynamic Source Routing) protocol, AODV (Ad 
hoc on demand Distance Vector Routing), DSDV (Destination 
Sequenced Destination Vectoring) etc. and algorithms like key 
exchange or key encryption/decryption are then used for secure 
data transmission and reception [2]. 

II. Applications of VANETs
VANETs and its applications are categorized in three forms. 
Technical requirements like packet sizes, frequency or accuracy 
of updated information, latency constraints, security levels, 
communication ranges and infrastructure are important for the 
successful evaluation of the applications. Different applications 
are [1]: 

A. Applications for Safety
This category keeps the safety track of vehicle, data and the 
driver. 

Vehicle Safety Communication (VSC)1. 
Traffic signal violation warning2. 
Pre-crash sensors 3. 
Emergency electronic brake light 4. 
Lane-change warning5. 
Cooperative forward collision 6. 
Left turn assistant7. 

B. Applications for Transportation Efficiency
The applications involved here follow both type of communication 
i.e V2V AND V2I.

Car-to-Car Communication Consortium (C2C-CC)• 
Lane Merging Assistants• 
Green Light Optimal Speed  Advisory• 

III. Attacks in Vanet’s
Table 1: Attacks/Threats in VANETs
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1. Threats to Availability
Following are the threats to V2V and V2I.

(i). Denial of Service Attack (DoS)
In this the attacker can be an insider or an outsider. As a result 
the network or the node becomes unavailable to the users. As of 
present researches the frequency of recognized DoS attacks has 
reached 28 per hour [3, 5, 9-13, 18]. 

Fig. 2: Denial of Service Attack

(ii). Broadcast Tampering
In this an inside attacker inject false safety message into the 
network which causes accidents [3-4].

(iv). Black Hole Attack
In this the malicious node  advertise every other node that it 
has fresh enough route to the destination and when the available 
node gets attracted it silently drops the malicious packet [3-5], 
[12-13], [18].

Fig. Black hole attack

(v). Worm Hole Attack
In this compromised node colludes with external attackers to create 
short cut in network here a tunnel is formed in between the nodes 
and hence the tunneled packet arrive sooner than other packets 
[3, 5-6, 9, 11-12, 18-19].

Fig. 3: Worm Hole Attack

2. Threats to Authenticity
In this nodes are protected from attackers infiltrating the network 
using false identity, identifying attacks that suppress, fabricate 
alter, revealing spoofed GPS signals and impede the introduction 
of misinformation into the network.

(i). Tunnel Attack
In this attacker use the same network to establish a private tunnel. 
Thus two distant nodes can be connected and hence communication 
can take place in between two victims [3].

Fig. 4: Tunnel Attack

(ii). Sybil Attack
It is an attack in which the malicious entity presents itself as 
multiple identities at a time. Resultant the data gets de-routed and 
is forced to take the malicious path [5-6, 9-10, 13].

Fig. 5: Sybil Attack

(iii). Key and/or Certificate Replication Attack
In this the attacker uses duplicate keys/certificate of identification 
and confuses the authorities. This is used to prevent identification 
of vehicles in hit-and-run events [3].

(iv). Replay Attack
In this the attacker re-injects previously received packets back 
into the network, disturbing a node’s location table by replaying 
beacons [3-4, 11].

3. Threats to Confidentiality 

(i). Traffic Analysis Attack
In this attacker first listens to the information and then tries to 
extract maximum of useful information for its own purposes 
[5-6].

(ii). Eavesdropping Attack
In this attack the information about road users is collected and is 
used when they are unaware of the collection [5-6, 9-10].
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IV. Characteristics of VANET’s
Though VANET’S are the subsets of MANET’s but still they have 
there own distinct advantages and disadvantages [3].

A. High Mobility
The speed and direction of each node is high and different which 
makes harder to predict there location and making protection of 
its privacy. Two approaches can be implemented for this: 

Low Complexity Security Algorithm1. 
Transport Protocol Choice2. 

B. Dynamic Topology
Due to high speed and different directions position of node changes 
frequently and hence attack of the entire network gets facilitated 
and detection of malfunction gets difficult.

C. Availability of Transmission Medium
Air is the transmission medium due to open medium threat to 
security increases.

D. Limited Bandwidth
According to standardized band Dedicated Short Range 
Communication (DSRC) band (5.850-5.925) is limited. The entire 
band’s width is 75MHz which is also restricted to lower values 
in some countries. 

E. Energy Storage and Computing
VANET’s do not suffer from energy and capacity computing 
unlike other types of mobile computing techniques. This advantage 
allows VANET’s usage in techniques like RSA, ECDSA.

F. Better Physical Protection
The nodes in the structure don’t compromise physically which 
reduces the infrastructure’s attack effect.

G. Time Critical
The process of information transmission is bounded so that 
decisions by the receiver nodes are made and actions are performed 
accordingly.

V. Security Challenges in VANET’s
A key challenge for VANET’s is to provide sender authentication 
to the network. This so called a challenge because vehicles might 
have not met before. Direct entities involved in the attacking 
process are [3]:

The Vehicle (OBU) here OBU is formed by both vehicle 1. 
and the driver.
The Road-Side Units (RSU)2. 
The Third Parties (involves both trusted and semi-trusted). 3. 
These include vehicle manufacturer, judges, regulator of 
transport and the traffic police.
The Attacker the one who wants to violate the network. They 4. 
are:                                                                              
Selfish driver• 
Malicious attacker• 
Prankster• 

Fig. 6: Selfish Driver

The main requirements for safety [5-6, 9-11]:

Fig. VANETs safety requirements

1. Network Availability
For sending and receiving of messages all time available networks 
are required. DoS, Jamming attacks, selfish node are some threats 
to the availability.

2. Confidentiality
High level secrecy must be provided to the data for better 
performance.

3. Non-Repudiation
It is useful in detecting compromised nodes. The sender node 
might deny having sent the information in order to avoid its 
responsibility is detected by this.

4. Authenticity
Both sender and the receiver nodes must be provided with an 
identity so that no attacker can use them for sending malicious 
data on their behalf.

5. Privacy
Both the driver’s information and the data must be maintained 
against unauthorized access. In case of I2V an attacker is impossible 
to decide whether two different messages come from the same 
vehicle and in V2V determining whether two different valid 
messages coming from the same vehicle is intensely burdensome 
for everyone except a legitimate component.

VI. Results and Key Generation Algorithm for Security 
Management and Authentication 
Key change algorithm which has been proposed keeping in view 
the issues related. The algorithm works keeping into consideration 
the time as one of its constraints. The delay in the time takes care 
of congestion control while there is packet exchange / transmission 
between the nodes. The packet exchanged with secured 
communication as communication takes place with encryption 
and decryption , which at a point of time makes communication 
secured delays traffic and hence congestion  delayed seen.

For network setup:
Deployment strategy:  uniform random
No of nodes: 40 
No of packet sent:  1 packet / sec   to 10 packet / sec 

Mechanism used:
Assumptions:
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Key Exchange Server• 
Key Exchange Client• 
Key Exchange TAD• 
Remote Managers• 
All of the nodes are connect to direct power sources/ battery • 
operated sources 
Key Exchange Server manages all key related operations• 

Algorithm Flow
Server X initializes communication with Server Y1. 
Server Y requests Key Management Server Kserver.2. 
K3. server connects Server X.
K4. server sends security key to Server X.
S5. erver X replies with the calculated answer key
K6. server atleast the Server X as valid node
K7. server updates the Server Y
Server Y starts communication8. 

During the system bootstrap in WMSN nodes, the hackers can 
attempt to inject the malicious content or malware on the sensor 
nodes. The proposed solution is self adaptive; hence, every node 
is made capable of taking care of its own security. The node will 
authenticate the nodes only after they will share a key table of 
certain measurement. Also, the received data will be verified using 
the randomized key from secure key table, which ensures the 
security against the penetration attacks for malware injection in the 
initial stages. During the entire course of activity the congestion 
is also controlled as the node movement is based on the send - 
receive data and there is a time lag for the entire process.

Key Generation and Usage Control
The key generation policy used in the proposed model is based 
on the high randomization and mathematical array value shuffling 
operation, which creates highly randomized and undependable 
numeric keys. 
Parameters for result evaluation using proposed algorithm
The performance is evaluated and compared keeping in view 
various network densities, node distribution, mobility scenarios 
etc. The performance metrics is based upon the below parameters 
End to end delay: It is the average time difference between the 
time a data packet is sent by the source node and the time it is 
received by the destination node. 

This figure shows the communication between the two nodes, 
which is bound to happen with secured data transmission , here 
2 and 8 communicate for data transmission.

Fig. 7: Communication between Nodes

Fig. 8: Time Utilized in Key Generation and Validation and Delay 
Caused

Fig. 9: Authentic Communication Between the Nodes

The results work on the effective algorithm which encrypts 
and decrypts during the communication phases of sending and 
receiving. 

From the results it is evident that the delay in time also prevents 
congestion in addition to security.

VII. Conclusion and Proposed Work
VANET’s works on wireless sensing techniques and hence are 
battery operated devices. Power sources are limited in these devices. 
Due to long distance transmission in between the sending and 
receiving of data the message may get attacked by the attackers. 
Future scope can be further into working upon the factors like 
throughput and packet delivery ratio.

References
[1] Hannes Hartenstein, Kenneth P.  Laberteaux,“A Tutorial Survey 

on Vehicular Ad-Hoc Networks”, IEEE Communications 
Magazine, June 2008.

[2] Salch Yousefi, Mahmoud Siadat Mousavi and Mahmood, 
“Vehicualar Ad-Hoc Networks (VANETS): Challenges and 
Perspectives”, 2006 6th International Conference on ITS 
Telecommunications Proceedings.



IJECT Vol. 6, IssuE 3, July - sEpT 2015

w w w . i j e c t . o r g InternatIonal Journal of electronIcs & communIcatIon technology  57

 ISSN : 2230-7109 (Online)  |  ISSN : 2230-9543 (Print)

[3] Mohamed Nidhal Mejri, Jalel Ben-Othman and Mohamed 
Hamdi,“Survey on VANET Security Challenges and 
Possible Cryptographic Solutions”, Elsevier Vehicular 
Communications 1 (2014), pp. 53–66.

[4] Sherali Zeadally, Ray Hunt, Yuh-Shyan Chen, Agela Irwin, 
Aamir Hassan,“Vehicular ad hoc Netwroks (VANETs): 
Status, Results and Challenges”, Springer Science Business 
Media, LLC 2010.

[5] Mohammed Saeed Al-kahtani,Survey,“On Security Attacks 
in Vehicular Ad-Hoc Networks (VANETs)”, IEEE 2012.

[6] Parul Tyagi Dr. Deepak Dembla,“Investigating the Security 
Attacks in Vehicular Ad Hoc Networks (VANETs): Towards 
Security Engineering for Safer On Road Transportation”, 
IEEE 2014.

[7] Amarjit Malhotra, Deepti Bhardwaj, Ankush Garg, 
“Wormhole Attack Prevention using Clustering and Digital 
Signatures in Reactuve Routing”, IEEE 2012.

[8] Mariannne. A. Azer,“Woemhole Attacks Mitigation in Ad 
Hoc Networks”, IEEE 2011.

[9] Vinh Hoa LA, Ana Cavalli,“Security Attacks and Solutions 
in Vehicular Ad Hoc Networks: A Survey”, International 
Journal on Ad Hoc Networking Systems (IJANS) Vol. 4, 
No. 2, April 2014.

[10] TamilSelvan, Komathy Subramanian, Rajeswari 
Rajendiran,“A Holistic Protocol for Secure Data Transmission 
in VANETs”, International Journal of Advanced Research in 
Computer and Communication Engineering Vol. 2, Issue 6, 
December 2013.

[11] Ghassan Samara, Wafaa A.H. Al-Salihy, R. Sures, “Security 
Analysis of Vehicular Ah Hoc Networks (VANETs)”, 2010 
Second International Conference on Network Applications, 
Protocols and Services.

[12] Megha Nema, Prof. Shalini Stalin, Prof. Vijay Lokhande, 
"Analysis of Attacks and Challenges VANET”, International 
Journal of Emerging Technology and Advanced Engineering 
Vol. 4, Issue 7, July 2014.

[13] Sanjay Batish, Alka Jindal, Prateek Murli and Amardeep 
Dhiman, “ Analysis of Security Attacks in VANETs”, 
International Journal of Advances in Computer Science 
and Communication Engineering (IJACSCE) Vol. 2 Issue 
I (March2014.

[14] Harbir Kaur, Sanjay Batish, Arvind Kakaria,“An Approach to 
Detect The Wormhole Attack In Vehicular Ad hoc Networks”, 
International Journal of Smart Sensors and Ad-Hoc Networks 
(IJSSAN), Vol. 1, Issue-4, 2012.

[15] Gurpreet Kaur, Sandeep Kaur Dhanda,“Analysing the effect 
of Wormhole Attack on Routing Protocol in Wireless Sensor 
Network”, International Journal of Advanced Research in 
Computer and Communication Engineering Vol. 2, Issue 8, 
August 2013.

[16] Sandhya Kohli, Rakesh  Dhiman,“Secure Message 
Communication using Digital Signatures and Attribute Based 
Cryptographic Method in VANET”, International Journal 
of Information Technology and Knowledge Management 
July-December 2010, Vol. 2, No. 2, pp. 591-594.

[17] Guoyuan Lv, Yiming Wang, Canyan Zhu, Rong Chen, Lujie 
Wang,“A Detecting and Defending Method of Wormhole 
Attack Based on Time Ruler”, International Workshop on 
Cloud Computing and Information Security (CCIS) 2013.

[18] Komal B. Sahare, DR. L.G.Malik,“ Review - Technique for 
Detection of Attack in VANET,” 2014, IJARCSSE.

[19] Ram Shringar Raw, Manish Kumar, Nanhay Singh, “Security 
Challenges, Issues and Their Solutions for VANET”, 
International Journal of Network Security & Its Applications 
(IJNSA), Vol. 5, No. 5, September 2013. 

Er. Gunjan is B.tech in Electronics and 
Communication Engineering with first 
division from Kurukshetra University 
Kurukshetra, India. She is currently 
pursuing M.tech in Electronics and 
Communication Engineering from  
Panchkula Engineering College Mouli 
affiliated under Kurukshetra University 
Kurukshetra, India and working on 
research thesis in Security and congestion 
control in VANET’s.

Dr. Dinesh Arora is B.tech in Electronics 
and Communication Engineering  from  
Punjab Technical University, India 
2002. He obtained his Master’s degree 
in Electronics and Communication 
Engineering from Punjab Technical 
University, India in 2007. He did his 
Ph.D in field Optical Fibers in 2012. 
He is presently working as Associate 
Professor at Panchkula Engineering 
College Mouli, India. He has presented 

35 papers in International journals and 
has guided 12 M.tech thesis in Kurukshetra university. He is an 
approved guide in Punjab Technical University Jalandhar India 
to guide Ph.D students and he is a reviewer of many International 
Journals. 

Er. Tulika Mehta is an Electronics 
Engineering professional having 
worked previously with Telecom 
Industry. She is a young entrepreneur 
also associated to Panjab University 
contributing in research and 
development activities in the field 
of wireless communications. She is 
ME MBA from Panjab University 
Chandigarh and has published several 
technical and management research 

papers in number of international journals. She has organized 
various conferences in India and abroad.


