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Abstract
With the advancement in technology the connectivity becomes 
major concern irrespective of the geographic location. There is an 
increasing threat of attacks on the wireless adhoc networks Black 
hole attack is a security threat in which the packet is redirected to 
a node that actually does not exist in the network. There should 
be a secure way for transmitting packet or information over a 
network which is quite challenging and vital issue. In this paper, we 
simulate the Ad hoc on Demand Vector Routing Protocol (AODV) 
under black hole attack by considering different performance 
metric. The simulation results show the effectiveness of black 
hole attack on AODV protocol.
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I. Introduction 
Mobile Ad-Hoc Network (MANET) is a spontaneous network 
that can be established with no fixed infrastructure. This means 
that all nodes behave as routers and take part in its discovery and 
maintenance of routes to other nodes in the network. Its routing 
protocol has to be able to cope with the new challenges that a 
MANET creates such as nodes mobility, security maintenance, and 
quality of service, limited bandwidth and limited power supply. 
These challenges set new demands on MANET routing protocols 
[1]. With the increasing interest in MANETs, there has been a 
greater focus on the subject of securing such networks.
There are different kinds of attacks by malicious nodes that can 
harm a network and make it unreliable for communication. One 
such kind of attack is black hole attack. A black hole attack is 
one in which a malicious node advertises itself as having the 
shortest path to a destination in a network. This can cause Denial 
of Service (DoS) [2] by dropping the received packets. The paper 
is organized as 2 Security issues in manets 2.1 Classification Of 
Attacks 3Black hole attack 4 Algorithms and Simulation results 
5 future work

II. Sesurity Issues in MANETS
Security in Mobile Ad-Hoc Networks is an important concern 
for the network functioning. MANET often experience different 
security attacks because of its following features: Dynamically 
changing network topology, lack of central monitoring, cooperative 
algorithms and absence of a certification authority and etc [3-4]. 
These features are explained below: 

A. Dynamically Changing Network Topology
Nodes are free and they can move arbitrarily. So the network 
topology changes unpredictably and frequently, which results 
in change in routes, frequent partitioning of network and loss of 
packets. 

B. Lack of Centralized Monitoring
MANETs does not have any established infrastructure and 
centralized administration. MANET works without any preexisting 
infrastructure. This lack of centralized management leads MANET 
more vulnerable to attacks. Detecting attacks and monitoring the 
traffic in highly dynamic and for large scale Ad-Hoc network is 

very difficult due to no central management. 

C. Cooperative Algorithms
In MANET the routing algorithms need to have trust between 
their neighboring nodes. 

D. Bandwidth Constraint
Wireless links have lower capacity as compared to the 
infrastructures networks. 

E. Limited Physical Security
Mobility of nodes results in higher security risks, which increases 
which increases the possibility of spoofing, eavesdropping and 
masquerading and DoS attacks. 

F. Energy Constrained Operation
The only energy means for the mobile nodes in Ad-Hoc network 
is the battery power. And they also have a limited storage capacity 
and power. 

III. Classification of Attacks

A. External and Internal Attack
External attackers are mainly outside the networks who want to get 
access to the network and once they get access to the network they 
start sending bogus packets, denial of service in order to disrupt 
the performance of the whole network. This attack is same, like 
the attacks that are made against wired network. These attacks can 
be prevented by implementing security measures such as firewall, 
where the access of unauthorized person to the network can be 
mitigated. While in internal attack the attacker wants to have 
normal access to the network as well as participate in the normal 
activities of the network. The attacker gain access in the network 
as new node either by compromising a current node in the network 
or by malicious impersonation and start its malicious behavior. 
Internal attack is more severe attacks then external attacks.

 
Fig. 1: External and Internal Attacks in MANETS

B. Active and Passive Attack
In active attack the attacker disrupts the performance of the 
network, steal important information and try to destroy the data 
during the exchange in the network [5]. Active attacks can be 
an internal or an external attack. The active attacks are meant to 
destroy the performance of network in such case the active attack 
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act as internal node in the network. Being an active part of the 
network it is easy for the node to exploit and hijack any internal 
node to use it to introduce bogus packets injection or denial of 
service. This attack brings the attacker in strong position where 
attacker can modify, fabricate and replays the massages. Attackers 
in passive attacks do not disrupt the normal operations of the 
network [5]. In Passive attack, the attacker listen to network in 
order to get information, what is going on in the network. It listens 
to the network in order to know and understand how the nodes 
are communicating with each other, how they are located in the 
network. Before the attacker launch an attack against the network, 
the attacker has enough information about the network that it can 
easily hijack and inject attack in the network.

Fig. 2: Active and Passive Attack in Manets

III. Black Hole Attack
In black hole attack, a malicious node uses its routing protocol 
in order to advertise itself for having the shortest path to the 
destination node or to the packet it wants to intercept. This hostile 
node advertises its availability of fresh routes irrespective of 
checking its routing table. In this way attacker node will always 
have the availability in replying to the route request and thus 
intercept the data packet and retain it [6]. In protocol based 
on flooding, the malicious node reply will be received by the 
requesting node before the reception of reply from actual node; 
hence a malicious and forged route is created. When this route is 
establish, now it’s up to the node whether to drop all the packets 
or forward it to the unknown address [7-11]. 
The method how malicious node fits in the data routes varies. 
Figure 3 shows how black hole problem arises, here node “A” want 
to send data packets to node “D” and initiate the route discovery 
process. So if node “C” is a malicious node then it will claim 
that it has active route to the specified destination as soon as it 
receives RREQ packets. It will then send the response to node 
“A” before any other node. In this way node “A” will think that 
this is the active route and thus active route discovery is complete. 
Node “A” will ignore all other replies and will start seeding data 
packets to node “C”. In this way all the data packet will be lost 
consumed or lost.

Fig. 3: Black Hole Problem

IV. Algorithms and Simulation Results 

A. Key Exchange Mechanism
The existing KEY EXCHANGE scheme was to ensure the trusted 
and secure links between the servers to ensure the security of 
the data being shared or transferred between them. The existing 
scheme is based on client-server model for cryptographic key 
management and key sharing between the data or application 
servers. The existing scheme was proposed to protect or harden 
(to make more secure) the previous key management and key 
sharing scheme. Terminologies used in the existing scheme are 
Key Exchange Server, Key Exchange Client, Key Exchange 
Tad (Trusted Administrator Devices), Key Exchange Remote 
Managers. 

B. Existing Client-Server based KEY EXCHANGE 
scheme

Assumptions
Key Exchange Server1. 
Key Exchange Client2. 
Key Exchange TAD3. 
Remote Managers4. 
All of the nodes are connect to direct power sources5. 
Key Exchange Server manages all key related operations6. 

Algorithm Flow
Server X initializes communication with Server Y1. 
Server Y requests Key Management Server Kserver.2. 
Kserver connects Server X.3. 
Kserver sends security key to Server X.4. 
Server X replies with the calculated answer key5. 
Kserver attest the Server X as valid node6. 
Kserver updates the Server Y7. 
Server Y starts communication with y8. 

C. Proposed KEY EXCHANGE Scheme for MANETS
The proposed scheme is specially for wireless Ad-hoc networks. 
The wireless sensor nodes are battery operated devices, Hence, 
having limited power sources. The adhoc network usually sends 
data to base stations via long distance wireless communication 
most of the times. At times wireless network  does not send data 
anywhere to any BTS Long distance wireless communications are 
not considered as the safe communications. Initially considered 
option was to host the key management services on BTS. But it 
was not possible, because, if the key management services will 
be hosted on BTS, they are prone to hacking because of the long 
distance communication with the wireless adhoc networks. In case 
BTS does not exist, the key management service will not work. 
Second consideration is to host the key management services 
on Cluster Heads, but it could choke the battery of cluster heads 
quickly, which may dent the performance of  network. Then, 
there was a third and final option available which was to make 
a self-adaptive key management solution for WSN nodes. In the 
proposed solution, the self-adaptive key management scheme has 
been implemented.
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V. Simulation Results

Fig. 4: Time Elapse for Processes Fig. 5: Increase in Key Generation Time 

VI. Result Analysis
Table 1: KEY EXCHANGE System Operation Categorization for Proposed and Existing Schemes

Category Operations
PROPOSED SCHEME EXISTING SCHEME

Local or 
Remote

Quorum or 
Any

Manual or 
Automatic

Local or 
Remote

Quorum 
of Any

Manual or 
Automatic

1
Node Bootstrap, adding 

neighbors/
Administrators

Local Either Automatic Local Quorum Manual

2 Removing Neighbors/
Administrators Local Either Automatic Either Quorum Manual

3 Client Bootstrap Local Either Automatic Local Either Manual
4 Client Registration Local Either Automatic Either Either Manual

5 Server/client key-life cycle 
operations Local Either Automatic Either Either Either
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