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Abstract 
Digital images are mostly used to protect confidential & important 
information. But the problem is providing authentication and 
integrity to these digital images is a very challenging task. 
Therefore using this paper a new efficient authentication method 
is proposed to provide for grayscale document images using the 
Portable Network Graphics (PNG) image with verification and 
data self repair capability. In this concept an authentication signal 
generated by each block of a grayscale document image and then 
using Shamir secret sharing scheme grayscale document image 
authentication signal and binarized block content is combined and 
transformed into several shares. These several binarized block 
content shares are then combined into an alpha channel plane 
then the PNG image is built from combining the grayscale image 
with alpha channel plan.  the authentication signal measured from 
the current block content does not match that extracted from the 
shares embedded in the alpha channel plane then that image block 
is tampered. Then using reverse Shamir scheme, two shares from 
unmarked blocks are collected and then data repairing is applied. 
Finally simulation results are provided to prove the concept of 
proposed method.
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I. Introduction
digital images are mostly used to preserve confidential & important 
information. But the biggest problem is providing authentication of 
digital images especially digital images of documents and it must 
also requires the capability of repairing the tampered documents. 
Thus many fields which deals with important agreements, 
architectural or medical designs, ,law suites, testaments, marks 
cards,  legal documents, cheques, certificates etc requires highly 
efficient and robust authentication and image repair capability 
to their digital documents.. These kinds of images are known as 
binary-like though they are gray scaled. These types of images are 
gray valued in nature and look like a binary. The advantage with 
this type of images is it is possible to reduce the size of the image by 
using the concept of binarization. But the process of binarization 
creates reduced zig-zag patterns of contours For the binary images 
the recognition of tampers is very complex in nature and it is a 
very challenging task. And while in the process of authentication, 
combining the authentication signals and binary images causes 
a lot distortion and the binary nature of binary gray scale images 
lead to discernible changes after authentication process. 
The ultimate goal of this thesis is to attempt to reconstruct or 
recover the tampered image, and provide security. To derive 
an improved algorithm of authentication of images and data 
repair algorithms. Shamir Secret sharing method is proposed 
as an efficient authentication method. This is a new method for 
authentication of gray scale document images with the capability 

of self repairing for fixing tampered gray scale image data and 
parallelly answers the problems in the process of image tampering 
detection by keeping the visual quality of image and also provides 
security and hiding.

II. Related Work

A. Shamir Secret Sharing
The proposed approach to secret image sharing is based on the (k, 
n)-threshold secret sharing method proposed by Shamir (1979).  
By the Shamir method, to generate n shares for a group of n secret 
sharing participants from a secret integer value y for the threshold 
k, we can use the following(k-1)-degree polynomial. It is a form 
of secret sharing, where a secret is divided into parts, giving each 
participant its own unique part, where some of the parts or all of 
them are needed in order to reconstruct the secret. Counting on all 
participants to combine together the secret might be impractical, 
and therefore we sometimes use the threshold scheme where any 
k of the parts is sufficient to reconstruct the original secret. Then 
using reverse Shamir scheme, two shares from unmarked blocks 
are collected and then data repairing is applied.

III. Algorithm for Creating Secret Shares

Algorithm 1: (t, n)-Threshold Secret Sharing
Input: In this process consider secret ‘c’ as an integer, and ‘n’ 
number of participants such as threshold t ≤ n. 
Output: the output is ‘n’ shares in the form of an integer for the 
n participants. 
Step1: in this step consider a random prime number ‘p’, which 
is larger than ‘c’. 
Step2: choose t-1 integer values m1, m2… mt-1 between 0 to p-1
Step3: choose n distinct real values 𝑦1,2,…..𝑦𝑛 
Step 4: by using the following (t-1) degree polynomial equation 
we can compute n function values f (𝑦𝑗), known as partial shares, 
for j=1,2…..n
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Step5: Then transfer the two tuple ))(,( jj yfy  as a share to the jth 
participant where j=1, 2, 3……n.
Therefore there are t  number of coefficients denoted by c and 
m1through mt−1. Finally to form t equation to recover secret c, 
collect t shares from the n participants. The process of solving 
secret recovery is as 

Algorithm 2: Secret Recovery of Shares 
Input: From the n number of participants select t shares and the 
prime number p where as p and t both are prime 
Output: In the shares, the secret c hidden and coefficients mj used 
in )( jyf where j=1, 2, 3, m- 1. 
Step1:  in this step the t shares are used as
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Step 2: By using Lagrange’s interpolation equation solve the above 
equations.
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Step3: Then following equality and comparing the result with (3) 
in step 1, find out the m1 through mt−1, while regarding variable 
y in the equality below to be yj in

 (6)

IV. Image Authentication and Data Repairing
In the process of authentication and data repairing of image, by 
using binary grayscale document image E with an alpha channel 
plane a PNG image is created. Then the original image E is 
transformed into the binary form specifying the threshold value 

bE  [10]. To generate n secret shares by using Shamir’s secret 
sharing scheme bE  is used as input. Then the successfully mapped 
secret shares are combined with alpha channel plane to produce a 
PNG image with imperceptibility effect. Here the mapped secret 
shares are randomly combined with alpha channel to provide high 
security to the image. Then the PNG image created and encrypted 
using chaotic logistic map [4].  Fig. 1 shows the illustration of 
this process

Fig. 1: Illustration of Creation of a PNG Image From a Grayscale 
Document Image and an Additional Alpha Channel Plane

Fig. 2: Creating a PNG Image From Grayscale Document Image 
and Alpha Channel

Fig. 2 shows the process of creating a PNG image from grayscale 
document image and alpha channel.

Algorithm for Stego-Image Generation 
The generation of stego- image as illustrated using the following 
algorithm.
Algorithm: from a given grayscale image generating a PNG format 
stego image.
Input: an image document E in grayscale with two major gray 
values and with a secret key K.
Output: encrypted PNG image E’ including authentication signal 
and data repairing capability

Part 1: Authentication signal generation
Step1 Binarization of input image: To get the two representative 
gray values g1 and g2, the Moment preserving threshold [3] is 
applied to E.  The required obtain the threshold value is obtained 
by averaging the g1 and g2. Using this threshold binary version 
of Eb will calculate by using binarization of E.
Step2: Conversion of cover image into PNG format: By using alpha 
channel plane Eα the image E is converted into PNG image.
Step3: Starting of loop: Take in a un- refined raster scan order of 

32× block bB  in bE with pixels 6321 ,,, pppp 
Step 4: Authentication signal generation: here generate a 2-bit 
authentication signal 21bbL =  with 3211 pppb ⊕⊕=  and 

6542 pppb ⊕⊕=

Part 2: Design and Embedding of Shares
Step5: Creation of data for secret sharing: In this step the data 
is created for secret sharing. Here the total 8 bits of 21bb and 

6321 ,,, pppp   forms an 8-bit string and this string is divided 
into two 4-bit segments, and finally  convert the each segment 
into 2 decimal numbers a1 and a2 respectively.
Step 6: Generation of partial shares: set jj ymp ,. following value 
apply eqn. (1) p=17 (the smallest Prime number larger than 15); 
2) c = α1 and m1= α2 ; and 3) y1 = 1, y2 = 2,……y6 = 6. Using 
equation 1 and threshold secret sharing scheme and generate six 
partial shares 1r through 6r using the following equations:

pymcyfr jjj mod)()( 1+==   (7)
Step7: Mapping of partial shares: In this step edit 238 to each 
of 6321 ,,, rrrr   resulting in the new value of '

1r through '
6r

respectively, which fall in the nearly total transparency range of 
238 through 254 in the alpha channel plane Eα. 
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Step 8: Embedding two fractional shares in the current block: 
Take block Bα in Eα corresponding to bB  in bE select the first 
two pixels in Bα in the raster scan order and replace their values 
by '

1r  and '
2r respectively.

Step 9 :Embedding remaining partial shares at random pixels:  
the key K is used to select four pixels Eα but outside of the Bα. 
Whenever selecting these four pixels choose any pixels of block 
but not the first two pixels.
Step10: End of loop: If any un processed block is exists in, then 
move for step 3. Otherwise take the E in the PNG format.

Fig. 3: Pictorial Representation of Embedding 6 Shares Generated 
for a Block, 2 Shares Embedded in Current Block and the Other 
4 in 4 Randomly Selected Pixels Outside the Block, With Each 
Selected Pixel Not Being the First 2 One in Any Block

Fig. 4: Flow Chart for Authentication of Image

Algorithm for Repairing of Image
Input: Authenticated image I.
Output: Image with the repaired pixels.
Steps:
1. To obtain the shares subtract 238 from the alpha channel. 
2. Get the raster scan of block B of size 2×4 from I.
3. If not obtained, then move to the next block by marking this 
block as repaired.
4. If obtained, then choose 2 shares from the 6 shares which are 
preferably from a same block that are marked as un-tamperedThen 
the values M1 and M2 are obtained using the reverse Shamir 
Algorithm [12].

Fig. 5: Flow Chart for Repairing of Image 

6. Then the values of M1 and M2 are converted into binary and 
these binary values are used to form 8-digit string
Transform the digits M1 and M2 into binary. Consider the each 
digit from the 8-bit string and transform them to gray value as 
follows:

If it is 0, then replace the corresponding pixel in the block • 
of the image by Z2
If it is 1, replace the corresponding pixel in the block of the • 
image by Z1.

V. Simulation Results and Analysis

Fig. 6: Original Image

The image Lena, shown in fig. 6, is a 256 pixel width, 256 pixel 
height and 8-bits gray image.  We use a ( ) 8, 4secret image 
sharing scheme, where t=4 and n= 8. By using the secret image 
sharing scheme described, we generate 8 shadow images 
which are shown in fig. 7. Since t=4 and the size of original 
image is 512X 512, the size of each shadow image is 128X 
128. Since we use the ( ) 8, 4 secret image sharing scheme, we 
can use any four combinations of shadow images in the fig. 8 
to get recovered image. The recover image is shown in fig. 8.  
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Fig. 7: The 8 Shadow Images

Fig. 8: Recovered Image

Fig. 9: Binary Gray Scale Image (Input)

 
Fig. 10: Binary Gray Scale Image (Input) 

Fig. 11: PNG Image (Output)
Tampered and Nois e

Fig. 12: Tampered Images
R epairing of Tamper

Fig. 13: Repaired Tampered Image
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R epaired of Tampered image

 
Fig. 14: Repaired Tampered Image

As shown in fig. 11 input image along with secret key is provided. 
To generate n secret shares by using Shamir’s secret sharing 
scheme s used as input. Then the successfully mapped secret 
shares are combined with alpha channel plane to produce a PNG 
image with imperceptibility effect.

VI. Conclusion
This is a new method for authentication of gray scale document 
images with the capability of self repairing for fixing tampered 
gray scale image data and parallelly answers the problems in 
the process of image tampering detection by keeping the visual 
quality of image and also provide security and hiding. Future 
studies may be directed to choices of other block sizes and related 
parameters (prime number, coefficients for secret sharing, number 
of authentication signal bits, etc.) to improve data repair effects. 
Applications of the proposed method to the authentication and the 
repairing of attacked color images may be also tried.
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