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Abstract
Biometric identification, also known as biometric authentication is 
used in computer science as a form of identification and access 
control. Biometric Authentication systems make use of different 
image processing techniques to operate the biometric images. 
This authentication concerns with verifying a person using their 
biometric characteristics which comprises of their behavioral traits 
like typing rhythm, gait and voice ; physiological traits like face 
recognition, DNA, palm print, hand geometry, iris recognition, 
retina recognition ,odor/scent etc.  The main characteristic about a 
biometric is that it is unique, universal, permanent and acceptable 
i.e. no two persons in this universe can have same biometrics. Even 
a minute difference in texture of a biometric image of any person, 
makes that person some another person.  In the following work, we 
will be using Gabor filter to extract the framework of palm print 
and finger print and fusion of the above two would be done by 
concatenation.   Ant Colony Optimization (ACO) algorithm is used 
for simplifying the procedure, by reducing the high dimensionality 
of fused features. And then finally user verification/authentication is 
done (whether user is genuine or con) by taking the most significant 
features of the user.
Classification is done by using any two-class classifiers. 
Classification is done using three classifiers namely a SVM 
(Support Vector Machine) classifier with Linear and RBF (Radial 
Functional Basis) kernels and NC (Normalized Correlation) and 
the results were compared.  Accuracy for classification of 97.9% 
is examined in literature for high resolution scanner images. The 
minimum total error ever reported in literature is 7.99%. The main 
objective of this piece of work is at bettering the veracity of the 
authentication systems with noisy samples, while reducing the 
False Acceptance Rate (FAR), Equal Error Rate (EER), Total Error 
(TE), and False Rejection Rate (FRR). A real time database was 
designed with a finger and palm print scanner which was then used 
for evaluation of the whole system. There are four samples each 
for a particular user in the database.
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I. Introduction
The performance of the system can be enhanced by fusing multiple 
biometric traits, by escalating the accuracy of authentication as 
robustness is provided to the system by various biometric traits. 
As biometric systems can only provide security, forging can be 
done easily in a system where a single biometric trait is used for 
authentication. For example, silicon or gelatin masks which are 
made artificially can be used to forge fingerprints in a very easy 
manner. This is the main reason why multimodal biometric systems 
are gaining popularity at a very fast pace. The main advantage of 

using Multimodal biometric system over uni-modal system is that 
in case of multimodal biometric systems, more than one biometric 
characters together are considered to authenticate a person, which 
makes this system more secure than uni-modal system in which only 
one biometric trait is used for user authentication. A multimodal 
system makes it difficult for the con artist to gain unauthenticated 
access to the system. Many multimodal systems like face and palm 
print, finger and palm, and so on that are discussed in the paper. This 
project uses palm print and fingerprint for user authentication. 

A. Image Processing
Image processing is a method to convert an image into digital form 
and perform some operations on it, in order to get an enhanced 
image or to extract some useful information from it. It is a type of 
signal dispensation in which input is image, like video frame or 
photograph and output may be image or characteristics associated 
with that image. Usually Image Processing system includes treating 
images as two dimensional signals while applying already set signal 
processing methods to them. 
It is among rapidly growing technologies today, with its applications 
in various aspects of a business. Image Processing forms core 
research area within engineering and computer science disciplines 
too [1].

B. Finger-Print Recognition 
Finger print recognition has been around since 1880; however, 
digital fingerprint identification systems have only emerged much 
more recently. The epidermis (skin) of fingers and palms are unique 
to an individual. The most common use of this technology is for 
authentication, the hand is placed upon a sensory pad, which reads 
the ridges of the epidermis for use as the features. Fingerprinting 
can also be used non-invasively, removing a fingerprint from an 
object and scanning into a computer. In a recent development, the 
vitality of the appendage pressed onto the sensor can be determined 
by detecting the perspiration between the ridges, this helps combat 
faked latex fingerprints and the use of high resolution printed 
images of fingers, which still affects some cheaper systems [2]. 

C. Palm Print Recognition
The palms of the human hands contain pattern of ridges and valleys 
much like the fingerprints. The area of the palm is much larger 
than the area of a finger and, as a result, palm prints are expected 
to be even more distinctive than the fingerprints. Since palm print 
scanners need to capture a large area, they are bulkier and more 
expensive than the fingerprint sensors. Human palms also contain 
additional distinctive features such as principal lines and wrinkles 
that can be captured even with a lower resolution scanner, which 
would be cheaper. Finally, when using a high-resolution palm 
print scanner, all the features of the palm such as hand geometry, 
ridge and valley features (e.g., minutiae and singular points such 
as deltas), principal lines, and wrinkles may be combined to build 
a highly accurate biometric system [3].
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II. Preliminaries

A. Image capture and Pre processing
The bad quality of the biometric samples is the prime reason for 
the debasement of performance in image based authentication 
systems. An appropriate image capturing device depending on 
the application requirement should be considered for use in order 
to overcome the problem of bad quality of biometric samples. 
We have used a robust scanner for finger and palm print capture. 
A real time database which was used as a image database was 
constructed in our institute for evaluation of the results. Firstly, 
unwanted noise was removed from the image samples, and then 
the image was represented as a 128× 128 matrix for manipulation. 
If more samples needed to be used in training the classifier, then 
the image can be represented as 64× 64 matrix.

B. Gabor Wavelet Filters
Gabor filter is a linear filter used for edge detection. Frequency 
and orientation representations of Gabor filters are similar to 
those of the human visual system, and they have been found 
to be particularly appropriate for texture representation and 
discrimination. In the spatial domain, a 2D Gabor filter is a Gaussian 
kernel function modulated by a sinusoidal plane wave. Its impulse 
response is defined by a sinusoidal wave (a plane wave for 2D 
Gabor filters) multiplied by a Gaussian function [4]. Because of 
the multiplication-convolution property (Convolution theorem), 
the Fourier transform of a Gabor filter’s impulse response is 
the convolution of the Fourier transform of the harmonic function 
and the Fourier transform of the Gaussian function. It can be 
defined using 

 
Here f is frequency of the sinusoidal plane wave along the 
direction 𝛳 from the x-axis and specify the Gaussian envelop 
along x-axis and along y-axis respectively. Gaussian function is 
a non-orthogonal wavelet and it can be specified by the frequency 
of the sinusoid ω = 2πf and the standard deviations σx of and σy. 
This can be used to determine the bandwidth of the Gabor filter.

III. Feature Extraction & Fusion
This work uses a gray scale palm and finger print images fused 
with size of 128×128 and a resolution of 200 dpi. It uses spatial 
frequencies that can be represented as f = π/2s (s=1, 2... 5) and the 
parameter θ=lπ/8, (l= 1, 2... 8). For Gabor palm and finger print 
representation, the Gabor filter bank (which have 5 frequencies 
and 8 orientations) are convolved with fused images and are 
used for Gabor feature extraction and for generation of 40 spatial 
frequencies [5].
In order to compute the Gabor responses of the images Gabor filter 
is convolved with the fused image. Let f (x,y) be the intensity of 
the point (x,y) in the fused image and its conventional with Gabor 
Filter G(x,y:f, ϴ) can be given as 

GR(x,y:f,ϴ)= f(x,y)ϕG(x,y:f,θ)

Here ϕ represents the convolution operator. The response to each 
Gabor kernel representation is a complex function with a real and 
imaginary part.

IV. ANT Colony Optimization Based Optimal Feature 
Selection
For more desired and accurate classification, a high quality feature 
vector is required by the learning based classifiers. Two main 
techniques can be used for improving the feature quality for a 
classifier based authentication system. The first method involves 
selecting the significant & specific features and the second 
method is to assign  more weights to specific features. In this 
work we make use of the first technique. Ant Colony Optimization 
(ACO) algorithm, which is also called a swarm intelligence 
based algorithm is used to reduce the high dimensionality of the 
feature vector obtained from the Gabor responses. Therefore, only 
significant and specific features are chosen from the Gabor space. 
The length of the feature vector and the classification accuracy are 
two factors on which this high dimensionality reduction depends. 
The original representations of the features are not altered in this 
technique, but this technique selects a subset of features from 
the feature space. It preserves the authentic feature semantics are 
preserved and various benefits like interpretability of a domain 
expert are offered.
In computer science and operations research, the ant colony 
optimization algorithm (ACO) is a probabilistic technique for 
solving computational problems which can be reduced to finding 
good paths through graphs. The ant colony algorithm is an algorithm 
for finding optimal paths that is inspired by ant’s social behavior in 
the search for shortest paths to reach food sources [7]. At first, the 
ants wander randomly. When an ant finds a source of food, it walks 
back to the colony leaving “markers” (pheromones) that show the 
path has food. When other ants come across the markers, they are 
likely to follow the path with a certain probability. If they do, they 
then populate the path with their own markers as they bring the 
food back. As more ants find the path, it gets stronger until there 
are a couple streams of ants travelling to various food sources 
near the colony. Because the ants drop pheromones every time 
they bring food, shorter paths are more likely to be stronger, hence 
optimizing the “solution.” In the meantime, some ants are still 
randomly scouting for closer food sources. Once the food source 
is depleted, the route is no longer populated with pheromones and 
slowly decays [8]. Choosing best features that makes it easier in 
discriminating the users of authentication system is the prime 
goal behind using feature selection technique. This algorithm 
provides faster and cost-effective models, improves classification 
performance, and problems like over fitting is avoided by using this 
algorithm. It is independent of classification algorithms.  Because 
the ant-colony works on a very dynamic system, the ant colony 
algorithm works very well in graphs with changing topologies. 
Ant Colony Optimization Algorithm technique is that at first 
synthetic ants are placed haphazardly on the co-efficient features 
of Gabor responses. In each repetition, every single ant ciphers 
the probability of shifting to a fresh point which has not been 
visited yet, not yet visited using a pseudo-random proportional 
rule that is a trade-off between exploitation & exploration. Either 
an ant exploits the information available to us about previous 
good solutions with probability (1-pn). or finds new areas of 
solution space at shorter distance with high pheromone rate with 
probability. Node  have an ant  which chooses new feature point 
to move according to
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V. Classifiers Used For Classification
If we apply Ant Colony Optimization algorithm on Gabor 
response feature space, we get the best subset of feature that 
proves to be the best negotiation between the local importance 
and the pheromone trails. Now for identification of users and for 
discriminating genuine user from imposter user, we need a two 
class. Therefore, we use SVM for the decision making and also for 
the classification of test samples against training samples. SVM are 
supervised learning models with associated learning algorithms 
that analyze data and recognize patterns, used for classification and 
regression analysis [9].  Support Vector Machines are based on the 
principle of minimization of structural risk and are also known as 
statistical learning theory. The following equation represents the 
minimization of upper bound on expected or actual risk.

In this case, we need to define the trained machine and we need 
some parameters for that. So here τ is a set of parameters and u is 
a class label which is associated with the training sample x. For 
mapping the training samples to class label we use the function 
f(x,τ). The term P(x,u) is an unknown probability distribution 
which helps in associating classes label with each and every the 
training sample. Let the number of training samples be denoted 
by l and from l choose μ such that 0 ≤ μ ≤ 1.
For expected risk with probability 1-μ the following bound 
holds,

Where h is VC Dimension (Vapnik–Chervonenkis dimension) of 
the classification model and is a non-negative integer. It gives the 
measure of complexity of the decision function.  The term in right 
is known as VC bound.  For minimizing the overall risk involved 
one should minimize the empirical risk and VC dimension. 
For separating a given training sample, we should choose an 
optimal hyper plane from a set of hyper planes. Due to this hyper 
plane, the VC confidence will minimize due to which we will get 
the best generalization capabilities. The optimal hyper plane is also 
used to reduce the sum of the distances to the closest positive and 
negative training samples. The sum is also known as the margin 
of the separating hyper plane. We can obtain the optimal hyper 
plane wx+n which is obtained by the reducing the value of  ||w||2 
which is considered as a quadratic optimization problem. This is 
applicable for non-linear & non-separable cases. The problem 
of separability can be solved by adding a suitable term to the 
previously mentioned expression. Mapping of training samples 
to a high dimensional feature space is done to solve the problem 
of non-linear decision boundaries. Kernel functions are used to 
set the decision boundary.

VI. Experimental Evaluation
This work is based on IIT Delhi Touchless Palm Print Database 
(Version 1.0). This database consists of the hand images collected 
from the students and staff at IIT Delhi, New Delhi, India. From the 
results, we conclude that the dimensionality reduction will account 
for better performance of the system. The currently available 
database is from 235 users, all the images are in bitmap (*.bmp) 
format. All the subjects in the database are in the age group 12-57 
years. Seven images from each subject, from each of the left and 
right hand, are acquired in varying hand pose variations [10].

Every single image was represented as 64 x 64 matrix in MATLAB 
implementation. The Gabor response for three biometric traits 
was then obtained. The texture features that were extracted were 
represented as vectors. Simple concatenation is then used for 
fusion of features.
FeatureTotal = FLeft Thumb + FRight Thumb+ FPalm
The various performance metrics considered in this work like as TE 
and EER were evaluated using Error matrix. Error Matrix is also 
known as Contingency Table or Confusion Matrix. Ant Colony 
Optimization Algorithm was used to reduce all the feature vectors 
in dimension. Now the various performance metrics of interest 
like TE, EER, FRR & FAR were calculated. The new results were 
then compared with the previous results. The compared results 
are shown in Table A and Table B. 

VII. Calculated Results
SVM Classifier using Linear Kernel will give better accuracy 
results for the authentication system discussed above. There are 
two tables given. Table A depicts the different results obtained 
with the high dimensionality features before applying Ant Colony 
Optimization Algorithm and Table B shows the performance after 
using Ant Colony Optimization Algorithm.  After looking into 
the results, it is quite clear that among all the classifiers that we 
used, the most correct and apt classifier for the real time scanner 
is the SVM Linear Kernel. Equal Error Rate (EER) of the system 
has reduced from 5.94% to 3.98% after applying ACO algorithm. 
Total Error (TE) of the system has decreased from 11.18% to 
7.45%. The other parameters like FAR and FRR were found to be 
decreased from 11.3324 % and 1.0001% to 3.1726% and 0.4511% 
respectively.

Table 1: Performance of the System Before Applying ACO 
Algorithm

            Classifier

Performance
Parameter

Normalized 
correlation
    (NC)

SVM 
Kernel 
(RBF)

SVM 
Kernel 
(Linear)

EER 10.18% 8.03% 5.94%
TE 20.20% 18.09% 11.18%
FRR 10.6754% 6.5674% 11.3324%
FAR 13.984% 10.6754% 1.0001%

Table 2: Performance of the System After Applying ACO 
Algorithm

           Classifier

Performance
Parameter

Normalized 
correlation
    (NC)

SVM 
Kernel 
(RBF)

SVM 
Kernel 
(Linear)

EER 7.87% 4.55% 3.98%
TE 18.71% 13.4% 7.60%
FRR 9.22% 8.9191% 3.1726%
FAR 5.0011% 6.8100% 0.4511%

As the Total Error (TE) of the system is found to be 7.60%, so 
the accuracy or efficiency of the proposed system is 92.55%. 
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The proposed system has a high accuracy. In case of palm print 
authentication systems, the accuracy is around 75%. So fusion of 
another biometric trait with the existing technology gave result in 
higher accuracy systems. So this idea of fusion is more reliable. In 
our project, the other biometric trait that we used along with the 
palm print is the finger print of the person. Fusing this biometric 
trait with palm print gave us accuracy around 97%. In the end 
desired higher accuracy was calculated to be 92.55%. 

VIII. Conclusion
This paper demonstrates an authentication system that discriminates 
between the registered users and imposter users. As only the 
optimal features are selected for authentication, this results in 
higher efficiency of the system. It also reduces Equal Error Rate 
& Total Error of the system.
For achieving improved results in future, we can adopt other 
intelligence based algorithms for reducing high dimensionality of 
features. Even if manage to achieve a small increase in the efficiency 
of the system, that would be very significant, as accuracy is the 
main parameter for judging these kinds of security systems.  
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