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Abstract
In current vehicles, research for an Ethernet based In-Vehicle 
Network is actively progressed. In IEEE working group, the 
Audio and Video Bridging (AVB) technology promises a standard 
approach to the Ethernet based In-Vehicle Network. For vehicle, 
one important aspect is a delay of reconfiguration in In-Vehicle 
Network and Stream Reservation Protocol (SRP) for control data in 
AVB. However, there is no way to pre-determine the delay of SRP 
for in-vehicle network.A previous research proposed a redundancy 
protocol based in RSTP and Multiple Stream Reservation Protocol 
(MSRP). They don’t need additional stream reservation over 
redundant paths after disruption on the link between talker and 
listener since MSRP reserves bandwidth to all of path in network 
for control stream. However, a side effect of this scheme is that 
certain amounts of bandwidth are wasted. In this paper, we propose 
a new scheme which reserves bandwidth for control stream on 
all paths, limiting a subset of all paths to transmitting data. This 
scheme has trade-off between the redundant protocol delay and 
the usage of bandwidth.
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I. Introduction
The traditional network technologies are CAN, FlexRay, and 
MOST. Also, all of them are optimized solutions for specific use 
cases. Just a couple of years ago, an Ethernet is used in the in-
vehicle network mainly for two use cases: connectivity between 
the head unit and the rear seat entertainment (RSE) as well as faster 
on-board diagnostics (OBD). Also, additional usage of Ethernet 
in the vehicle is being examined with the increasing bandwidth 
demand [1]. However, since the legacy switched Ethernet network 
without any prioritization mechanisms cannot guarantee the real 
time service such as controlling engines, demanding real-time in-
vehicle applications cannot meet their constraints. The IEEE 802.1 
Audio and Video Bridging Technology, specified by the IEEE [2], 
overcomes these constraining factors to Ethernet and promises a 
standardized approach to real-time Ethernet. In AVB technology, 
the Stream Reservation Protocol to guarantee Quality of Service 
(QoS) of the real time service was especially described at the IEEE 
802.1 Qat [3]. This protocol allows devices to establish, control 
and transmit data stream with defined QoS requirements. On the 
other hand, frames may be lost in the case of network faults, which 
increases overall latency from the application point of view and 
that communication interruption is not acceptable to In-vehicle 
network. Because of this factor, the requirements for redundancy 
technology need to be present in the network. However, after 
the redundancy control protocol has reconfigured the network, 
stream transmission paths need a new bandwidth reservation for 
control data stream. Since this process has the unforeseeable total 
reconfiguration time, that is unacceptable in industrial automation. 
Because of this reason, in [4], they proposed and evaluated the 

concept for achieving a redundancy in an AVB network and 
described a method to fulfill one of the key requirements for AVB 
Generation 2: Support for redundancy to achieve fault tolerance. 
They modified existing Stream Reservation Protocol to can 
register multiple paths throughout a redundant network topology.  
Control frames are transmitted on all paths that were previously 
reserved and loops were prevented by using the Rapid Spanning 
Tree Protocol (RSTP). However, proposed scheme wastes certain 
amounts of bandwidth. 
In this paper, we tackle the problem of wasting bandwidth and 
propose a new scheme which reserves bandwidth on all paths but 
limits a subset of all paths to transmitting data.

II. Background and Previous Scheme

A. RSTP
The RSTP [5] is in the current Ethernet standard building a 
shortest-path tree rooted at one of the nodes defined by the Root. 
For avoiding circulation of broadcast frames, ensuring loop free 
topology in network is essential. The RSTP prevents data loops 
in network by ensuring that only one path exists between the end 
nodes. The other key facility of RSTP is to reconfigure redundancy 
paths and to provide fast re-convergence after a Reconfiguration 
in the topology. Also, RSTP can control MAC address learning. 
Filtering Database (FDB) includes the port mapping information 
of MAC address and RSTP controls adding and deleting entries 
in FDB to forward data. In other words, the RSTP determines 
active paths and topology in network. To compose a spanning 
tree topology, nodes in network first elect a root node by using 
MAC address. The node having the smallest MAC address has 
highest priority and can be the root in network. After electing the 
root, the cost from the root is propagated in the network. Then, 
each node determines the shortest path to the root by using cost 
information. Also, nodes determine which ports point upward to 
the root and which point downward to the leaves by configuring 
as one of the four port roles. The first port role is root port and 
is assigned to the port that leads to the root. Designated port is 
associated to the port that leads to the leaves of the tree. Remaining 
port roles, alternate port and backup port provide redundancy 
path if network components disrupted in network. In case of a 
link failure, redundancy paths are reconfigured by the redundancy 
control protocol and there are two kinds of delay in RSTP: trec_protocol 
is redundancy protocol delay; tFDB_flush is defined as delay of FDB 
flushing process. Therefore, the network reconfiguration time of 
RSTP can be represented as in Equation (1).
trec = trec_protocol + tFDB_flush     (1)

B. Fault-Tolerant Ethernet Network With MSRP
With AVB, after redundancy control protocol has reconfigured 
the network, the SRP registers bandwidth for stream transmission 
on paths. The network reconfiguration delay in AVB used to be 
followed Equation (2).
trec  = trec_protocol + trec_stream)     (2)
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In equation (2), trec_stream is stream paths reconfiguration delay 
by using IEEE 802.1 Qat. However, the AVB technology was 
conceived without the need to support fast and determinable stream 
reconfiguration. Therefore, trec_stream in network is not foreseeable 
and it is fact that trec_stream is larger than tFDB_flush.
To remedy this problem, [4] modified existing Stream Reservation 
Protocol to can register multiple paths throughout a redundant 
network topology. A talker which transmits data stream first starts 
to broadcast its presence to the network by using a talker advertise 
(TA), and the TA from the talker is being received at other nodes. 
Nodes process the TA by registering the ingress port where it 
received the TA and send TA out of all active ports which are not 
received TA. The TA is flooded all over the network. A listener 
has to send a Listener Ready (LR) to the talker if the listener 
wants to receive stream that has been advertised. The LR is only 
propagated on ports that previously registered the ingress of a 
TA. After the talker has received the LR, it starts to transmit data 
streams. In other words, it reserves bandwidth for data streams on 
all paths and transmits streams. Loops are prevented by dropping 
stream frames received at discarding ports. Discarding ports are 
determined by RSTP. 
In [4], the proposed scheme needs not additional stream reservation 
over redundant paths after disruption on the link between talker 
and listener since it reserves bandwidth to all of path in network 
for control stream (trec_stream= 0). Since the stream registration is 
already established, frames would immediately start to be forward 
after network reconfiguration.

III. The Proposed Scheme
In [4], control streams are transmitted as flooding so that they 
reach all paths in the In-vehicle network. A benefit of [4] is that 
in the case of a fault on the link, no additional reservation of 
control streams is necessary that prolongs the total reconfiguration 
time. However, the previous method wastes bandwidth that could 
otherwise be used for other data. 
In this paper, we propose a new algorithm for the fault tolerant 
network to save bandwidth in In-vehicle network. We propose 
parameter TTLhop in TA when talker propagates the TA (Algorithm 
1). The TTLhop is reduced by one on every hop. Each node must 
check the TTLhop value and sets transmission restriction if the 
TTLhop value is positive. 
Algorithm 1. the node decision for limiting transmission
1: T = Talker which sends talker advertise (TA).
2: TTLhop = the number of hops from L.
3: 
4:  if T sends TA and node receives TA with TTLhop >0 then
5: = TTLhop = TTLhop-1
6: else
7: node which received LR sets transmission restriction.
8: end if
9: the TA is propagated to Listener and the LR is 
propagated on ports that previously did register the ingress 
of a TA.           

After the talker has received the LR, it starts to transmit control 
data frames, and control streams are transmitted on the paths that 
were previously registered by the TA and LR. But, a node which 
sets transmission restriction only transmits control streams to the 
listener on a path established by RSTP. The path is known by the 
address of listener and FDB.
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Fig. 1: Control Stream Propagation in Example Topology

In other words, all nodes above k+1 hops from the talker only 
transmit frames on the path established by RSTP if the TTLhop is 
k. In this reason, the TTLhop is inversely proportional to bandwidth 
utilization. Fig. 1 shows an example to illustrate the topology in 
this paper. Node 1 is a talker and a root of the network, node 20 
is a listener and the maximum number of hops in topology is M 
(in Fig. 1, M=7). Fig. 2 presents a result of comparison between 
[4] and our scheme. The scheme in [4] transmits data on all paths.  
However, talker sets TTLhop as 3 and transmits TA and all nodes 
above 4 hops from the talker apply transmission restriction in our 
scheme. Therefore, data frames are transmitted on the paths as 
indicated by the arrows in fig. 2.
Also, a node above k+1 hops from talker broadcasts a packet to 
release transmission restriction if it detects the link-down event. 
Since there is no way to predict about reconfiguration of redundant 
path from the talker to the listener, frames are transmitted on every 
paths connected with each node until RSTP reconfigures network. 
However, the proposed scheme has an additional delay compared 
to [4]. In [4], the RSTP would reconfigure a formerly discarding 
port into forwarding in a case of network media fault. Frames 
would immediately start to be forwarded since frames already 
were transmitted to all paths in network. However, frames pass 
some additional hops after network disruption in this paper since 
all nodes above k+1 hops from the talker only transmit frames on 
RSTP path if the TTLhop is k. In other words, there is a tradeoff 
between bandwidth utilization and delay.
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Fig. 2: Control Stream Propagation in Example Topology

IV. Performance Evaluation
In this part, we perform a simulation of our scheme to evaluate 
the result of our approach. We establish mesh network consisted 
of 20 nodes to perform the simulation and the maximum number 
of hops from end to end of network is 7(fig. 1). 
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The switch packet processing delay is 3μs in [6], but we set 10μs 
in consideration of margin. Also, we compose 100Mbps switched 
Ethernet-based in-vehicle network. The result of the simulation 
shows us that the delay increases if the TTLhop rises (see fig. 3). 
However, the number of nodes which set transmission restriction 
increases proportionally. In other words, bandwidth utilization 
in network is reduced and there is a tradeoff between bandwidth 
utilization and delay.
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Fig. 3: Retransmission Delay According to TTLhop Value

V. Conclusion
In this paper, we have proposed and evaluated the scheme which 
makes  is 0 and prevents bandwidth wasting in network. The key 
idea is that all nodes above k+1 hops from talker only transmit 
frames on RSTP path if the  is k. Our scheme can be useful in 
building a fault tolerant in-vehicle network with saving bandwidth. 
However, there is a tradeoff between bandwidth utilization and 
delay. The delay is proportional to  value. As future work, we will 
analyze the In-vehicle network in overload situations with many 
high bandwidth applications. In addition, we will simulate our 
scheme with applying real automotive systems requirements and 
a quick version of maximum RSTP processing delay [7].
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