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Abstract
Digital Image watermarking is one of the popular techniques for 
authentication, identification and copyright protection. In order 
to verify the security and robustness of various watermarking 
techniques various specific attacks are applied to test them. So 
the robustness of the watermarking algorithm depends heavily on 
these attack tests. This paper clearly describes the classification of 
the attacks, and the implementation of some major attacks present. 
This paper briefly describes the complete concept regarding 
watermarking attacks, which will help the future researchers to 
work in this domain. Set of experimental results are also provided 
to show the effect of these attacks on watermarks produced using 
different watermarking techniques.
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I. Introduction
Digital watermarking is a technique to copyright protection which 
provides the authentication to ownership and also provides the 
identification or the real author. In Digital image watermarking, 
a signal is embedded into the image using a specific algorithm 
to make it more robust and secure. Its robustness and security is 
measured by making some specific attacks. Attacks play a vital 
role in the domain of watermarking as the attacks explain the value 
of the algorithm, whether to use it or not. It measures the pros and 
cons of the watermarking algorithm. First of all the watermark 
is embedded into the image using the specific algorithm. The 
goal of digital image watermarking is that the watermark should 
so tightly and securely embeds into the image that it can’t be 
further retrieved form it by any way other than its own detection 
process. Once the watermark is embedded into the image then 
the image is spread to the network where image can be attacked 
by the malicious users or it may be damaged by the noise in the 
network. Here the watermark embedding technique is checked. 
Noise is a type of attack. 

Fig. 1: Role of Attack in Watermarking [1]

In the above fig. 1. (c), the goal of the watermarking is that the 
watermark should not be found, means the embedding algorithm 
must be far better. But the attack is good when it detect the 

watermark from the image. In cryptography, a watermarking attack 
is an attack on disk encryption methods where the presence of a 
specially crafted piece of data (e.g., a decoy file) can be detected 
by an attacker without knowing the encryption key [5].

Fig. 2: Digital Image Watermarking [2]

An “attack” is any processing that may impair information 
conveyed by the watermark some of attacks are easy to implement, 
but can make many of the existing watermarking algorithms 
ineffective. Examples of watermark attacks include Basic attacks, 
Removal Attack, legal attacks, Geometric attack, Protocol Attacks, 
Cryptographic Attacks [3]. 
The paper explains basic terms of watermarking system and reviews 
various watermark attacks and applications in watermarking 
[3].

II. Classification of Watermark Attacks
In their paper, Voloshynovskiy et al. [4] classify watermark attacks 
into four distinct categories namely removal attacks, geometric 
attacks, cryptographic attacks and protocol attacks.

Fig. 3: Classification of Watermark Attacks [7]

A. Removal Attack
Removal attacks intend to remove the watermark data from 
the watermarked object. Such attacks exploit the fact that the 
watermark is usually an additive noise signal present in the host 
signal [2].

B. Cryptographic Attack
Cryptographic attacks deal with the cracking of the security. For 
example, finding the secret watermarking key using exhaustive 
brute force method is a cryptographic attack. Another example 
of this type of attack is the oracle attack [6]. In the oracle attack, 
a non-watermarked object is created when a public watermark 



IJECT Vol. 4, IssuE 2, AprIl - JunE 2013  ISSN : 2230-7109 (Online)  |  ISSN : 2230-9543 (Print)

w w w . i j e c t . o r g 96   InternatIonal Journal of electronIcs & communIcatIon technology

detector device is available. These attacks are similar to the attacks 
used in cryptography [2]. 

C. Geometry Attack
All manipulations that affect the geometry of the image such as 
flipping, rotation, cropping, etc. should be detectable. A cropping 
attack from the right-hand side and the bottom of the image is an 
example of this attack [2].

D. Protocol Attack
The protocol attacks do neither aim at destroying the embedded 
information nor at disabling the detection of the embedded 
information (deactivation of the watermark). Rather than that, 
they take advantage of semantic deficits of the watermark‘s 
implementation. Consequently, a robust watermark must not be 
invertible or to be copied. A copy attack, for example, would aim 
at copying a watermark from one media into another without 
knowledge of the secret key [7].
Some other attacks are as under:

1. Interference Attack
Interference attacks are those which add additional noise to the 
watermarked object. Lossy compression, quantization, collusion, 
denoising, remodulation, averaging, and noise storm are some 
examples of this category of attacks. 

2. Low Pass Filtering Attack
A low pass filtering is done over the watermarked image and it 
results in a difference map composed of noise. 

3. Forgery Attack
The forgery attacks that result in object insertion and deletion, 
scene background changes are all tantamount to substitution. 

4. Security Attack
In particular, if the watermarking algorithm is known, an attacker 
can further try to perform modifications to render the watermark 
invalid or to estimate and modify the watermark. In this case, 
we talk about an attack on security. The watermarking algorithm 
is considered secure if the embedded information cannot be 
destroyed, detected or forged. 

5. Active Attacks
Here, the hacker tries deliberately to remove the watermark or 
simply make it undetectable. This is a big issue in copyright 
protection, fingerprinting or copy control for example [8].

6. Passive Attacks
In this case, the attacker is not trying to remove the watermark but 
simply attempting to determine if a given mark is present or not. 
Cox et al (2002) suggest that, protection against passive attacks 
is of the utmost importance in covert communications where the 
simple knowledge of the presence of watermark is often more 
than one want to grant [8]. 

7. Collusion Attacks
In collusive attacks, the goal of the hacker is the same as for the 
active attacks but the method is slightly different. In order to 
remove the watermark, the hacker uses several copies of the same 
data, containing each different watermark, to construct a new 
copy without any watermark. This is a problem in fingerprinting 
applications (e.g. in the film industry) but is not the widely spread 

because the attacker must have access to multiple copies of the 
same data and that the number needed can be pretty important 
[8].

III. Implementation of Watermarking Attacks
There are seven types of attack that will be analyzed in this paper. 
The analysis will include the theoretical background of each attack, 
what effects it has on the watermark signal and some illustration 
of these effects. The types of attacks are Salt and Pepper noising, 
additive Gaussian noising, median filtering, Gaussian Smoothing, 
Low pass filtering, Geometric and Forgery Attack. Each of the 
attacks has their own characteristics and all of them belong to the 
removal attack category.
As a quantitative measure of the degradation effect caused by 
the attacks we use Peak-Signal-to-Noise-Ratio (PSNR) and 
Normalized Correlation (NC). To provide a more visual illustration 
we choose to use an image as the watermark signal to be embedded. 
The visual deterioration of this watermark image can be used as a 
visual cue on the effect of the attacks on any types of watermark 
signal.
The Peak-Signal-to-Noise Ratio between the original I(t) and 
the attacked watermarked J(t) signals is calculated using (1) and 
(2).

  (1)
RMSE is the square root of mean square error is defined as:

  (2)
Whereas the Normalized Correlation (NC) is calculated using 
the normalized original watermark signal I’ (t) and normalized 
attacked watermark signal J’ (t) as follows:

   (3)

           
Fig. 4(a): Cover image (Lena), (b). Watermark Image (Hat) [9]

The cover and watermark images are shown in fig. 4. The cover 
image is denoted as Lena and watermark image is denoted as Hat. 
Both images are identical in dimensions and color 256×256 pixels 
with 256 grey scale value. To provide a more general sense of the 
effect of the attacks on the watermark image, we opt to use two 
different watermarking techniques. The first one is using Least 
Significant Bit technique, in which we use the last bit in the cover 
image to encode the watermark image. This technique results in 
the watermark image being converted to a binary image. The 
second watermark technique embeds the watermark in the Discrete 
Wavelet Transform domain. The results from each watermarking 
technique are denoted with LSB and DWT respectively for 
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simplicity. By comparing the two results, the experiment will 
not only indicate how the watermark image is affected but also 
the relative robustness of the two algorithms.

A. Additive Gaussian Noise
Additive Gaussian noising is a process that adds a noise signal to 
an image in order to deliberately corrupt the image, hence reducing 
its visual quality. The statistical property of this noise follows a 
Gaussian Probability Density Function (PDF) as shown in fig. 2. 
A Gaussian PDF, often called normal PDF, is the most commonly 
used probability distribution function to generate random numbers 
since it is believed to model closely many real life randomly 
occurring events. In addition, the central limit theorem states that 
the distribution of the sample means of a sufficiently large number 
of samples will always approximate to the Gaussian distribution. 
The Gaussian PDF p (z) of a random variable z is defined as:

   (4)

Fig. 5: Gaussian Probability Density Function of Width σ [9]

In this experiment we used two different values of σ to illustrate 
the effect of adding Gaussian noise to the watermarked image. The 
extracted watermark signals and their corresponding distortion 
values are shown in Figure 3. As can be seen from the results, 
the watermark signals using the LSB technique were completely 
destroyed by the Gaussian noise, whereas the general appearance of 
the same watermark using the DWT technique is still recognizable 
from its original.

Extracted Attacked Watermarked using LSB

σ = 0.005
PSNR = 3.0084
NC = 0.4398

σ = 0.1
PSNR = 3.0227
NC = 0.4536

Extracted Attacked Watermarked using DWT

σ = 0.005
PSNR = 7.5688
NC = 0.7641

σ = 0.1
PSNR = 6.6269
NC = 0.8672

Fig. 6: Extracted Watermark Images and Their Distortion Values 
After the Gaussian Noise Attack [9]

This phenomenon can also be quantitatively measured by 
comparing the resulting PSNR and NC values.

B. Salt and Pepper Noise
Salt and Pepper noise has a very different probability distribution 
function to Gaussian noise. Its PDF takes the form of two impulse 
functions at two discrete locations as illustrated in Figure 4. The 
Salt and Pepper PDF p(z) can be calculated using the two impulse 
functions as:

  (5)
Salt and Pepper noise represents itself as randomly occurring 
white and black pixels in an image. From (5), if b >> a, intensity 
b will appear as a white pixel in the image. Conversely, intensity 
a will appear as a black pixel. If either Pa or Pb is non-zero and 
especially if they are approximately equal, impulse noise values 
will resemble salt-and-pepper granules randomly distributed over 
the image.

Fig. 7: Impulse Probability Density Function [9]
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We conducted an experiment with the same values of Pa and Pb 
to simulate the Salt and Pepper noise on the watermarked images. 
The values of a and b are chosen to be 0 and 255 respectively. 
We denote the probability values as α, hence Pa = Pb = α. We use 
two different values of α to provide a more general illustration 
of the effect of adding Salt and Pepper noise to the watermarked 
images. The extracted watermark signals and their corresponding 
distortion values are shown in fig. 8.

Extracted Attacked Watermarked using LSB

α = 0.005
PSNR = 25.8795
NC = 0.9970

α = 0.1
PSNR = 13.0393
NC = 0.9406

Extracted Attacked Watermarked using DWT

α = 0.005
PSNR = 10.8872
NC = 0.8640

α = 0.1
PSNR = 9.9130
NC = 0.8361

Fig. 8: Extracted Watermark Images and Their Distortion Values 
After Salt and Pepper Noise Attack [9]

It appears from the results of this experiment that the LSB technique 
is superior to the DWT technique in terms of withstanding Salt 
and Pepper attacks. This phenomenon can also be quantitatively 
measured by comparing the resulting PSNR and NC values. This 
may be due to the fact that since the watermark signal used in the 
LSB technique is a binary image, i.e., consisting of 0 and 255, 
the effect of Salt and Pepper is greatly reduced since the values 
of a and b are chosen to be 0 and 255 respectively.

C. Median Filtering Attack
Median Filtering is an image processing technique which aims at 
reducing the presence of noise in an image, hence enhancing the 
image quality. The Median Filter is the best-known order-statistic 
filter, which is a type of non-linear filter. Median filters are based 
on ordering or ranking the pixels contained in the image area 
covered within the filter, and then as its name implies, replacing 
the value center pixel by the median of the intensity values in 
the neighborhood of that pixel. Median filters are quite popular 
because for certain types of random noise, they provide excellent 
noise-reduction capabilities, resulting in considerably less blurring 
than linear smoothing filters of a similar size. Median filters are 
particularly effective in removing the presence of impulse noise, 
called salt-and-pepper noise because of its appearance as white 
and black dots superimposed on an image. 

The theoretical reason behind the use of Median Filter to attack 
watermarks is based upon the property that the watermark signal 
possesses when it resides in its host. Any watermark signal can be 
considered as a small varying signal inside its host. The strength 
of this signal is equivalent to most noise in any image capture 
equipment. Since a Median Filter removes noise presence, it is 
expected that any watermark signal present in the image will also 
be affected or removed. 
The experiment uses a 3×3 pixel Median Filter window size 
on the watermarked images produced using LSB and DWT 
techniques. The watermark signal is then extracted from these 
attacked watermarked images and compared with the original. 
The results are shown in fig. 9. As can be seen from the figure, it 
appears that the LSB technique is better than the DWT technique 
at withstanding the Median Filtering attack.
Attacked watermark image 
using LSB

Attacked watermark image 
using DWT

PSNR = 15.3670
NC = 0.9375

PSNR = 10.3448
NC = 0.8259

Fig. 9: Extracted Watermark Images and Their Distortion Values 
After Median Filter Attack [9]

D. Gaussian Smoothing Attack
Gaussian Smoothing shares many common properties with other 
smoothing processes such as Median Filtering. It is an image 
processing technique which aims at reducing the presence of noise 
in an image to improve its quality. The reason behind the use of 
the Gaussian Smoothing process to attack watermarks is similar 
to that of the Median Filter.
Attacked watermark image 
using LSB

Attacked watermark image 
using DWT

σ = 0.1
PSNR = 10.8872
NC = 1.0000

σ = 0.1
PSNR = 10.9441
NC = 0.8656

Figure 10: Extracted watermark images and their distortion values 
after Gaussian Smoothing attack [9]

The difference between Gaussian Smoothing and Median Filtering 
lies on the way the smoothing is carried out. A Gaussian Smoothing 
filter is a low pass frequency filter. The idea behind Gaussian 
Smoothing can be explained when we look at image signals from 
the point of view of their frequency. By filtering out the high 
frequency components of these signals, the Gaussian Filter is in 
effect filtering out any noise that is present in the signals. In the 
spatial domain, this is carried out by replacing the value of each 
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pixel in an image by the weighted average of the intensity levels 
in the neighborhood defined by the filter mask. The filter mask has 
component values defined by the Gaussian function and its width 
σ. The shape of this filter in one dimensional view is similar to 
the Gaussian PDF shape shown in Figure 5. Figure 10 shows the 
effect of the Gaussian smoothing attack on the watermark images. 
From these results it can be seen that the Gaussian Smoothing 
attacks have almost identical effect on the watermark signal using 
the LSB and DWT techniques.

E. Low Pass Filtering Attack
A low pass filtering is done over the watermarked image and it 
results in a difference map composed of noise. [9]

Fig. 11: Detecting Low Pass Filter, (a) Watermarked Image, (b) 
Difference Map After the Watermarked Image is Low Pass Filtered 
[9]

F. Geometric Attack
All manipulations that affect the geometry of the image such as 
flipping, rotation, cropping, etc. should be detectable. A cropping 
attack from the right-hand side and the bottom of the image is 
illustrated in fig. 12 [10].
In the difference map in fig. 12, there are two obvious noisy stripes 
along the borders of the image denoting the tampering. One good 
feature of the proposed scheme demonstrated here is that it is able 
to differentiate cropping attack from global manipulations such 
as scaling, low-pass filtering, and histogram equalization, which, 
when mounted, would give rise to an entirely noisy difference 
map.

Figure 12: Detecting cropping attack, (a) The cropped image, (b) 
The difference map showing the cropping trace [10].

G. Forgery Attack
The forgery attacks that result in object insertion and deletion, 
scene background changes are all tantamount to substitution. 
It follows then that the variety of forgery attacks considered 
above can be collapsed to substitution attack only. Thus the 
following experiment is against substitution attack by replacing 
the watermarked image portion with another portion from the 

same image. [10]
In fig.13 (a) a substitution attack is performed in an attempt to 
conceal the existence of the characters on the fuselage of the 
jet fighter. Fig. 13(b) highlights the exact corresponding region, 
which has actually been tampered with (i.e., the ground truth). The 
difference map D in fig. 13(c) with the size of the neighborhood 
equal to 9×9 indicates the authentication result before turning the 
missed/false alarms on/off. The difference map D in fig. 13(d) 
indicates the authentication result with the size of the neighborhood 
equal to 7×7. It clearly shows that the inauthentic region has been 
significantly shrunk closer to the actual tampered region while 
the interior of the cluster has become denser [10].

    
                      (a)                                             (b)

     
           (c)                                  (d)
Fig. 13: Detecting Forgery Attack, (a) The Tampered Image, (b) 
The Actual Region Tampered, (c) The Difference Map with k=9, 
(d) the Difference Map with k=7 [10]

It is clear that the size of the neighborhood has certain influence 
on the tampering detection result when fig. 13(c) and fig. 13(d) 
are compared. The larger the size of neighborhood L is, the less 
precious the localization resolution is. However, from the security 
analysis, we can see that the value of L is tied with the security 
strength of the scheme. Therefore, a tradeoff needs to be obtained 
between localization resolution and security.

IV. Conclusion
The focus of this paper is to explain the watermarking attacks 
on images. Maximum attacks are discussed and most of them 
are implemented also to make the analysis easier. This paper is 
helpful for the new researchers to get the deep knowledge on the 
attacks over digital image watermarking field. As digital image 
watermarking is one of the most common techniques to hide some 
information inside the image securely to provide authentication, 
identification and copyright protection.
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