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Abstract
The goal of this paper is to examine the functions of SCADA and 
the fundamentals of operation of SCADA systems, including a brief 
description of the key man-machine interface. The SCADA systems 
employ both new and conventional systems along with many 
of the same information system devices as traditional business 
information systems. The key issues and problems in modern 
SCADA systems, i.e., message standards, system performance, 
and system obsolescence. This paper deals with the current trends 
toward distributed processing, improved man-machine interface, 
standard systems, and standard software.
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 I.  Introduction
SCADA is an acronym for Supervisory Control and Data 
Acquisition. These systems are used to monitor and control 
Industrial processes like those of manufacturing, power 
generation, fabrication, and refining, and may run in continuous, 
batch, repetitive, or discrete modes. The infrastructure processes 
may be public or private that includes water treatment and 
distribution, wastewater collection and treatment, oil and gas 
pipelines, electrical power transmission and distribution, wind 
farms, civil defence siren systems, and large communication 
systems.

II. Components of Scada System
A SCADA system usually consists of the following subsystems:

Human–machine interface (HMI)-  IT is the apparatus or • 
device which presents process data to a human operator.
Scada master- A supervisory (computer) system, gathering • 
(acquiring) data on the process and sending commands 
(control) to the process.
Remote terminal units (RTUs)- These are connected  to • 
sensors in the process, converting sensor signals to digital 
data and sending digital data to the supervisory system.
Programmable logic controller (PLCs)-these used as field • 
devices because they are more economical, versatile, flexible, 
and configurable than special-purpose RTUs.
Communication infrastructure connecting the supervisory • 
system to the remote terminal units.
Various process and analytical instrumentation• 

Fig. 1:

III. SCADA Architecture
SCADA systems have unprecedented growth with the  sophistication 
of modern computing technology. The three generations of the 
scada system are [1]:

First Generation – Monolithic • 
Second Generation – Distributed • 
Third Generation – Networked• 

A. MONOLITHIC
When SCADA systems were first developed, the concept of 
computing in general centered on “mainframe” systems. Networks 
were generally non-existent, and each centralized system stood 
alone. As a result, SCADA systems were standalone systems 
with virtually no connectivity to other systems. The Wide Area 
Networks (WANs) that were implemented to communicate with 
Remote Terminal Units (RTUs) were designed with a single 
purpose in mind–that of communicating with RTUs in the field 
and nothing else. In addition, WAN protocols in use today were 
largely unknown at the time. The communication protocols in 
use on SCADA networks were developed by vendors of RTU 
equipment and were often proprietary. In addition, these protocols 
were generally very “lean”, supporting virtually no functionality 
beyond that required scanning and controlling points within the 
remote device. Also, it was generally not feasible to intermingle 
other types of data traffic with RTU communications on the 
network. Connectivity to the SCADA master station itself was very 
limited by the system vendor.Connections to the master typically 
were done at the bus level via a proprietary adapter or controller 
plugged into the Central Processing Unit (CPU) backplane.

B. Distributed Scada System
When SCADA systems were first developed, the concept of 
computing in general centered on “mainframe” systems. Networks 
were generally non-existent, and each centralized system stood 
alone. As a result, SCADA systems were standalone systems 
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with virtually no connectivity to other systems. The Wide Area 
Networks (WANs) that were implemented to communicate with 
Remote Terminal Units (RTUs) were designed with a single 
purpose in mind–that of communicating with RTUs in the field 
and nothing else. In addition, WAN protocols in use today were 
largely unknown at the time. The communication protocols in 
use on SCADA networks were developed by vendors of RTU 
equipment and were often proprietary. In addition, these protocols 
were generally very “lean”, supporting virtually no functionality 
beyond that required scanning and controlling points within the 
remote device. Also, it was generally not feasible to intermingle 
other types of data traffic with RTU communications on the 
network. Connectivity to the SCADA master station itself was very 
limited by the system vendor. Connections to the master typically 
were done at the bus level via a proprietary adapter or controller 
plugged into the Central Processing Unit (CPU) backplane.

C. Network SCADA System
The current generation of SCADA master station architecture is 
closely related to that of the second generation, with the primary 
difference being that of an open system architecture rather than a 
vendor controlled, proprietary environment. There are still 
multiple networked systems, sharing master station functions. 
There are still RTUs 
utilizing protocols that are vendor-proprietary. The major 
improvement in the third generation is that of opening the system 
architecture, utilizing open standards and 13 protocols and making 
it possible to distribute scada functionality across a WAN and 
not just a LAN. The major improvement in third generation 
SCADA systems comes from the use of WAN protocols such as 
the Internet Protocol (IP) for communication between the master 
station and communications equipment. This allows the portion 
of the master station that is responsible for communications with 
the field devices to be separated from the master station “proper” 
across a WAN.

IV. Present Day SCADA System
The SCADA master station is the part of the system that should 
“know” that the first status point of RTU number 27 is the status 
of a certain circuit breaker of a given substation. This represents 
the predominant SCADA systems and protocols in use in the utility 
industry  today. Each protocol consists of two message sets or pairs. 
One set forms the master protocol, containing the valid statements 
for master station initiation or response, and the other set is the RTU 
protocol, containing the valid statements an RTU can initiate and 
respond to. There are many protocols used nowadays, but the most 
usable ones are e International Electrotechnical Commission (IEC) 
60870-5 series, specifically IEC 60870-5-101 and Distributed 
Network Protocol version 3.IEC 60870-5-101  protocol is basically 
based on the ENHANCED PERFORMANCE ARCHITECTURE 
[2]. The enhanced performance architecture is based on the 3 layers 
of the OPEN SYSTEM INTERCONNECTION(OSI) model.

 
Fig. 2:    

V. Security Issues Faced by SCADA System
Scada systems are based on the open standards i.e. OSI model so 
is linked to the Transmission Control Protocol/Internet Protocol 
(TCP/IP) and Ethernet communications. So there are many 
security issues concerned with that:-

A. Confidentiality
Protecting information from unauthorized access1. 
Important for deregulation, competitive intelligence2. 

B. Integrity
Assuring valid data and control actions Most critical for real-1. 
time control applications

C. Availability
Continuity of operations1. 
Important for real-time control applications2. 
Historically addressed with redundancy3. 

There are many security threats to SCADA systems like:-
Use a Denial of Service (DoS) attack to crash the SCADA • 
server leading to shutdown condition (System Downtime and 
Loss of Operations) 
Delete system files on the SCADA server (System Downtime • 
and Loss of Operations) 
Plant a Trojan and take complete control of system (Gain • 
complete control of system and be able to issue any commands 
available to Operators) 
Modify any logged data in remote database system (Loss of • 
Corporate Data)[3]

VI. Developing SCADA Security
The development of the SCADA security includes the complete 
analysis of the SCADA host computer and its architecture.

Fig. 3[4]:
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The various security counter measures are taken viz:-
Border Router and Firewalls • 
Proxy Servers• 
Operating Systems• 
SCADA Firewalls• 

VII. Advanced SCADA Solutions
Customers throughout the world have experience with SCADA 
solutions that boost    operating reliability, help reduce operating 
costs, simplify operating procedures and help make maintenance 
crews more efficient. With the advancements in the technology 
advanced RTU’s are being developed like MOTOROLA AEC3600 
that allows us to interface to 3rd party sensors, IEDs and PLC 
units. 

Fig. 4[5]:

A. Motorola AEC3600
The SYSTEM SUITE TOOL SUITE PROGRAM is designed 
for programming, controlling and maintaining the AEC3600 
based RTU’s. The programming is done in C language. The 
ACE3600RTU is designed for reliable, secure, versatile and easy 
connectivity to a wide range of SCADA control centers offered 
by leading vendors worldwide. Motorola offers multiple interface 
options to these control centers using a range of industry standard 
interfaces. The AEC3600 is interfaced to the host computer using 
DNP3.0 protocol. So, nowadays MOTOROLA is making more and 
more advancements in the field of RTU’s so as to make SCADA 
SYSTEM more efficient and secure.

Fig. 5[5] 
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