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Abstract
The paper presentst here a survey on recent advances in several 
security requirements and security services in Group Communication 
Systems (GCSs), illustrate some outstanding GCSs that deploy 
these security services, and describe challenges for any future 
research works in designing a secure GSC. Group communications 
have been influential in many emerging applications that require 
packet delivery from one or more sender(s) to multiple receivers. 
Most have focused on addressing the issue of key management to 
GCS’s, but however security services are also needed to satisfy 
different security requirements of various applications.
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I. Introduction 
Group communication refers to either point-to-multipoint or 
multipoint- to- point communications via some underlying 
networking infrastructures. infrastructures. Wireless networks 
are susceptible to various attacks rateher than wired networks. 
So, different security services may be needed to satisfy different 
security requirements for different security applications. Thus, 
we survey here recent advances in security requirements and the 
new services.
The most fundamental component of security services is 
cryptographic material, such as keys. Hence, the performance 
of the security services depends upon the strength and security 
of the cryptographic material. Many proposals developed so far 
for SGCs systems have mainly foccused on solving the issues 
of key management. However, this article aims to demonstrate 
that any SGCs system should offer as many security services as 
feasibly possible.

II. Attacks in Wireless Networks
Here are some known attacks iwhich occur in group 
communications over wireless networks. These are data integrity 
and confidentiality, power consumption, routing, identity, privacy, 
and service availability. 

A. Data Integrity and Confidentiality-Related Attacks 
This type of attack is also referred to as Denial of service and 
sensing. Even before the data is read by the sensor nodes, the 
attacker tampers with it and thereby producing errors in the 
results. Then, there is a node capture attack in which an an attacker 
physically captures sensor nodes and compromises them such that 
sensor readings sensed by compromised nodes are inaccurate or 
manipulated. Node Capture is then followed by an eavesdropping 
attack which used to intercept unsecured connections in order to 
steal personal information on connection (e.g., Medium Access 
Control [MAC] address) and cryptography (e.g., session key 
materials). 

B. Power Consumption Related Attacks
The device’s power supply is one of the most important assets in the 

network. Power consumption attacks attempt to exhaust the power 
supply of the network and this could even collapsse the network 
communication In denial of sleep attack an attacker tries to drain a 
wireless device’s limited power supply (especially sensor devices) 
so that the node’s lifetime is significantly shortened. In general, 
during a sleep period in which there is no radio transmission, the 
MAC layer protocol reduces the node’s power consumption by 
regulating the node’s radio communications. Thus, the attacker 
attacks the MAC layer protocol to shorten or disable the sleep 
period.

1. Routing Cache Poisoning Attack
In route cache poisoning attacks, attackers take advantage of 
the promiscuous mode of routing table updating, where a node 
overhearing any packet may add the routing information contained 
in that packet header to its own route cache, even if that node is not 
on the path. Suppose a malicious node M wants to poison routes 
to node X. M could broadcast spoofed packets with source route 
to via M itself; thus, neighboring nodes that overhear the packet 
may add the route to their route caches. In general, these attacks 
attempt to change the routing information, and to manipulate 
and benefit from such a change in various ways. This attack can 
lead to several incidents, including: some nodes are isolated from 
base stations; a network is partitioned; messages are routed in a 
loop and dropped after the time to live (TTL) expires; messages 
are perversely forwarded to unauthorized attackers; a black-hole 
route in which messages are maliciously discarded is created; and 
a previous key is still being used by current members because the 
rekeying messages destined to members are misrouted or delayed 
by false routings.

C. Service Availability and Bandwidth Consumption 
Related Attacks
These attacks can, in fact, also be categorized as power 
consumption-related attacks. These attacks impede delivery of 
wireless services to legitimate users, either by denying them access 
to WLAN resources or by crippling those resources. However, 
since they mainly aim to overwhelm the forwarding capability of 
forwarding nodes or consume sparsely available bandwidth, they 
are more likely related to the service availability and bandwidth 
consumption concerns, they are highlighted in this category. If 
these attacks result in a denial of service to legitimate members, 
they can also be referred to as a variant of denial-of-service (DoS) 
attacks.

D. Authentication Related Attacks
Intruders use these attacks to steal legitimate user identities and 
credentials to access otherwise private networks and services.In 
general, these attacks cooperate with eavesdropping attacks or 
other network-sniffing software to obtain vulnerable MAC and 
network addresses. They target the authentication entity.

1. Impersonate Attack
In this attack , an attacker will try to attain the identity of some 
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other node using either it’s MAC or IP addresss and will then 
attack other nodes; the attacker may also use the victim’s identity 
to establish a connection with other nodes or launch other attacks 
on behalf of the victim..
Sybil attackIn a Sybil attack the attacker subverts the reputation 
system of a peer-to-peer network by creating a large number of 
pseudonymous identities, using them to gain a disproportionately 
large influence. A reputation system’s vulnerability to a Sybil 
attack depends on how cheaply identities can be generated, the 
degree to which the reputation system accepts inputs from entities 
that do not have a chain of trust linking them to a trusted entity, 
and whether the reputation system treats all entities identically.

E. Privacy Related Attacks
In general, this type of attack uncovers the anonymity and 
privacy of communications and, in the worst case, can cause 
false accusations of an innocent victim. The attacker attempts 
to gain knowledge of the network, traffic, and nodes’ behaviors. 
The traffic analysis may include examining the message length, 
message pattern or coding, and duration the message stayed in 
the router. In addition, the attacker can correlate all incoming and 
outgoing packets at any router or member. Such an attack violates 
privacy and can harm members for being linked with messages 
(e.g., religious-related opinions that are deemed provocative in 
some communities). The attacker can also perversely link any 
two members with any unrelated connections.

F. Secure Group Communication Systems
Group Communication Systems (GCS) are distributed mes-saging 
systems that enable efficient communication between a set of 
processes logically organized in groups. Processescommunicate 
via multicast in an asynchronous environment where failures 
can occur. More specifically, a GCS providestwo services: group 
membership as well as reliable and ordered message delivery. It 
consists of five common operations: initiate, join, leave, partition, 
and merge. The group is first established by initial members. Then 
one or several prospective members join the group while some 
members leave the group. This is so-called dynamic membership.. 
In some scenarios a group can be partitioned into smaller subgroups 
or merged into a bigger group. This can also be considered a bulk 
membership change, but the transitions among groups likely incur 
overheads. This dynamic membership aspect requires the GCS to 
rekey the session keys in order to preserve the key secrecy. 
In wireless infrastructure and ad hoc networks, most, if not all, 
GKM schemes require each member to keep the membership 
list, thus incurring huge communication overhead. However, in 
a WSN, this list might not be necessary due to storage limitations 
of sensor nodes and the provision of preselected entities (data 
aggregating nodes) to keep track of their members.

G. Performance Attributes of SGC’s

1. Types of Group Management
The group may be established and managed by three approaches: 
centralised (with a central authority), partially distributed (with 
a group of designated controllers) and fully distributed (without 
any explicitly designated controller). The group controller may 
perform the group initiation and termination, the membership 
admission, the group material generation and the distribution of 
some controlling messages

2. Overheads
In general, three types of overheads are incurred by all network 
operations: storage, communications and processing. For storage 
overheads, a group controller and a group member may require 
different amounts of memory to store group information such 
as session and group keys, list of group members, cryptography 
materials and other service-related materials. 

3. Scalability
There should be a linear relationship between scalability and 
the size of the group. Even if we increase the group size, the 
performance should remain stable. In addition, the scalability 
may be increased in many scenarios: for example, a group is 
managed in a distributed approach (because of easiness to expand 
the group).

4. Dynamic Membership
GCSs should be able to handle a membership change (i.e. any 
individual member leaves or joins the group at any time) without 
significant system performance degradation. Some systems may 
treat groups merging and partitioning the same way as a bulk of
individual membership changes, and may thus suffer from 
degraded performance when handling a large group of membership 
changes. 

5. Trust Relationship
Some systems require a trusted third party such as the certificate-
issuing authority and the key server, which can make the trusted 
third entity a point of attack. Some systems assume trust relations 
among group controllers or between a group controller and 
members, but ignore the need for additional security mechanisms 
to protect trust operations such as trust establishment and updating 
trust relations.

6. Resilience
It is necessary to include a threat model and the security analysis 
in designing and evaluating a SGC system. To analyse the 
threat model and security analysis, both network-based attacks 
and service-related attacks are considered. The network-based 
attacks are general attacks that explore the vulnerabilities of a 
network. The service related attacks specifically target the security 
service mechanisms originally deployed to satisfy some security 
requirements.
Types of key management: In a centralised key management, a 
key manager generates the keys, distributes them to associated 
members and maintains all the keys. The security of key generation 
is strong, but the key manager carries most of the workloads 
and becomes the attack target. In a partially distributed key 
management scheme, a set of key managers generate the keys 
and distribute them to all group members. Thus, each key manager 
has a reduced workload

7. Control Channels
Some systems require offline communications channels, such 
as using a telephone or control channels. The performance and 
security analysis should measure online impacts of the offline 
channel.
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Fig. 1: Fundamental Attributes for Evaluating Performance and 
Security in a SGC System

Fig. 2: Service-Specified Attributes for Evaluating Security 
Services in a SGC System

H. Security Requirements and Security Services in 
SGC 
Many systems have been proposed to address the requirements 
and provide such services, but only a few promising systems are 
presented here due to space limits.

1. Group Key Management (GKM)
GKM is the fundamental security service in SGC. It is the 
provision of a shared key, the group key. The shared group key 
is used to encrypt a group message, sign the message, authenticate 
members and messages, and authorize access to traffic and group 
resources. The cryptographic strength of the keys and the key 
management protocol are the two main things on which the 
strength of SGC largely depends.. A GKM scheme deployed 
in any secure group communication system should satisfy the 
following requirements:

Secure key generation. • 
Imitation of the group key should be infeasible or • 
computationally difficult.
The group key is securely distributed and only the legitimate • 
users can receive a valid group key.
Revocation of the group key upon every membership change • 
should be immediate.
Every membership change must result in rekeying of • 
associated keys.
A rekeying of the key is secure. Basically, GKM can • 
be categorized into three types based on how the key is 
generated. 

2. Group Authentication
Authentication is an important part in SGC’s. In group 
communication (one-to-many and many-to-many), a member can 
be either the designated sender, the designated receiver, or both. 
Both users and messages should be authenticated to safeguard 
identity related attacks. In some systems a member certificate 
is issued by the trusted certificate issuing entity along with its 
validation period. In some systems the expired certificate is 
maintained for further verifications.

3. Group Authorization and Access Control
In any conventional access control mechanism, a member who 
holds a decrypting key can access full contents in a flow (or all 
flows in an aggregated stream). This is referred to as a single 
access privilege. In many group-oriented applications, group 
members can be assigned with multiple access privileges. Thus, 
the stream should be accessed with different access privileges 
such that only members who have an appropriate privilege can 
access the corresponding portions of contents (or flows). This is 
referred to as multiple access privilege.

4. Group Accounting and Nonrepudiation
Any group operation executed or a record of resources utilized 
by a member should be available for tracking in order to detect 
any abusive usage of resources and operations. A nonrepudiation 
service can ensure that the identity of a member whose activities 
are in dispute can be fully and precisely determined by the 
designated entity.

5. Group Privacy and Anonymity
Any information related to a group message, such as identities of a 
sender and a receiver, message length, and time, can be protected 
or hidden to preserve privacy and anonymity of members. An 
anonymous message refers to a message that carries no information 
about the senders and receivers.

6. Group Message Confidentiality
Message integrity should be preserved by ensuring that the some or 
all portions of the message have not been added, deleted , modified 
or dropped by an unauthorized entity. Hashing and signing the 
message along with strong encryption keys are basically used to 
do so. In ad hoc networks, group members may have different 
capabilities and protocols to perform different levels of encryption 
on group messages. Thus, some messages may be encrypted with 
strong encryption, while others with weak encryption are relatively 
easily breakable.

7. Group Survivability and Availability
An attacker can attack routing hosts (i.e., access points and base 
stations) to isolate some or all group members, or partition the 
group. Thus, all routing hosts must be protected to ensure group 
survivability. However, the attacker can still target a joining 
procedure (i.e., by flooding the access point or base station in 
wireless infrastructure networks and WSNs), thus causing service 
unavailability to other legitimate users. Group availability ensures 
that only authorized users can always communicate within the 
group by using restricted group resources, and any violation 
exceeding the limitation of group resources will be promptly 
detected.



IJECT Vol. 4, IssuE spl - 3, AprIl - JunE 2013  ISSN : 2230-7109 (Online)  |  ISSN : 2230-9543 (Print)

w w w . i j e c t . o r g 82   InternatIonal Journal of electronIcs & communIcatIon technology

I. Open Challenges
Here, we outline some challenges that should be tackled, and define 
future research directions on SGC over wireless networks.

1. Integration of Security Services
Most attacks can be greatly mitigated by the fundamental security 
services. Thus, it is still the greatest challenge to design an energy 
efficient scheme that integrates more security services to satisfy 
various security requirements, particularly authentication, access 
control, and nonrepudiation (via group signatures), without 
incurring significant overheads.

2. Deployment of SGC in Heterogeneous Wireless 
Networks
With higher demand for more functionalities in wireless devices, 
an SGC scheme should be able to be deployed in heterogeneous 
wireless networks, including cellular networks, wireless LANs, 
wireless ad hoc networks, and WSNs, and support communications 
over a hybrid of wireless and wired networks.
Optimization of group performance with respect to overheads and 
limited resources: To be efficient, a scheme should optimize group 
performance subject to overheads (communication, processing, 
and storage) and limited resources (memory, bandwidth, and 
power supply).

3. Extension to IPv6 Wireless Networks
An IPv6 wireless network seems to be a promising nextgeneration 
network, and some work is addressing end-to-end built-in security. 
Future research on SGC is engineered to support IPv6 wireless
networks.

III. Conclusion 
The number of applications of group communications over 
wireless networks has been steadily increasing, such as group-
oriented military systems (in-the-field commander conference 
over wireless devices) and education systems (teacher lectures in 
a distance learning classroom). However, communications over 
wireless channels is, by nature, insecure and easily susceptible 
to various kinds of attacks. Much existing work has attempted to 
incorporate security into such communications.
To better understand SGC over wireless networks, we have 
presented known attacks that can severely disrupt or even shut 
down group communications in wireless networks. The we 
have discussed necessary security requirements, and illustrated 
fundamental security services to meet these requirements and 
safeguard the communications
against these attacks. We have demonstrated that several attacks can 
be prevented and mitigated by the proposed security services. With 
respect to limited computation capability and scarce wireless
channels, these works basically attempt to reduce communication 
and processing overheads, and to fend off some particular attacks. 
To complete the survey on SGC over wireless networks, we have 
presented some open challenges that still need to be overcome. 
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