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Abstract
Mobile Ad-Hoc Networks (MANETs) established their efficiency 
in the deployment for number of fields, but highly vulnerable 
to security attacks. It seems to be more challenging of wireless 
networks. In this paper, we propose Reliable Data Security 
Architecture (RDSA) for multi-path multimedia streaming over 
wireless network to improve multiple path routing efficiency in 
frequent communication failures due to channel interferences. 
Reliable multiple paths between nodes in the ad hoc network 
increase the security level of transmitted data. The original 
message to be secured is split into parts that are transmitted in 
reliable multiple paths. The disseminated messages are encrypted 
on its course of transmission to improve the security further. The 
proposal framework provides better bandwidth allocation and 
reduces transmission delay. Simulations are carried out with DSR 
and AODV protocols for efficient multi-path multimedia data 
transmission security scheme introduced in this presentation. RDSA 
for multi-path multimedia streaming shows better performance 
compared to that of generic data security architecture in terms of 
path stability and data loss to 5% and 7% respectively.
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I. Introduction
An Ad-Hoc network is a system of wireless mobile nodes that 
dynamically self-organize in arbitrary and temporary network 
topologies allowing people and devices to internet work without 
any preexisting communication infrastructure. Security is a 
critical issue in MANET because the primary applications of ad 
hoc networks are the military applications, such as the tactical 
communications in a battlefield, where the environment is hostile 
and the operation is security-sensitive. As compared with a fixed 
or a wired network, the characteristics of an ad hoc network 
pose many new challenges in security. The co-operative nature 
of ad hoc protocols makes it more vulnerable to data tampering, 
impersonation, and denial of services. The lack of a fixed 
infrastructure restricts the applicability of some conventional 
security solutions, such as a Public Key Infrastructure (PKI), 
which relies on a Centralized trusted authority, and the intrusion 
detection system, which needs a concentration point to collect audit 
data. The limited resources of mobile devices, such as the battery 
power, also limit the practical deployment of more comprehensive 
security schemes in an ad hoc network. Finally, the continuous 
and unpredictable ad hoc mobility clouds the distinction between 
normalcy and anomaly, makes the detection of the malicious 
behavior difficult. The existing work to thwart misbehavior activity 
was carried out by the mobile nodes were concentrated on the 
routing efficiency alone [11]. However malicious event or security 
threats may be posted on the data forwarding stage as well. The 
existing work of data forwarding security utilize straight forward 
cryptographic techniques which needs lot of round trip time and 
efficient key generation mechanism are required. In mobile ad 

hoc network the cryptographic techniques were ineffective on 
deployment, as most of the mobile nodes are dynamic in nature 
and the topology varies in tandem to the node transition. These 
issues in security handling of mobile ad hoc network motivate us 
to present a proposal, reliable data security architecture, which 
concentrates on both the routing path and data transition security. 
The routing path security is done through the selection process 
of reliable multi-path routing which is prone to negligible attack 
rates [10]. 
In MANET, several routing protocols such as Ad-hoc On-
demand Distance Vector (AODV) [2] and Dynamic Source 
Routing (DSR) [3] can be used. However, the unreliability of 
the wireless medium and the dynamic topology due to nodes 
mobility or failure result to frequent communication failures, and 
high delays for path reestablishments. So a multi-path routing is 
a very promising alternative to single path routing as it provides 
higher resilience to path breaks alleviates network congestion 
through load balancing and reduces end-to-end delay [1]. Thus the 
multi-path routing can be highly suitable for multimedia streaming 
over wireless ad hoc networks. Nonetheless, as security remains 
important factor that hinders the rapid deployment of multimedia 
applications over wireless ad hoc networks, security issue [8] must 
be addressed in multi-path multimedia streaming over wireless 
ad hoc networks.

II. Literature Review
A few research works have been done to address the security 
issues in ad hoc networks. Security issues that have been addressed 
particularly for ad hoc networks include key management [1], 
secure routing protocols [2], handling node misbehavior [3], 
preventing traffic analysis, and so on [4]. In this paper, we address 
the data confidentiality service in an ad hoc network. The data 
confidentiality is the protection of data from passive attacks such 
as eavesdropping while they are transmitted across the network. 
The wireless channel in a hostile environment is vulnerable to 
various forms of attacks, particularly the eavesdropping. The other 
single path security mechanisms avoid misbehavior on routing and 
data transmission in ad hoc networks were presented by various 
authors [4, 6-7].
A more severe problem in a MANET is that mobile nodes might be 
compromised themselves (e.g., nodes be captured in a battle field 
scenario) and subsequently be used to intercept secret information 
relayed by them. In [5], authors proposed a SPREAD (Secure 
Protocol for REliable dAta Delivery) scheme to statistically 
enhance the data confidentiality service in an ad hoc network. 
SPREAD is based on secret sharing and multi-path routing. Multi-
path routing has been extensively studied in a wired network 
context for aggregating bandwidth, reducing blocking probability, 
and increasing the fault tolerance, etc. [12]. However, the shared 
wireless channel has a significant impact on the performance of 
multi-path routing [9].
Designing a network protocol to support streaming media raises 
many issues. Datagram protocols, such as the User Datagram 
Protocol (UDP), send the media stream as a series of small 
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packets [13]. Even though this is simple and efficient, there is 
no mechanism within the protocol to guarantee delivery. It is 
up to the receiving application to detect loss or corruption and 
recover data using error correction techniques [14]. If data is 
lost, the stream may suffer a dropout. The Real-time Streaming 
Protocol (RTSP), Real-time Transport Protocol (RTP) and the 
Real-time Transport Control Protocol (RTCP) were specifically 
designed to stream media over networks  [15]. RTSP runs over 
a variety of transport protocols, while the latter two are built on 
top of UDP. The proposal of our work presented RDSA for multi-
path multimedia streaming in MANET which performs effective 
and secured data transition through reliable multi-path routing 
with encrypted message segments. The whole message for data 
transition is split into segmented data portions which are encrypted 
and send at random on the reliable multi-path.

III. Reliable Data Security Architecture for Multi-path 
Multimedia Streaming
The motivation of proposed data security in multi-path routing 
protocol is to divide the initial message into parts then to encrypt 
and combine these parts by pairs. Then use the characteristic of 
existence of multiple paths between nodes in an ad hoc network 
to increase the robustness of confidentiality. This is achieved by 
sending encrypted combinations on the different existing paths 
between the sender and the receiver. In our solution, even if an 
attacker succeeds to have one part or more of transmitted parts, 
the probability that the original message can be reconstructed is 
low.

A. Multimedia Multi-path Routing
The proposed work examines the issues of multi-path routing in 
MANETs. Multi-path routing allows the establishment of multiple 
paths between a single source and single destination node. It is 
typically proposed in order to increase the reliability of data 
transmission (i.e., fault tolerance) or to provide load balancing. 
Load balancing is of especial importance in MANETs because of 
the limited bandwidth between the nodes. Discuss the application 
of multipath routing to support application constraints such as 
reliability, load-balancing, energy-conservation, and Quality-of-
Service (QoS).

1. Algorithm for Multi-Path Data Transmission
The expressions used to describe the multi-path parted message 
transmission algorithm are described below
 m: message to be sent securely between A and B.  
Dividing m into n - 1 parts gives:
P (m) = {c1, c2, …, cn-1}
Tp(ntwk): Function invoked periodically to discover topology of 
the ad hoc network. It returns true if modifications in topology 
exists, otherwise it returns false.
Frequency: represents the frequency of topology refreshing.
N (A, B): number of links between A and B
n: is an integer; 3 <= n  <= N(A, B)
The original message m is divided into (n - 1) shares, each of them 
has a unique identifier. The protocol generates a path numbers of 
appropriate message parts to be sent on the signaling channel. The 
path numbers assigned for the message parts are selected randomly 
and sent at appropriate paths of multi-path routing protocol. During 
next message transmission different paths are used for parted 
messages which usually generated through pseudo random model. 
The message share will be transmitted in plain text. The final part 
is sent in plain text on one of the n paths. It will be the start point 

for receiver to find other parts. Concerning the manner of dividing 
messages, a channel coding approach called Diversity Coding is 
used to recover from link failures. Finally combine, the n - 1 parts 
of m in pairs using pseudo random operation related to final path. 
On the nth link, which is considered as signaling channel, send 
values of pseudo random number and number of path in which 
message parts are transmitted.

B. Reliable Data Security Architecture (RDSA)
The Reliable Data Security Architecture introduces a set of features 
that can be incorporated with low overhead without modifying 
lower layer protocols. Both sender and receiver should implement 
DSA layer to be able to use this protocol. Before sending data 
between sender (A) and destination (B), the topology is provided 
in order to calculate the different routes n between A and B. If 
n is<3, a message error is generated, otherwise the n routes that 
will be used to transmit data securely will be chosen from the n 
existing routes according to a cost function.

1. Paths Selection in DSA
DSA is based on multipath routing in ad hoc networks in which to 
find the desired multiple paths in a mobile ad hoc network and to 
deliver the different message parts to the destination using these 
paths. The Dynamic Source Routing (DSR) protocol is capable 
of maintaining multiple paths from the source to a destination. 
Even though DSR is able to find multiple disjointed paths, these 
paths might not be optimal for SDMP scheme because of the path 
selection which is usually based on the hop count or propagation 
delay in these routing protocols. Whereas we need that security 
will be the essential parameter in choosing different paths in 
such a way that the message security is maximized. Therefore, 
elucidate a path which is compromised when any one or more 
of the nodes along the path is compromised. For each path, we 
consider that if it is compromised, all the shares allocated to it 
would be compromised. Otherwise, if the path is not compromised, 
all shares on that path will be safe. As paths are node disjointed, 
further assume that the probability that one path is compromised 
is independent of others. 

Fig. 1: RDSA For Multi-Path Multimedia Streaming in 
MANET
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Assume that there are n disjointed paths: path1, path2, …., path 
n, available from the source to the destination is shown in fig 1. 
Use the vector to denote the security parameters of paths, where, 
pi (I =1, 2, …, n) is the probability that the path i is compromised. 
Assume also that: p1<= p2 <= … pn, ch means that the paths are 
ordered from more secure one to less secure one. Note that the 
path security information, P, is obtained at the source from the 
used multi-path routing protocol. Assume that if one node was 
compromised, all the shares traveling through that node will be 
compromised. The probability pi does not include the probability 
that the source or the destination node is compromised. The source 
and the destination are both reliable. The maximum security 
provided only depends on the chosen paths. As pi is a probability 
satisfying 0<= pi<=1, the more paths we use to distribute the 
message parts, the less the probability is, and the more secured 
is the delivered message. It is intuitive that non-redundant secret 
sharing scheme provides the maximum security to the message, 
because it gives fewer chances to an enemy to obtain all message 
parts. However, it requires the successful reception of all the parts 
and the knowledge of used combination function. 

C. Multimedia Streaming Transmission in MANET
Streaming media are multimedia that are constantly received by, 
and normally presented to, an end-user while being delivered by a 
streaming provider. The name refers to the delivery method of the 
medium rather than to the medium itself. The distinction is usually 
applied to media that are distributed over telecommunications 
networks, as most other delivery systems are either inherently 
streaming (e.g., radio, television) or inherently non-streaming 
(e.g., books, video cassettes, audio CDs). The verb ‘to stream’ 
is also derived from this term, meaning to deliver media in this 
manner. Internet television is a commonly streamed media.
Streaming media storage size (in the common file system 
measurements mebibytes, megabytes, gigabytes, terabytes, and 
so on) is calculated from the streaming bandwidth and length of the 
media using the following formula (for a single user and file):
Storage size (in megabytes) = length (in seconds) × bit rate (in 
bit/s) / (8 × 1024 × 1024) 
since 1 mebibyte = 8 × 1024 × 1024 bits.
One hour of video encoded at 300 kbit/s (this is a typical broadband 
video in 2005 and it is usually encoded in a 320×240 pixels window 
size) will be:
(3,600 s × 300,000 bit/s) / (8 ×1024×1024) give around 128 MiB 
of storage. 
If the file is stored on a server for on-demand streaming and this 
stream is viewed by 1,000 people at the same time using a Unicast 
protocol, the requirement is:
300 kbit/s × 1,000 = 300,000 kbit/s = 300 Mbit/s of bandwidth 
This is equivalent to around 135 GB per hour. Of course, using a 
multicast protocol the server sends out only a single stream that 
is common to all users. Hence, such a stream would only use 300 
kbit/s of serving bandwidth. See below for more information on 
these protocols.

1. Streaming Flows Through Multiple Paths
Stream the whole multimedia data transmission flow through a 
single path or divide the content into multiple minor flows and 
stream them through the available paths. In the general case, we 
might have N paths and M minor flows (M >= N). The benefit of 
having integrated path is that the experienced delay by packets 
is the same approximately. Hence, the receiver senses less jitter 
and as a consequence, smaller buffers at receiver and sender 

are required. Besides, the complexity degree of the streaming 
algorithm lessens. Furthermore, reordering in TCP triggers 
unwanted fast-retransmission events and considerably degrades 
the throughput. The drawback of integrated path is the delay of 
switching to a new path when the primary route breaks. This delay 
might be intolerable for real-time applications. We miss the load 
balancing functionality of available multiple paths as well. To 
address the switching delay, proposes transmission of a copy of 
data in each path. Obviously the redundancy of this approach is 
100 percent and so is not quite efficient. [4-5], propose to have 
alternative paths separated from the primary path in the middle 
of the way. In the case of a failure, content could be switched to 
the next available alternative path by the intermediate node to 
reduce the loss overhead.

IV. Experimental Performance
NS-2 is used to simulate an ad hoc network with 50 nodes randomly 
deployed in a 500 m by 500 m area. Nodes have equal transmission 
range in each simulation and can vary in different simulations. We 
use two different transmission ranges 100 m and 100 m. Factored 
out the effect of routing protocols in the simulations, so we assumed 
that the network topology is known. Routes we considered are 
disjointed. In the 3rd and 4th evaluations (eavesdropping and 
overhead), node mobility is randomly defined in the interval [0, 
2 m/s].  In the first set, all nodes are assumed equally likely to be 
compromised with probability qi, so all links are of the same cost. 
In the second set, each node is assigned a probability randomly. 
The maximum number of paths the algorithm is able to find is 
independent of the link costs, it solely depends on the network 
topology although using SDMP algorithm to select paths to be 
used for sending message parts is different for different link costs. 
Using characteristics of 2nd simulation set, it is not necessarily 
true that more paths imply higher security, because that depends on 
security level of used paths. Experiment the two cases: equal costs 
and different costs at every time. The probability to find multiple 
disjointed paths in an ad hoc network is pretty high. This justifies 
the achievability of our protocol RDSA that is based on the use of 
multiple paths in ad hoc networks. There are one or more chances 
to find multiple paths when using set1 conditions (all nodes are 
assumed equally likely to be compromised with probability qi) 
and more is the transmission range, more are existing disjointed 
paths. 

V. Result and Discussion 
In this proposed method the video can be split into five parts and 
transmitted in multi-path based on the availability of the nodes. 
The source and the destination for the transmission are visible. 
Eventually the video is multicast from destination 24 to all nodes. 
In this simulation, consider that a message is compromised if 
there are at least m compromised nodes on m disjointed paths. 
Probability of compromised messages decreases quickly when 
increasing path number, especially when using more than 5 paths. 
That proves the efficiency of using multi-path in RDSA. We also 
observe that when nodes have different security levels, RDSA 
selects more secure paths. In the 3rd simulation set, we use the 
same message length and vary path number. Use redundancy and 
nodes are considered randomly mobile (max 2 m/s). A message 
is considered dropped, if the destination does not find all its parts 
to be able to reconstitute it. Using multiple paths allows us taking 
profit from using some redundancy. That decreases probability 
of dropping messages. High transmission range is an important 
factor in decreasing probability of dropped messages. 
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Fig. 2: Reliable Path vs Bandwidth

The reliability increases with RDSA as the path stability is 
governed properly for secured data transmission. The impact of 
utilizing the reliable multi-path restricts the adversaries in affecting 
the data being transmitted. In addition it shows a modest trade-
off to obtain robustness of security in ad hoc networks which are 
very hard to secure. As Reliable path increased, Bandwidth gets 
decreased (fig. 2). Compared with DSA, RDSA achieves better 
Bandwidth allocation.

100

110

120

130

140

150

160

170

180

190

0 100 200 300 400 500 600

Number of nodes

T
ra

n
s
m

is
s
io

n
 D

e
la

y
 (

m
s
)

RDSA
DSA

Fig. 3: Transmission Delay

The RDSA model proposed in this work, sends the data through 
multi-path more efficiently. The Transmission Delay is measured 
in terms of milliseconds. As data transition is carried by message 
parts separately, RDSA suffers a lesser Transmission Delay as 
compared to that of DSA (fig. 3).
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Fig. 4: Load Balance

VI. Conclusion
In this paper, we present the Security framework, RDSA for 
multi-path multimedia streaming to improve the routing efficiency 
for secured data transmission. They are tradeoff between path 
disjointing and the packet reordering among different paths, while 
we use multiple disjoint paths for different packets, and tolerating 
the burst of packet losses in the case of route breakage due to 
channel interferences. In the context of mobility, RDSA requires 
that route discovery take place simultaneously with reliable data 
path selection. Consequently, in the proposed formal model, it 
prevents the adversarial nodes break up routes by inserting alternate 
path for the parted messages. The Experimental results shows that 
our proposed RDSA for multi-path multimedia streaming gives the 
better result in terms of Transmission Delay, Bandwidth allocation 
and Load Factor.
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