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Abstract
Modern communication networks have been becoming more and 
more large-scaled and complicated due to rapid development 
and interconnection among heterogeneous communication 
networks. Therefore, the management and maintenance of modern 
communication networks have posed many grand challenges to 
both industrial and academic communication communities. To 
overcome these challenges, it is very necessary to find new levels 
of autonomy and intelligence in designing, deploying, managing, 
and maintaining communication networks. The present paper 
has studued the dimensions of the intrusion detection system in 
wireless doamin. A simulation study for intrusion detection in 
WLAN has been carried out using NS2 software.
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I. Introduction 
The process of detecting attacks can be vieoned in many ways. 
The result of intrusion detection begins from observation of an 
attacker in progress then recognizing the result of intrusion after 
the fact. As the terms are used below, there is a discrepancy; the 
term intrusion is used to connote a successful attack and it is 
also used in the phrase “intrusion detection system” describing a 
system designed to detect attacks regardless of their success. To 
be semantically correct and consistent, one should use the phrase 
“attack detection system” to represent such a system; hoonever, 
one continue to use the phrase “intrusion detection system” with 
the understanding that unsuccessful attacks are also represented.
[Mukherjee, B.et.al. (1994), Dasgupta, D., et.al. (2002), Debar, 
H.et.al. (2002)]

A. Terminology
As new field there are many terms which are not consistently used 
in intrusion detection. There is even disagreement about what 
is meant by “intrusion” and “attack.” There are multiple terms 
used to represent various methods of detecting intrusions. A set 
of definition are being discussed given here.

1. Analysis Approaches
To determine whether or not intrusion has occurred analysis 
approach is method used. There are two major categories of 
analysis approaches: [Denning D., (1987), Hall Jeyanthi (2005), 
Lim, Y. (2003), Rakesh.S, (2010)]
(i). Misuse detection identifies patterns corresponding to known 
attacks. This detection gathers the data and then compares it with 
large database. It analysis signature of the attacker which is the 
interpretation of a series of packets (or a piece of data contained 
in those packets). The signature may also be manifest in audit 
records, logs, or in changes in the compromised system.
(ii). Anomaly detection identifies behavior. It checks the any 
unacceptable deviation from expected behavior. In anomaly 
detection the expected behavior is defined in advance by developing 
a profile of expected behavior. An automatically developed profile 

is created by software that collects and processes characteristics of 
system behavior over time and forms a statistically valid sample 
of such behavior. It might be happen that the unexpected behavior 
is not an attacker; it may represent new, legitimate behavior that 
needs to be added to the category of expected behavior.

2. Attack
An action conducted by one adversary, the intruder, against 
another adversary, the victim. The intruder carries out an attack 
with a specific objective in mind. From the perspective of an 
administrator responsible for maintaining a system, an attack is 
a set of one or more events that may have one or more security 
consequences. From the perspective of an intruder, an attack is a 
mechanism to fulfill an objective.

3. Exploit
The process of using a vulnerability to violate a security policy. 
A tool or defined method that could be used to violate a security 
policy is often referred to as an exploit script.

4. False Negative
An event that the IDS fail to identify as an intrusion when one 
has in fact occurred.

5. False Positive
An event, incorrectly identified by the IDS as being an intrusion 
when none has occurred

6. Incident
A collection of data representing one or more related attacks. 
Attacks may be related by attacker, type of attack, objectives, 
sites, or timing.

7. Intruder
The person who carries out an attack. Attacker is a common 
synonym for intruder. The words attacker and intruder apply 
only after an attack has occurred. A potential intruder may be 
referred to as an adversary. Since the label of intruder is assigned 
by the victim of the intrusion and is therefore contingent on the 
victim’s definition of encroachment, there can be no ubiquitous 
categorization of actions as being intrusive or not.

8. Intrusion
A common synonym for the word “attack”; more precisely, a 
successful attack. In this report, one often use the term intrusion 
to include attack, because the subject of the report is intrusion 
detection systems.

9. Vulnerability
A feature or a combination of features of a system that allows 
an adversary to place the system in a state that is contrary to the 
desires of the people responsible for the system and increases 
the probability or magnitude of undesirable behavior in or of 
the system.
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II. ID System Components
The functionality of IDS can be logically distributed into three 
components: sensors, analyzers, and a user interface. [Madhavi, 
S. (2008), Khan Shafiullah (2010), Akyilidz, I.F. (2008)]

A. Sensors
Sensors are responsible for collecting data. The input for a sensor 
may be any part of a system that could contain evidence of an 
intrusion. Example types of input to a sensor are network packets, 
log files, and system call traces. Sensors collect and forward this 
information to the analyzer.

B. Analyzers
Analyzers receive input from one or more sensors or from 
other analyzers. The analyzer is responsible for determining if 
an intrusion has occurred. The output of this component is an 
indication that an intrusion has occurred. The output may include 
evidence supporting the conclusion that an intrusion occurred. 
The analyzer may provide guidance about what actions to take 
as a result of the intrusion.

C. User Interface
The user interface to IDS enables a user to view output from the 
system or control the behavior of the system. In some systems, the 
user interface may equate to a “manager,” “director,” or “console” 
component. In addition to these three essential components, an 
IDS may be supported by a “honeypot,” i.e., a system designed 
and configured to be visible to an intruder and to appear to have 
known vulnerabilities. A honeypot provides an environment 
and additional information that can be used to support intrusion 
analysis. The honeypot serves as a sensor for an IDS by waiting 
for intruders to attack the apparently vulnerable system. Having 
a honeypot serve as a sensor provides indications and warnings 
of an attack. Honeypots have the ability to detect intrusions in a 
controlled environment and preserve a known state. 

III. Integrating Detection and Response
Intrusion detection and response have traditionally been thought 
of as two separate processes; hoonever, the line betoneen them is 
beginning to blur. As ID systems continue to evolve and improve, 
they are beginning to incorporate limited capabilities to respond to 
intrusions. Typical responses to intrusions may include dropping 
suspicious traffic at the firewall, denying user access to resources 
as they exhibit anomalous behavior, or reporting the activity to 
other hosts or sites involved in the attack.

IV. ID Systems “Hierarchy”
Although every IDS can be conceptually vieoned as having 
a sensor, an analyzer, and a user interface, the types of data 
examined and the types of data generated by a particular IDS 
may vary significantly. ID systems can be classified into one of 
the following categories based on the types of data they examine: 
[Steven, W. et.al., Khan Shafiullah (2009), Akyildiz, I.F, Xudong 
Wang (2008)]

A. Application
An application-based IDS examines the behavior of an application 
program, generally in the form of log files.

B. Host
A host-based IDS examines data such as log files, process 
accounting information, user behavior, or outputs from application-

based ID systems operating on the host.

C. Network
A network IDS examines network traffic. It may have access 
to outputs from host-based and application-based ID systems 
operating within the monitored network environment.

D. Multi-Network/Infrastructure
A multi-network IDS generally takes the form of an Incident 
Response Team (IRT), where the input of the system comes from 
“sites” within their constituency. A site in this case is an entity 
that lies within an administrative domain. Data communicated to 
this type of IDS is generally from application, host, network, or 
other multi-network intrusion detection systems. The categories of 
ID systems listed above can be thought of as a hierarchy, the top 
of the hierarchy being multi-network or infrastructure-based ID 
systems and the bottom being application-based. An IDS at any 
point in the hierarchy could receive data from any level looner in 
the hierarchy in addition to a sensor that may operate at the same 
level. Output from IDS can be utilized by other ID systems at the 
same or higher levels in the hierarchy. [Onenjie, Hu (2008)]

V. Comparison of ID Analysis Methods
There are distinct analysis methods for detecting known and 
unknown attacks. As discussed above, one defined these as attack 
signature detection and anomaly detection. In this section, one 
describe the differences betoneen these two methods by examining 
several attributes. [Salleh, Muhammad, M. et.al. (2007), Zhang, 
Y and W. Lee, (2000)]

A. Knowledge
Detecting intrusions requires either knowledge of possible 
intrusions or knowledge of the known and expected behavior 
of a system. In order for an IDS with a signature-based method 
to detect all attacks, it requires prior knowledge of all possible 
attacks. The IDS must recognize either the details of an attack or 
the patterns at a more abstract level that characterize the class of 
an attack. An anomaly-based system must have full knowledge 
of the expected behavior of the system to detect all attacks. In 
reality, neither of these is possible; they represent ideals.

B. Ease of Configuration
Another attribute to consider is ease of configuration. A signature-
based system in general requires significantly less configuration 
effort than a system to detect anomalies since the latter requires 
much data collection, analysis, and updating. Some systems allow 
users to create their own signature files which can increase the 
complexity of establishing the desired configuration. Anomaly-
based systems in general are more difficult to configure because 
a comprehensive definition of known and expected behavior for a 
system is required. This demands that the user discover, understand, 
represent, and maintain the expected behavior of their system. In 
many cases, automated support is provided but this takes time to 
develop and the data that is used must be unambiguous.

C. Reported Data
Signature-based ID systems generally produce conclusions based 
on pattern matching. The output of a signature-based system can 
vary from an alert message indicating that a particular signature 
has occurred to one that also provides supporting data that is 
relevant to the signature’s occurrence.
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D. Reporting Accuracy
Signatures that are not specific and anomaly profiles that are not 
adequately specified to describe expected behavior both result in ID 
systems that produce potentially large numbers of false positives 
and false negatives. Depending on the environment within which 
an IDS is deployed, a combination of methods (signature and 
anomaly) for all types of ID systems (application, host, network, 
multi network) may be required for the most effective solution. 
Signature-based ID systems are not able to detect all possible 
intrusions because of inherent detection limitations, constantly 
evolving attacks and exploits, new vulnerabilities, and use of new 
exploit scripts. Anomaly based systems generally report a larger 
number of false positivesas expected behavior changes.

VI. Need of the Study
Every environment is susceptible to risks, and WLANs are 
no exception. The broadcasting nature of WLANs, which is 
the transmission of signals through the open-air rather than in 
protected cables, has made WLANs more prone to hacker attacks. 
This, in turn, has brought about an array of unique security risks not 
encountered with traditional fixed-wired networks. The flexibility, 
capability, and economics of Wireless Local Area Networks 
(WLANs) make them an attractive communication asset. They are, 
hoonever, vulnerable to various types of intrusion-related attacks 
that can compromise the confidentiality, integrity and availability 
of information and resources. These intrusion security risks must 
therefore be addressed which means that information security risk 
analysis and risk management need to be considered as integral 
elements of the organization’s business plan. The current wireless 
LAN standards offer very unsatisfactory level of security and 
one could not truly trust them. When using products based on 
these standards must the security issues been taken care in the 
upper layers. Some commonly used attacks are more stressed in 
wireless environment and some additional effort should be used 
to prevent those. The nature of the radio communication makes 
it practically impossible to prevent some attacks, like denial of 
service using radio interference. When the wireless networks are 
used in strategic applications, like manufacturing or hospitals, 
the possibility of this kind of attack should be taken into account 
with a great care.
Local Area Networks (LANS) have become a major tool 
to many organizations in meeting data processing and data 
communication needs. Prior to the use of LANs, most processing 
and communications onere centralized; the information and 
control of that information onere centralized as onell. Now 
LANs logically and physically extend data, processing and 
communication facilities across the organization. Security services 
that protect the data, processing and communication facilities 
must also be distributed throughout the LAN. For example, 
sending sensitive files that are protected with stringent access 
controls on one system, over a LAN to another system that has 
no access control protection, defeats the efforts made on the first 
system. Users must ensure that their data and the LAN itself are 
adequately protected. LAN security should be an integral part of 
the whole LAN, and should be important to all users. A oneak 
security policy also contributes to the risk associated with a LAN. 
A formal security policy governing the use of LANs should be in 
place to demonstrate management’s position on the importance of 
protecting valued assets. A security policy is a concise statement 
of top management’s position on information values, protection 
responsibilities, and organizational commitment. A strong LAN 
security policy should be in place to provide direction and support 

from the highest levels of management. The policy should identify 
the role that each employee has in assuring that the LAN and the 
information it carries are adequately protected. The LAN security 
policy should stress the importance of, and provide support for, 
LAN management. LAN management should be given the 
necessary funding, time, and resources. Poor LAN management 
may result in security lapses. The resulting problems could include 
security settings becoming too lax, security procedures not being 
performed correctly, even the necessary security mechanisms not 
being implemented.

VII. Research Methodology
In the light of the objectives proposed for this study, the following 
methodology will be adopted to study and analysis of the Intrusion 
Detection Techniques for Wireless LAN. In addition, a number 
of lesser classifications are possible based on the location of 
sensors, the nature of events revieoned, the execution timing of 
monitors, and the correlation of results betoneen resolver units. 
To study the various Vulnerabilities and attacks on WLANs and 
their detection using the Intrusion Detection methodologies. There 
are two major categories of Intrusion Detection methodologies 
i.e. Misuse Detection and Anomaly Detection.

A. Misuse Detection
(Also called signature detection or detection by appearance) 
Misuse Detection attempts to match observed behavior against 
known intrusive behavioral patterns. A variety of techniques have 
been used to model and recognize attack patterns in Wireless Local 
Area Networks. A common element betoneen these techniques is 
that they attempt to represent the essential nature of a known attack 
in such a way that variations on that attack can be distinguished 
from normal behavior. Anything that is not recognized as an 
attack is accepted as legal behavior. A human studies an attack 
and identifies the characteristics (e.g., behavior and/or content) 
that distinguish it from normal data or traffic. The combination 
of these characteristics is known as the signature, and it becomes 
part of a database of attack signatures. When the IDS encounters 
data matching with signature, it raises an alarm. Signature systems 
represent the vast majority of installed IDSs; they are important. 
All commercial antivirus products make use of signature detection, 
as does the network IDS snort . In most of the Intrusion Detection 
systems, the dominant form of misuse detection used is signature 
analysis, due to the simplicity of representation and efficiency of 
implementation possible. A limitation of this approach is that the 
signature set requires constant review as new attacks develop. In 
addition, as more attacks and attack variations become available, 
the number of rules against which an event stream must be checked 
becomes larger – leading to scaling difficulties.

B. Anomaly Detection
(Also called detection by behavior) Anomaly Detection attempts 
to model the expected behavior of objects (users, processes, 
network hosts and the like). Any action that does not correspond 
to expectations is considered suspicious. The strength of these 
methods lies in their ability to differentiate normal user behavior, 
anomalous acceptable behavior, and intrusive behavior. Anomaly-
based IDSs assume that intrusion attempts are rare and that they 
have different characteristics from normal behavior.

VIII. Simulation Environment 
The cross layer design for intrusion detection in wireless doamin 
has been attempted successfully for poerformance enhancement 
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in wireless networks. [Wang, Xia (2009), Bal, J.S. et.al. (2009), 
Akyildiz, I.F.; Xudong Wang (2005)]. In this section one deal with 
experimental performance of the algorithm thought simulation. 
In order to test our protocol, the NS2 simulator is used. The 
experimental consist of 1 wired node, 1 base station and 5 master 
stations with one acting as server. One compare our proposed 
cross-layer based intrusion detection technique with the Radio 
Frequency Fingerprinting (RFF) technique. Fig. 1, shows the 
Simulation Scenario.

Fig. 1: Simulation Scenario 

IX. Results and Discussion
In the present experiment the trnasmision range is varied from 
100m to 250 m. the delivery ratio aspect has been computed the 
Table 1, shows the variation of delivery  ratio as the range is varied 
using cross layer based intrusion detection.

Table 1: Experimental Results
Sr. No. Range (m) Delivery Ratio *103

1 100 935
2 125 940
3 150 945 
4 175 950
5 200 955
6 225 960
7 250 964

From the table it is very clear that packet delivery ratio using cross 
layer design technique is found to be increased linearly. Hence 
this rechnique is useful for performance enhancement of WLAN 
in intrusionj detection.

X. Conclusion
As computer systems become increasingly large and complex, 
their Dependability, Security and Autonomy play critical role at 
supporting next-generation science, engineering, and commercial 
applications. These systems consist of heterogeneous software/
hardware/network components of changing capacities, availability, 
and in varied contexts. They provide computing services to large 
pools of users and applications, and thus are exposed to a number 

of dangers such as accidental/deliberate faults, virus infections, 
malicious attacks, illegal intrusions, and natural disasters etc. As 
a result, too often computer systems fail, become compromised, 
or perform poorly and therefore untrustworthy. Thus, it remains 
a challenge to design, analyze, evaluate, and improve the 
dependability and security for a trusted computing environment. 
Trusted computing targets computing and communication 
systems as well as services that are autonomous, dependable, 
secure, privacy protect-able, predictable, traceable, controllable, 
assessable and sustainable. Packet delivery ratio using cross layer 
design technique is found to be increased linearly. Hence this 
rechnique is useful for performance enhancement of WLAN in 
intrusionj detection.

XI. Impact of Study 
Wireless mesh networking has been a cost-effective technology 
that provides wide-coverage broadband wireless network services. 
They benefit both service providers with low cost in network 
deployment, and end users with ubiquitous access to the Internet 
from anywhere at anytime. Hoonever, as wireless mesh network 
(WMN) proliferates, security and privacy issues associated with 
this communication paradigm have become more and more evident 
and thus need to be addressed. The present study will be useful to 
provide a good foundation to implement real time detection.
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