
IJECT Vol. 3, IssuE 1, Jan. - MarCh 2012 ISSN : 2230-7109 (Online)  |  ISSN : 2230-9543 (Print)

w w w . i j e c t . o r g234   InternatIonal Journal of electronIcs & communIcatIon technology

Abstract
To cope with the soft errors and make full use of the multi-core 
system, this paper gives an efficient fault-tolerant hardware 
and software co-designed architecture for multi-core systems. 
And with a not large number of test patterns, it will use less 
than 33% hardware resources compared with the Traditional 
Hardware Redundancy (TMR) and it will take less than 50% 
time compared with the traditional software redundancy (time 
redundant).Therefore, it will be a good choice for the fault-tolerant 
architecture for the future high-reliable multi-core systems. 
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I. Introduction
The development of the semiconductor technology, integrating 
billions of transistors on a single die has been possible and the 
complexity of the SoC is increasing. Further, more and more 
processors and IP cores can be implemented on a single die to 
build a multiprocessor SoC. Along with this trend, the electronic 
devices are becoming more and more sensitive to external disturbs 
such as soft errors, and fault-tolerant architecture is always used 
to obtain the reliability. For fault-tolerant architectures, hardware 
redundancy and software redundancy are the two popular methods 
and each kind can be classified further according to whether 
it’s static or dynamic. FTMR (Coming from the N-Modular 
Redundancy method) is the popular static hardware redundancy 
method while N-version programming is the typical Static software 
redundancy. During these methods, no matter static or dynamic, 
software redundancy has more flexibility while the hardware 
redundancy has less hardware resources needed.

Fig. 1: Fault-Tolerant Multi-Core System Architecture

The proposed architecture in this paper takes a combination of 
these two methods to make full use of the multi-core system to 
realize the fault-tolerancy with both the timing and resources 
constraints taken into consideration. Laterly, George A.Reis gives 
a software implemented fault tolerance mechanism named SWIFT 
with a enhanced control-flow checking mechanism based on the 
compiler technology. This mechanism is useful for software 
fault -tolerant, but does nothing with the other related hardware 

modules. S.Tosun gives a reliability-centric hardware/software 
co-design framework to partition the hardware/software which 
takes reliability into consideration which is useful for the initial 
task scheduling phase.

II. Descriptions of the Architecture 
The proposal is targeted at multi-core SoC which is made up of 
many processors cores and hardware modules. In this fault-tolerant 
architecture, hardware-software co-design technology is used to 
exploit the fault-tolerant metric, which is a trade-off between 
software flexibility and hardware high-efficiency. 
This architecture is made up of three main parts except the on-
chip memory, one is the processor (processors), the other is the 
BIST test structure, and the third is the interconnection network 
that connects them together. In this architecture, the IP core is 
put under test and acts as the hardware accelerator. The hardware 
control unit is used to control all the parts of the BIST structure 
and supplies the interfaces to the interconnection networks to 
acquire the test patterns and the related correct.

Fig. 2: Proposed BIST Architecture

In this architecture, the multi-core SoC is made up of PEs 
(Processing Element, in this paper , it refers to processor core 
), hardware IP modules and the interconnection network that 
connects them together. In this system, some IP modules are 
selected to be fault-tolerant and they are used in the proposed 
fault-tolerant architecture, such as the parts located in the dashed 
border. connected to the package with bondwires, and Printed 
Circuit Board (PCB) are linked by solder balls. The package is 
surface results for compressionThe BIST Core is made of three 
components: the TPG (Test Pattern Generator) which transfers 
the test patterns from the hardware control unit, the TRA (Test 
Response Analyzer) which is used to analyze the result and the 
BIST control unit for the BIST control procedure. The BIST test 
structure receives the test patterns and the correct results from the 
memory through the interconnection networks (In DMA (Direct 
Memory Access) Mode). Once the test is over , the result will be 
returned to the processor to tell it whether there is fault in the IP 
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core. The test patterns are stored based on a priority-based method 
which store and select the test patterns in such a way: the test 
pattern that relates to the most sensitive fault or the one that we 
care most will be put in the first place and gives the highest priority, 
and then choose the second one, so on and so forth possible to 
get a better fault coverage. After the BIST test, the processor will 
take response according to this result.
The total flow of designing such a fault-tolerant architecture is 
as follows: 

1. Firstly
Partition the hardware and software based on a particular multi-
core architecture and parallelize the redundant software code 
which will act as the function of the hardware module once 
hardware fault is detected. 

2. Secondly
Through the system simulation, an initial estimation of the 
number of the clock cycles that will be taken to test the module 
is obtained. And based on this number, modify the machine code 
on the processor to insert a request signal to the BIST test structure 
to start the BIST function. 

3. Thirdly
BIST begins and DMA transfer is used to transfer the test patterns 
and the correct results to the BIST test structure from the memory. 
While at the same time, the software is still running until when the 
function taken by the hardware module begins. Then the processor 
arrives at a break and waits for the result of BIST result. 

4. Fourthly
BIST test ends and the BIST test structure gives an ack signal to 
the processor and gives a 6ne bit signal to show whether there 
is fault or not.

Fig. 3: Generalized BIST Architecture

5. Finally
The processor will decide whether use the hardware module or 
software to realize the function. If software function is used, spare 
cores will be used to accelerate the software to make full use 
of the multi-core system. While hardware module is fault-free, 
the function will be implemented on the hardware module to 
accelerate the function. 

III. Implementation of BIST
BIST is an on-chip test logic that is utilized to test the functional 
logic of a chip. A generic approach to BIST is shown in below. 
BIST solution consists of a Test Pattern Generator (TPG), a circuit 
to be tested, a way to analyze the results, and a way to compress 

those results for simplicity and handling. With the rapid increase 
in the design complexity, BIST has become a major design 
consideration in Design-For-Testability (DFT) methods and is 
becoming increasingly important in today’s state of the art SoCs. 
Achieving high fault coverage while maintaining an acceptable 
design overhead and keeping the test time within limits is of 
utmost importance. BIST help to meet the desired goals. The brief 
introductions of BIST architecture component are given below. 
BIST control, including downloading the initial BIST configuration, 
executing the BIST sequence, retrieval of results, fault diagnosis 
based on failing results, and reconfiguration of subsequent 
BIST phases, has traditionally been achieved via interface to an 
external BIST controller. However, the increased complexity 
of FPGAs, large number of test configurations associated with 
various programmable resources, and speed limitations of external 
download interfaces result in long manufacturing test times and 
limit practicality of system-level testing. Various approaches have 
been investigated to reduce the overall test time while achieving 
high quality tests. Beyond minimizing the number of test phases, 
partial reconfiguration reduces test time by reconfiguring only 
the resources under test for various modes of operation once 
the overall test structure has been downloaded into the device. 
From the view of the multi-core system design, it makes full 
use of the idle cores in the multiprocessor system to exploit the 
fault-tolerant mechanism, in such systems, some processor (like 
ASIP (Application SpecificInstruction Processor) is selected for 
a specific application, such as the multimedia usage. And in such 
circumstance, the software running time may be not much more 
than the IP core and may also meet the need for the real-time 
applications. In this way, this architecture can be used to efficiently 
reduce the hardware cost introduced by the hardware-redundancy 
such as the FTMR.
The most important advantage of this architecture is, compared with 
the hardware-redundant method, it saves the hardware resources, 
while with comparison to the time-redundant software-redundant 
method, it is more time-efficient supposing that the hardware 
fault rate will be very low. What’s more, as the test patterns are 
transferred using the DMA method from the outside memory, this 
method will use less hardware than the ordinary defect-oriented 
BIST structure which stores the specified test patterns with the 
on-chip memory.

IV. Linear Feedback Shift Registers (LFSR)
A Linear Feedback Shift Register (LFSR) is a shift register whose 
input bit is a linear function of its previous state. Mostly 
used linear function of single bits is XOR, thus normally it is a 
shift register whose input bit is driven by the exclusive-or (XOR) of 
some bits of the overall shift register value. The initial value of the 
LFSR is called the seed, and because the operation of the register 
is deterministic, the stream of values produced by the register is 
completely determined by its current (or previous) state. Likewise, 
because the register has a finite number of possible states, it must 
eventually enter a repeating cycle. However, an LFSR with a well-
chosen feedback function can produce a sequence of bits which 
appears random and which has a very long cycle. 
Applications of LFSRs include generating pseudo-random 
numbers, pseudo-noise sequences, fast digital counters, 
and whitening sequences. Both hardware and software 
implementations of LFSRs are common. The mathematics of 
a cyclic redundancy check, used to provide a quick check against 
transmission errors, are closely related to those of an LFSR. 
Built-In Self-Test (BIST) and scan-based BIST have emerged as 
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promising solutions to the VLSI testing problems. BIST is a DFT 
methodology that aims at detecting faulty components in a system 
by incorporating the test logic on chip. BIST is well known for 
its numerous advantages such as improved testability, at-speed 
testing and reduced need for expensive external Automatic Test 
Equipment (ATE).

Fig. 4: LFSR in BIST Architectures

External and internal type LFSR is used. Both types use D type 
flip-flop and exclusive-OR logic as shown in Figure. In external 
type LFSR, XOR gates are placed outside the shift path. It is also 
called type 1 LFSR. 
In internal type LFSRs, also called type 2 LFSR, XOR gates 
are placed in between the flip-flops. One of the most important 
properties of LFSRs is their recurrence relationship. The recurrence 
relation guarantees that the states of a LFSR are repeated in a 
certain order.

Fig. 5:

V. Hardware/Software Co-Design
Embedded controllers for reactive real-time applications are 
implemented as mixed software hardware systems. These 
controllers utilize µp, micro-controller and DSP. But are neither 
used nor perceived as computers. Software features are flexibility 
and hardware used for its performance.
Hardware/software partitioning is the next step. Input to 
partitioning are the ESG with profiling (or control flow analysis) 
information, the CDR-file and synthesis directives. These synthesis 
directives include the number and type of functional units provided 
for the coprocessor implementation and they are needed to estimate 
the potential hardware performance. This parameter is controlled 
by user interaction.

VI. Simulation Output
The energy consumed by each of the fault-tolerant methods, is 
for the combinational circuit module while is for the sequential 
circuit module. From these results it can be concluded that the 
energy consumed by the proposed architecture is more than the 
hardware redundancy method (about 77%), but is much less than 
software redundancy method (the software redundancy energy is 
more than 36 times as large as the proposed architecture).

Fig. 6: Simulation Output

VII. Conclusion
An hardware-software co-design fault-tolerant architecture which 
is targeted at high-reliability multi-core systems. And through the 
analysis, conclusion can be drawn that the proposed architecture 
makes full use of the hardware and the software which are abundant 
in the heterogeneous multi-core systems. And if N is not large 
for the specific application it has less hardware resource needed 
than hardware redundancy and is faster than the normal software 
redundancy.
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