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Abstract
Steganography is the act of hiding information within other 
information   that can only be detected by its intended recipient.  
Alike our previous papers here we also propose an audio 
steganographic method that can adjust other bits in such a 
way so that the stego audio signal resulting from embedding 
data in higher LSB layer is perceptually indistinguishable from 
the host audio signal.  The detailed discussion makes outputs 
more encouraging.

Keywords
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I. Introduction
Steganography is invented for accomplishing hidden 
communication [1]. Its applications have been used in country 
security purpose, network security purpose and perhaps 
terrorists [2].  The goal of Steganography is to” hide messages 
inside other harmless messages in a way that does not allow 
any enemy to even detect that there is a second message 
present” [3].   steganography is used to cover or to hidden 
writing [4].   The messages are invisible to human visionary 
system. Modern steganography is generally deal with electronic 
media rather than physical objects. Various proposals have 
been available for protocols to hide data in channels containing 
pictures [5, 6, 7], video [7, 8], audio [5, 7] and even typeset 
text [5, 7].   The actual information is not maintained in its 
original format and thereby it is converted into an alternative 
equivalent multimedia file like image, video or audio which in 
turn is being hidden within another object [9].

II. Related Study
Least significant bit (LSB) insertion is an approach for 
embedding information in a cover image [1].  It is also useful 
for audio and video steganography [9]. For instance, a simple 
scheme proposed, is to place the embedding data at the 
least significant bit (LSB) of amplitude of cover audio with the 
bits of target data. The altered audio is called stego-audio. 
The “human auditory system (HAS) perceives sounds over a 
range of power greater than 109:1 and a range of frequencies 
greater than 103:1” [10]. The sensitivity of the HAS to the 
Additive White Gaussian Noise (AWGN) is high as well; this 
noise in a sound file can be detected as low as 70 dB below 
ambient level [10]. Two properties of the HAS dominantly used 
in steganographic techniques are frequency masking [10] 
and temporal masking [11].  If we choose higher LSB layer for 
embedding the probability of detection of hidden message by 
HAS increases. That provides a limit for choosing LSB layer. But 
if we choose the higher LSB bit and after embedding perform 
some modification to improve perceptual transparency then 
this should be a good approach.   

III. Proposed Method
In our proposed novel method we try to hide some information 
(text) within an audio clip. We call the text to be hidden as target 
text and the audio under which they are to be hidden as cover 
audio. For embedding data here we choose 4th LSB layer. But 
this cause error of 24-1 quantization step. To minimize this we 
compute an adjustment algorithm. After adjustment second 
bit of target information is embedded at the first position. For 
Example, if the original sample value was 000010012=910, and if 
we embed 0 into 4th LSB layer, instead of value 000000012=110 
then the change of information becomes huge. To solve this 
problem we use our proposed method and then the modified 
sample value becomes 000001112=710. After that if we 
place 0 at 1st LSB layer the value become 000001102=610 
or if we place 1 at 1st LSB layer then there is no change (i.e. 
000001112=710), which is also closer to the original one. For 
getting the embedded data in the receiver side we perform an 
easy decoding technique.
Our proposed method is efficient in terms of high steganographic 
capacity and robustness. Improvement of steganographic 
robustness obtained by increase of depth of the used LSB 
layer is limited by perceptual transparency bound, which is the 
fourth LSB layer for the standard LSB coding algorithm and the 
capacity increases by using both 4th and 1st LSB layer. However, 
the extraction algorithm is simple.

A. Encoding technique
In the proposed paper, we consider ‘.wav’ audio file where the 
audio clip consists of a number of amplitude values in the 
range -1 to +1 such that the values are like 0.8134,0.0313,-
0.0078,-0.0002,0 etc. It is tough to work with this value. So 
to normalize these values we multiply the amplitude values of 
the audio file with multiple of 10 so that the amplitude values 
are lies between -255 to 254 and we can represent them in 
8 bits [15].

B. String length storing mechanism
We then find the length of the target string (store it in the 
variable ‘strlen’) that we are going to hide. Then convert it 
into its 8 bit equivalent. We store this length within the first 8 
samples by modifying only the LSB of the amplitudes. Suppose 
the target string is “this is a stego audio”.  Length of the string 
(strlen) is 21. If we convert this length in 8 bit binary equivalent 
it becomes ‘00010101’. Then the LSB of 1st 8 samples are 
replaced by these 8 bits of string length according to LSB to 
MSB order.

C. Data Hiding Mechanism
In our proposed method of data hiding for increasing robustness 
we replace two LSBs – 4th and 1st of the amplitude values of 
audio signal with the binary value of ASCII of the character to be 
hidden.  For hiding individual character first we convert them in 
7 bit ASCII and then cut the MSB to get 6 bits of them. Suppose 
we want to hide ‘A’. The ASCII value of ‘A’ is 65, in binary which 
is represented in 7 bit as ‘1000001’. Before hiding them we 
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discard the MSB ‘1’ of ‘1000001’and get 6 bit as ‘000001’. 
Then cut these bits in 2- 2- 2 order as follows:

Then for each of these two bits first bit is hidden in the 4th LSB 
of amplitude value and after some modification of the original 
amplitudes the second bit is replaced at 1st LSB position. So 
for hiding a character we require 3 samples. Now we discuss 
how the modification of the original amplitude value is done 
after the replacing of 4th LSB of the amplitude of audio signal 
with the bit of the character. The adjustment algorithm has 
three cases-

The 41. th LSB (ai) of the sample amplitude is modified from 
0 to 1.
The 42. th LSB (ai) of the sample amplitude is modified from 
1 to 0.
The 43. th LSB remains the same as the original i.e. we place 
1 in place of 1or 0 in place of 0.

Case 1: 4th LSB (ai) changes from 0 to 1.

Sub-case 1.1: When the 3rd ( ai-1 ) and 5th bit    ( ai+1 )  are 1 
and 1 respectively.
Set all the bits (ai-1, ai-2, …, a0 ) to the right of the 4th bit ( ai ) 
(i.e. towards LSB) to 0.

Sub-case 1.2: When the 3rd ( ai-1 ) and 5th bit    ( ai+1 )  are 1 
and 0 respectively.
Set all the bits (ai-1, ai-2, …, a0 ) to the right of the 4th bit ( ai ) 
(i.e. towards LSB) to 0.

Sub-case 1.3: When the 3rd ( ai-1 ) and 5th bit    ( ai+1 )  are 0 
and 1 respectively.
Set all the bits (ai-1, ai-2, …, a0 ) to the right of the 4th bit ( ai ) 
(i.e. towards LSB) to 1 and set the 5th bit ( ai+1 ) (first bit to the 
left of the 4th bit) to 0.

Sub-case 1.4: When the 3rd ( ai-1 ) and 5th bit    ( ai+1 )  are 0 
and 0 respectively.
Set all the bits (ai-1, ai-2, …, a0 ) to the right of the 4th bit ( ai ) 
(i.e. towards LSB) to 1 and then set all the bits to the left of 
the 4th bit ( ai ) (i.e. towards the MSB)  with value 0 to 1 until 
a 1 is encountered. If a 1 is encountered, set it to 0 and stop 
the process.

Case 2: 4th LSB (ai) changes from 1 to 0.

Sub-case 2.1: When the 3rd (ai-1) and 5th bit (ai+1) are 0 and 0 
respectively.
Set all the bits (ai-1, ai-2, …, a0 ) to the right of the 4th bit ( ai ) 
(i.e. towards LSB) to 1.

Sub-case 2.2: When the 3rd (ai-1) and 5th bit (ai+1)   are 0 and 
1 respectively.
Set all the bits (ai-1, ai-2, …, a0 ) to the right of the 4th bit ( ai ) 
(i.e. towards LSB) to 1.

Sub-case 2.3: When the 3rd (ai-1) and 5th bit (ai+1) are 1 and 0 
respectively.
Set all the bits (ai-1, ai-2, …, a0 ) to the right of the 4th bit ( ai ) 
(i.e. towards LSB) to 0 and set the 5th bit ( ai+1 ) (first bit to the 
left of the 4th bit) to 1.

Sub-case 2.4: When the 3rd (ai-1) and 5th bit (ai+1) are 1 and 
1 respectively.
Set all the bits (ai-1, ai-2, …, a0 ) to the right of the 4th bit ( ai ) 
(i.e. towards LSB) to 0 and then set all the bits to the left of 
the 4th bit ( ai ) (i.e. towards the MSB)  with value 1 to 0 until 
a 0 is encountered. If a 0 is encountered, set it to 1 and stop 
the process.

Case 3: No change at all that means if the bit which we want 
to place at the 4th LSB position of the amplitude is same 
with the 4th LSB of the original amplitude then the original 
amplitude value become unchanged i.e 1 is replaced with 1 
or 0 is replaced with 0. Table1 illustrates the different cases 
with example

Table 1: Example of different cases (modification of 4th LSB)

A1 = Data to be inserted
A2 = Original string where data is inserted
A3 = Decimal value of original string
A4 = Sub-case used
A5 = Modified string
A6 = Decimal value of modified string

After adjustment of the amplitude value near to 
original one we insert the 2nd bit of two bit pair at the 1st 
LSB position. For Example, if after inserting data at 4th LSB 
position the modified amplitude value is 132. Now after LSB 
replacement with 1 it becomes 133 or with 0 it remain same 
with 132. Table 2 illustrates this.

Table 2: Modification of 1st LSB

A1 = Modified amplitude value After 
         Adjustment (in binary)
A2 = Modified amplitude value After 
         Adjustment (in decimal)
A3 = Replace LSB with 1
A4 = Decimal value after replacement 
A5 = Replace LSB with 0
A6 = Decimal value after replacement



IJECT Vol. 2, IssuE 4, oCT. - DEC. 2011ISSN : 2230-7109 (Online)  |  ISSN : 2230-9543 (Print)

w w w . i j e c t . o r g  InternatIonal Journal of electronIcs & communIcatIon technology 131

III. Sample selection
As we can see from the above table that the change in the 
original string is minimal. But if we change all the adjacent 
samples of the cover audio it may create some effect on HAS. 
For this reason instead of changing all the adjacent samples, 
we change only a certain number of selected samples. These 
are selected according to the following order. 
Suppose the string length is 21. After 21 the first prime number 
is 23 and the next twenty prime numbers are as follows:

23      29         31     . . .     103       107      109                           
 1             2           3                 19         20        21

We start to store the information from 24 thus the selected 
samples are according to the following series. 

23+1   29+2   31+3     . . .      107+20     109+21
  24        31      34                       127           130                               

IV. Decoding Technique
The receiver when receives the stego-audio file, his target is to 
extract the data hidden in it. This process again divided into 
two steps. First the receiver extracts length of the targeted 
string and then extracts the original data from the stego 
audio. For getting the string length we concatenate the LSB 
bit of first 8 samples of stego audio. Now for extracting the 
target data we follow the above discussed series to find out 
the position of the affected samples. Then from each of the 
affected amplitude value we pick the 4th LSB and the 1st LSB. 
After getting the bits (two bits from each of them) from each 
of the three consecutive affected samples (according to the 
series) we concatenate them to get 6 bits of target character. 
If two MSB of 6-bit string be 0,0 or 0,1, then concatenate 1 
else if 1,0 or 1,1 then concatenate 0 as MSB (see Table 4) with 
the 6 bit string to make it as 7 bit. Then covert this 7 bit to its 
decimal equivalent which is the ASCII value of the character. 
The whole decoding process is shown in Table 3.

Table 3: Concatenation at receiver site

A1 = Affected sample position 
A2 = Affected amplitude value in binary 
A3 = Concatenated six bit

Here in the above table the two MSB (c5) and (c4) of 6 bit are 
(1,1). So, we concatenate 0 as MSB with the 6 bit representation 
to obtain the 7 bit equivalent of the character. The 7 bit string 
comes to be-  
     

                     c6    c5   c4    c3   c2   c1   c0
The ASCII value of the character is 49. Therefore, the receiver 
obtains 1st character as 1.

Table 4: ASCII table (showing the signification    
              of MSB)

A1 = Character 
A2 = ASCII Code 
A3 = Binary

If we follow the above steps for the number of sample that falls 
in the sequence equal to thrice the length of the string we get 
the target string at the receiver site from the stego audio.

V. Steps for Encoding Technique
% read a .wav file in variable ‘a’
% normalized the read audio and stores it in ‘ar’ 
 
% read the target string in ‘str’
% then the length of the target string ‘len’ store in 1st 8 
samples

% choose the first location for embedding data
if(len>8)
s=len;
else
s=len+8;
end
% using ‘s’ choose the 1st affected sample location and store 
it in ‘j’

% start processing

% for each of the character of the string do the following

char_ascii= double(str(i));
char_ascii_6=bitand(char_ascii,63);
char_bin_6=dec2bin(char_ascii_6,6);

% character in 6 bit

    0      1     1      0      0      0      1      
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   y=char_bin_6;
      
   for k=1:2:6

% change the amplitude of cover audio into binary
      if(ar(j)<0)          
          b8=dec2bin(abs(ar(j)));
      else
          b8=dec2bin(ar(j));
      end

% hiding process start

% action taken for some following cases
   if((ar(j)==0 || ar(j)==1 || ar(j)==-1) && y(k)==’1’ && 
y(k+1)==’0’)
% modified the amplitude by value 4                          

  elseif((ar(j)==0 || ar(j)==1 || ar(j)==-1) && y(k)==’1’ && 
y(k+1)==’1’)
% modified the amplitude by value 5         
                                    
  else
     s=b8;
     if(s(5)== y(k))
        s(8)=y(k+1);             
     else
        if(s(5)==’1’ && y(k)==’0’)
            s(5)=y(k); 
            if(s(6)==’0’ && s(4)==’0’)
              s(6)=’1’;
              s(7)=’1’;
              s(8)=’1’;   
           elseif(s(6)==’0’ && s(4)==’1’)
              s(6)=’1’;
              s(7)=’1’;
              s(8)=’1’;
           elseif(s(6)==’1’)
              s(6)=’0’;
              s(7)=’0’;
              s(8)=’0’;
              if(s(4)==’0’)
                s(4)=’1’;
              else
                p=4;
                while s(p)~=’0’                                                          
                   s(p)=’0’;
                   p=p-1;
                end
                s(p)=’1’;
              end                  
            end
         elseif(s(5)==’0’ && y(k)==’1’)
            s(5)=y(k); 
            if(s(6)==’1’ && s(4)==’1’)
              s(6)=’0’;
              s(7)=’0’;
              s(8)=’0’;   
            elseif(s(6)==’1’ && s(4)==’0’)
              s(6)=’0’;
              s(7)=’0’;
              s(8)=’0’;

            elseif(s(6)==’0’)
              s(6)=’1’;
              s(7)=’1’;
              s(8)=’1’;
              if(s(4)==’1’)
                s(4)=’0’;
              else
                p=4;
                while s(p)~=’1’
                   s(p)=’1’;
                   p=p-1;
                end
                s(p)=’0’;
              end
            end
          end
          s(8)= y(k+1);
       end
     end

% restore the amplitude value
% choose next affected sample position and store it in ‘j’
   
end       
% change the stego audio in its proper format and store it in 
a .wav file

VI. Steps for Decoding technique
% read stego-audio file in .wav file format and stores it in variable 
‘s’
% normalized the read audio and stores it in ‘as’ 

% the length of the string is find out from 1st 8  amplitudes 
and store it in ‘len’

% start processing

% finds the first location of the affected sample using ‘len’ and 
stores it in ‘loc’

% to get each of the character of the target string does the 
following
      
   for k=1:2:6
      y=dec2bin(as(loc));
      str(k)=y(4);
      str(k+1)=y(8);

% chooses next affected sample position and stores it in 
‘loc’
   end
   
   if((str(1)==0 && str(2)==0) || (str(1)==0 &&   
                                                          str(2)==1))
       for j=6:-1:1
           str(j+1)=str(j);
       end
       str(j)=1;
   end

   if((str(1)==1 && str(2)==0) || (str(1)==1 && 
                                                          str(2)==1))
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     for j=6:-1:1
         str(j+1)=str(j);
     end
     str(j)=0;
   end
     
% converts the string store in ‘str’ into its corresponding 
ASCII

% after completion of this process for each of the character 
concatenates the characters to get original target message.

VII. Result and Discussions
The proposed technique has been implemented, tested and 
verified. During testing we consider large target messages 
and successfully hide those in an audio file without create 
any detectable perception of human being. But here for better 
understanding we show the results of our technique using small 
string hidden within a small audio clip.

Before going into detailed discussion, at the sender side we 
choose the information of the target message and a cover audio 
file under which the target message is to be hidden.

Test Case 1
Cover Audio:   Glass.wav                                                                                

Fig.1 : Waveform for cover audio (case 1)

Target message:  STEGANOGRAPHY
      
Stego Audio: GS.wav

Fig. 2: Waveform for stego audio (case 1)

Retrieved message: STEGANOGRAPHY

Test Case 2
Cover Audio: LoopyMusic.Wav

Fig. 3: Waveform for cover audio (case 2)

Target Message:   THIS IS A STEGO AUDIO

Stego Audio:  Gloopy.wav

Fig.4 : Waveform for stego audio (case 2)

Extracted Message:   THIS IS A STEGO AUDIO

For detailed discussion we consider the test case 1. In test 
case 1
Target message: STEGANOGRAPHY
Cover audio: Glass.wav

We use 26 letters (‘A’ … ‘Z’ or ‘a’ … ‘z’), numeric digits (which 
are 0 to 9) and some other special characters (like ‘blank’, 
‘?’, ‘.’, ‘,’, ‘!’ etc.) for writing an English message text in English 
language. So here we consider all of these characters for the 
better understanding of secret target message. But we only 
consider the uppercase alphabets (‘A’ … ‘Z’) due to a special 
ASCII feature of them which is shown in Table 4. From this 
table it is noticeable that if we use 7 bit ASCII to represent the 
character then for each uppercase letter the MSB is 1 and for 
each numeric & special character that we consider here the 
MSB is 0. So we can discard the MSB during encoding and 
concatenate them during decoding using a special logic that 
we discuss below.  

So before going to embed the secret information in cover audio 
if it is in lowercase we need to convert it into uppercase. Then 
we store the length of the message in the first 8 samples 
by replacing the LSB. Then we start hiding data using our 
proposed method.  Now, we start our work with the target 
string “STEGANOGRAPHY”. For hiding this message within the 
audio file “Glass.wav” we follow the steps of our proposed 
encoding technique and the changes within the stego audio 
are shown in Table 5.

Table 5: Encoding result
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A1 = Character of Target String 
A2 = ASCII value of corresponding characters 
A3 = MSB of the 7 bit ASCII 
A4 = Binary 6 bit equivalent of the character 
A5 = Affected sample number 
A6 = Original amplitude value in decimal 
A7 = Value replaced 
A8 = Modified amplitude value in decimal

To clarify the deviation more clearly the graphical representation 
is shown below. In the graph the x- axis represents the affected 
samples and the y –axis shows the original and the modified 
amplitude values.

Case 1
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Fig. 5: Deviation of amplitude value between original and stego 
audio at modified sample position

We know that if we use ith LSB layer for embedding the data 
the error caused by embedding is 2i-1 quantization steps (QS). 
Since here we use the 4th LSB layer the embedding error be 
24-1 quantization steps (QS). A change in the 4th bit means 
that there can be a maximum change of 8. But if we follow the 
column 6 & 8 of Table 5 even after changing the 4th LSB, the 
value is not changed significantly. In fact the changes are so 
minimal that they cannot affect the HAS. This is because of 
the fact that we have manipulated the binary string in such a 
way that the change in the 4th LSB is compensated to a great 
extent by some other bits. In our case the maximal change 
reduces to 4 that cause minimal embedding distortion of 
the host audio. For increasing capacity of the steganography 
after adjustment of the bit value after replacing 4th LSB we 
replace 1st LSB layer. After this replacement the maximum 
change in some cases become 5. So, we can claim that our 
proposed method is efficient with respect to robustness as well 
as capacity. Intruders will never have any idea that data can 
be hidden in the 4th LSB layer just because any change in the 
4th LSB bit makes a great change. Generally, bits are hidden 
either in the 1st LSB position or sometimes in both the 1st LSB 
and the 2nd LSB position. But our method is very unique and 

advantageous in this aspect.
Now at the receiver side for getting the secret information we 
perform the decoding technique. Here after extraction of the 
bit from 4th and 1st LSB layer we perform some particular logic 
for concatenating the MSB of the 7 bit ASCII which is basically 
not transmitted. In Table 6 we try to show the decoding result 
for case 1. 

Table 6: Decoding result

A1 = Affected sample number 
A2 = Modified Amplitude value in decimal
A3 = Amplitude value in 8 bit binary 
A4 = Extract 4th LSB and 1st LSB
A5 = Concatenated 6 bit
A6 = 7th bit (MSB) of the character
A7 = Concatenated 7 bit 
A8 = Corresponding ASCII
A9 = Corresponding character of target string

From Table 6, we can see that after obtaining the 6 bit 
equivalent of each and every character of the target string we 
concatenate the 7th bit (MSB) based on the 6th and the 5th bit 
of 6 bit equivalent (from the LSB side), 0 if they are 11 or 10, 
1 if they are 00 or 01. This logic can be cleared from Table 4. 
Then we convert the 7 bit to ASCII value in decimal from which 
the target text can be retrieved. From Table 5 we can see that 
the changes in amplitude values are so minimal that it cannot 
affect in human ears. If we follow the column “Affected sample 
number” from Table 5 & 6 we see that we can send a large 
message through a 3 to 4 minute audio clip. Here to store 
target message of length 13 we require an audio clip with 
minimum 300 samples. So when we send this type of stego 
audio through internet it takes lesser bandwidth. We consider 
only the uppercase letters due to some of the lowercase letter in 
6 bit match with of the uppercase alphabets. Although we can 
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not consider the lowercase letter but we are able to transmit 
lesser number of bits without any loss of information. In that 
way we introduce compression of message in our proposed 
technique. 

VII. Conclusion
In this paper we only work with .wav file. In future we try to 
apply it on other audio file format. We also try it on image file 
and also on other media for hiding information. In this paper 
we follow a series for selecting samples for hiding information 
but our aim is to place the target message within a particular 
threshold. However future scope appears end less.
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