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Abstract
Spectrum sensing has reborn as a very active research area 
over recent years. As it is one of the most important task 
performed by cognitive radio and the performance of the 
other functions of cognitive radio is based on the spectrum 
sensing. So it is very necessary for cognitive radio to perform 
this task very efficiently. This paper presents an overview to 
the spectrum sensing techniques on the basis of research, 
limitations and challenges related to its different aspects. 
Spectrum sensing could be an important enabling technology 
for future opportunistic spectrum sharing scenarios. Various 
spectrum sensing methods with their challenging issues and 
limitations are discussed in detail. The findings are summarized 
in a concluding section.
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I. Introduction
The idea of cognitive radio was first presented officially in an 
article by Joseph Mitola III and Gerald Q. Maguire, Jr in 1999 [1].
Cognitive radio (CR) is one of the new long term developments 
taking place in radio communications technology. After the 
Software Defined Radio (SDR) which is slowly becoming more 
of a reality, cognitive radio (CR) and cognitive radio technology 
will be the next major step forward enabling more effective radio 
communications systems to be developed. The electromagnetic 
spectrum is a natural scarce resource. Radio transmission 
involves the use of part of the electromagnetic spectrum. The 
radio frequency spectrum involves electromagnetic radiation 
with frequencies between 3000 Hz and 300 GHz. To utilize 
the radio spectrum more efficiently, and to be able to maintain 
the most efficient form of communication for the prevailing 
conditions, the idea of cognitive radio is came into existence. 
By using the modern signal processing techniques, it is possible 
to develop a radio that is able to look at the spectrum, detect 
which frequencies are clear, and then implement the best form 
of communication for the required conditions. According to the 
definition of cognitive radio [2]:
“A cognitive radio may be defined as a radio that is aware of 
its environment and the internal state and with knowledge of 
these elements and any stored pre-defined objectives can make 
and implement decisions about its behavior.”
The following are some general capabilities provided in most 
of the definitions of cognitive radio [3]:

A. Observation
The cognitive radio is capable of predict the information about 
its operating environment, either directly or indirectly.

B. Adaptability
Cognitive radio is capable of changing its waveform. 

C.  Intelligence
Cognitive radio is capable of applying information towards its 
objective.
Primary cognitive radio requirements are [4]:

Ability to exploit variety of spectral opportunity1. 
Capability to adapt itself to various link qualities2. 
Negligible interference to primary user or licensed 3. 
systems
Flexible pulse shape and bandwidth4. 
Adjustable data rate, adaptive transmit power, information 5. 
security and limited cost

II. Functions of cognitive radio
The main functions of Cognitive Radios are [5]:

A. Spectrum Sensing
It detects the unused spectrum and shares it without harmful 
interference with other licensed users (e.g. Cellular Networks, 
TV). 

B. Spectrum Management
It is the task of selecting the best available spectrum to get 
user communication requirements. 

C. Spectrum Mobility
It is defined as the process when a cognitive radio user 
exchanges its frequency of operation.

D. Spectrum Sharing
It provides the fair spectrum scheduling method. This method 
decides which secondary user can use the spectrum hole at 
some particular time. 

III. Spectrum sensing techniques
With Cognitive Radio being used in a number of applications, the 
area of spectrum sensing has become increasingly important. 
As Cognitive Radio technology is being used to provide a method 
of using the spectrum more efficiently, spectrum sensing is a 
key to this application.

A. Cognitive Radio Spectrum Sensing basics
In many areas cognitive radio systems coexist with other 
radio systems, using the same spectrum but without causing 
illegitimate interference. When sensing the spectrum 
occupancy, the cognitive radio system must adjust a variety 
of considerations [6]:

1. Continuous spectrum sensing
It is necessary for the cognitive radio system to continuously 
sense the spectrum occupancy. Accordingly it is necessary for 
the Cognitive radio system to continuously sense the spectrum 
in case the primary user returns.
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2. Monitor for alternative empty spectrum
In case the primary user returns to the spectrum being used, 
the cognitive radio system must have alternative spectrum 
available to which it can switch when the need arise.

3. Monitor type of transmission
It is necessary for the cognitive radio to sense the type of 
transmission being received. The cognitive radio system should 
be able to determine the type of transmission used by the 
primary user so that fake transmissions and interference are 
ignored as well as transmissions made by the cognitive radio 
system itself.

IV. Cognitive radio spectrum sensing methodologies
There are a number of attributes that must be incorporated 
into any cognitive radio spectrum sensing scheme. These 
ensure that the spectrum sensing is undertaken to meet the 
requirements for the particular applications. The methodology 
and attributes assigned to the spectrum sensing ensure that 
the cognitive radio system is able to avoid interference to other 
users while maintaining its own performance [6].

A. Spectrum sensing bandwidth
There are a number of issues associated with the spectrum 
sensing bandwidth. The first is effectively the number of 
channels on which the system will sense whether they are 
occupied or not. Secondly the actual reception bandwidth 
needs to be determined. A narrow bandwidth will reduce the 
system noise floor and thereby improve the sensitivity, but it 
must also have a sufficiently wide bandwidth to detect the likely 
transmissions on the channel. So optimum bandwidth should 
be used for spectrum sensing purpose.

B. Transmission type sensing
The system must be capable of identifying the transmission 
of the primary user for the channel. It must also identify 
transmissions of other units in the same system as itself. It 
should also be able to identify other types of transmission that 
may be fake signals, etc.

C. Spectrum sensing accuracy
The cognitive radio spectrum sensing mechanism must be able 
to detect any other signal levels accurately so that the number 
of false alarms is minimized.

D. Spectrum sensing timing windows
It is necessary that the cognitive radio spectrum sensing 
methodology allows time slots when it does not transmit to 
enable the system to detect other signals. These must be 
adjusted within the frame format for the overall system.

1. Types of cognitive radio spectrum sensing
There are a number of ways in which cognitive radios are able 
to perform spectrum sensing. The ways in which cognitive 
radio spectrum sensing can be performed falls into one of 
two categories [6]:

(i). Non-cooperative spectrum sensing
This form of spectrum sensing occurs when a cognitive radio 
acts on its own. For e.g. energy detection, matched filter 
detection, cyclostationary detection.

(ii). Cooperative spectrum sensing
Within a cooperative cognitive radio spectrum sensing system, 
sensing will be undertaken by a number of different radios 
within a cognitive radio network. Typically a central station will 
receive reports of signals from a variety of radios in the network 
and conclude their combined decision by some particular 
fusion rule.

2. Non cooperative spectrum sensing techniques
There are various non cooperative spectrum sensing techniques 
in literature. In order to avoid the harmful interference to the 
primary system, the cognitive radio needs to infer about the 
availability of the spectrum. 

(i). Matched Filter Detection
Matched filtering is known as optimal method for detection 
of primary users when the transmitted signal is known. It is 
a linear filter designed to maximize the output signal to noise 
ratio for given input signal. Convolution does essentially with 
two functions that it places one function over another function 
and outputs a single value suggesting a level of similarity, and 
then it moves the first function an infinitesimally small distance 
and finds another value [7]. Matched filtering requires cognitive 
radio to demodulate received signals. Hence it requires perfect 
knowledge of the primary users signaling features such as 
bandwidth, operating frequency, modulation type, pulse 
shaping and frame format. 
Probability of false alarm (  for a given threshold
given as [8]:

     (1)
Probability of detection is given  as [8]:

     (2)                                                                                                      
Where Q (.) is the Gaussian complementary distribution 
functions.
Advantage of matched filter is that it needs less time to achieve 
high processing gain and probability of false alarm and missed 
detection due to coherent detection. 

(a). Limitations of Matched Filter
In CR networks, the transmitted and its related • 
characteristics are usually unknown or the available 
knowledge is not precise. So the performances of matched 
filter degrade quickly which leads to an undesirable missed 
detection of primary users.
It would require a dedicated sensing receiver for all primary • 
user signal types.
It requires large power consumption as various receiver • 
algorithms need to be executed for detection.

(ii). Energy Detection Method
Energy detection is a non coherent detection technique 
in which no prior knowledge of pilot data is required. The 
detection is based on some function of the received samples 
which is compared to a predetermined threshold level [9]. If 
the threshold is exceeded, it is decided that signal(s) is (are) 
present otherwise it is absent.
Two deterministic type of signal are considered: sine wave (pilot 
tone) and modulated signal with unknown data. 
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Fig. 1: Implementation of energy detection with analogue pre-
filter and square law device

The detection is the test of the following two hypotheses:

where, N is observation interval. Here noise is assumed to be 
additive white Gaussian noise (AWGN) with zero mean and 
variance . In the absence of coherent detection, the signal 
samples can also be modelled as Gaussian random process 
with variance .Decision statistic for energy detector is:-

    (3)
Probability of false alarm (  for a given threshold
given as [8]:

   (4)                                                                                         
where  is the lower incomplete gamma function.
Similarly, probability of detection is given  as [13]:-

  (5)      
Where  is the non central  cumulative 
distribution function of  with  degrees of freedom and 
positive non-centrally parameter .

(a). Limitations of Energy detector
The computation of the threshold used for signal detection • 
is highly susceptible to unknown and varying noise level 
which result in low SNR environments.
It is not possible to distinguish among different primary • 
users since energy detectors cannot discriminate among 
the sources of the received energy.
Radiometers do not provide any additional information • 
regarding the signal transmitted.

(iii). Cyclostationary Detection
Cyclostationary feature detection is a method for detecting 
primary user transmissions by exploiting the cyclostationary 
features of the received signals. A signal is said to be 
cyclostationary, if its autocorrelation is a periodic function of 
time t with some period. A zero-mean continuous signal is 
called cyclostationary if its time varying autocorrelation function 

 defined as [10]: 
   (6)                                                                                          

 is periodic in time t for each lag parameter  and it can be 
represented as a Fourier series

  (7)                                                                                          
Where the sum is taken over integer multiples of fundamental 
cyclic frequency for which cyclic autocorrelation function 
(CAF) is defined as:

 (8)                                                 
The Fourier transform of  is called the cyclic spectrum 
(CS) which is defined as:

  (9)
The detection of the presence and absence of signal is performed 
based on scanning the cyclic frequencies of its cyclic spectrum 
or its cyclic autocorrelation function. The decision is made very 
simple i.e. at a given cyclic frequency if the cyclic spectrum or 
its cyclic autocorrelation function is below the threshold level, 
the signal is absent otherwise signal is present [16]. 
Probability of false alarm (  for a given threshold
given as [8]:

   (10)                                                                                
Similarly, probability of detection is given  as [8]:-

  (11)                                                                           
It is robust to noise uncertainty than energy detector. If the 
signal of PU exhibits strong cyclostationary probabilities, it can 
be detected at very low SNR values by exploiting information 
embedded in the received signal.

(iv). Limitations of Non Cooperative spectrum sensing 
techniques
1. It suffers in multipath fading and shadowing environments 
where deep and fast fades of the received signal strength 
and hidden terminal problem can lead to incorrect spectrum 
utilization.
2. A longer observation time can allow achieving satisfactory 
performances, but such a solution is not exploited in practice 
since fast opportunity detection is desirable in practical CR 
networks.

3. Cooperative Spectrum Sensing Techniques
Multi-path fading is a very important factor which make 
spectrum sensing less reliable and it cannot be ignored. The 
improvement in SNR cannot be made by higher transmit power or 
additional bandwidth because this is against the requirements 
of next generation systems [11].Before transmitting any signal, 
cognitive radio should estimate the power spectral density of 
the radio spectrum so as to check which bands are in use and 
which bands are not utilized. However, there might be another 
user of that spectrum behind the next building, transmitting to 
a tower on the hill. Because the building is between the users, 
the cognitive radio user does not receive another user signal 
and so concludes the spectrum is unoccupied. The “hidden 
terminal problem” must be overcome to ensure that primary 
users of a band are protected from interference.
The solution to this hidden terminal problem is cooperative 
spectrum sensing technique. For rumination of recent advances 
in cooperative spectrum sensing, readers are referred to [12, 
22]. Cognitive radio cooperative spectrum sensing occurs when 
network of cognitive radios share the sense information they 
obtain with each other. The operation of this technique can be 
performed as follows [23]:
Step 1: Every cognitive radio performs local spectrum 
measurements independently and then makes a binary 
decision.
Step 2: All the cognitive radios forward their binary decisions to 
a common receiver which is an access point (AP) in a wireless 
LAN or a base station (BS) in a cellular network.
Step 3: The common receiver combines those binary 
decisions and makes a final decision to infer the absence 
or presence of the primary user in the observed band. 
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Fig. 2: Cooperative spectrum sensing

(i). Advantages of cooperative spectrum sensing
Naturally cooperative spectrum sensing is not applicable 
in all applications, but where it is applicable, considerable 
improvements in system performance can be gained [25]:

Hidden node problem is significantly reduced.• 
Increased in agility.• 
Reduced false alarms• 
More accurate signal detection• 

(ii). Limitations of Cooperative spectrum sensing tech-
niques
Some limitations in cooperative spectrum sensing also exist 
which lead to the development of the antenna based spectrum 
sensing techniques. These may be:

The information forwarded to fusion center implies • 
the introduction of a dedicated control channel and a 
consequent coarse synchronization to avoid a modification 
of the electromagnetic environment during the spectrum 
sensing phase.
The increase of the no. of terminals leads to a consequent • 
increment in costs. 

(iii). Challenges of Cooperative spectrum sensing 
techniques

In cooperation, challenge is to combine the results of • 
various users which may have different sensitivities and 
sensing times.
The need for control channel in cooperation which can • 
be either implemented as a dedicated frequency channel 
or as a underlay UWB channel and overhead associated 
with sensing information exchange is also a significant 
architecture challenge in cooperation.
Developing efficient information sharing algorithms and • 
increased complexity is also considered as a challenge for 
cooperative sensing. As far as the networking is concerned, 
the concerned coordination algorithm should introduce a 
minimum amount of delay.

V. Limitations and challenges in spectrum sensing
Despite of many advanced signal processing and pattern 
recognition techniques which make spectrum sensing 
techniques more understandable, several limitations and 
challenges exist, especially when practical cases are considered. 
In fact, CR terminals have to detect any primary users’ activity 
within a wide region corresponding to the coverage area of the 
primary network and the coverage area of the CR networks.
The followings are the spectrum sensing limitations:

A. Need of Sensitive detector
A CR terminal needs a high detection sensitivity which is 
a challenging requirement for wireless communications, 
especially when spread spectrum transmission techniques 
are used by primary users.

B. Increased Complexity
Spectrum sensing is more complex in those frequency bands 
where primary user can adopt different transmission standards, 
for example Industrial, Scientific and Medical (ISM band). 

C. Occurrence of False detection
In wireless communication, received signal is corrupted by 
multipath fading, shadowing, time varying effects, noise and 
so forth. These phenomena can cause significant variation of 
the received signal strength and it could be difficult to perform 
spectrum sensing. Due to sudden deep fade, can lead to an 
incorrect spectrum utilization causing harmful interference to 
primary users.

D. Hardware requirement
Spectrum sensing for cognitive radio applications requires high 
sampling rate, high resolution analog to digital converters (ADCs) 
with large dynamic range, and high speed signal processors. 
Noise variance estimation techniques have been popularly 
used for optimal receiver designs like channel estimation, soft 
information generation etc., as well as for improved handoff, 
power control, and channel allocation techniques. In cognitive 
radio, terminals are required to process transmission over a 
much wider band for utilizing any opportunity. Additionally, 
high speed processing units (DSPs or FPGAs) are needed for 
performing computationally demanding signal processing tasks 
with relatively low delay.

E. Hidden terminal problem
The hidden terminal (primary user) problem is similar to the 
hidden node problem in Carrier Sense Multiple Accessing 
(CSMA). It can be caused by many factors including severe 
multipath fading or shadowing observed by secondary users 
while scanning or sensing for primary users’ transmissions. 
Cooperative sensing is proposed in the literature for handling 
hidden primary user problem [18, 26-27].

F. Detecting spread spectrum primary users
For commercially available devices, there are two main types 
of technologies: fixed frequency and spread spectrum. The 
two major spread spectrum technologies are frequency 
hopping spread-spectrum (FHSS) and direct-sequence 
spread spectrum (DSSS). Fixed frequency devices operate at 
a single\ frequency or channel. An example to such systems 
is IEEE 802.11a/g based WLAN. FHSS devices change their 
operational frequencies dynamically to multiple narrowband 
channels. This is known as hopping and performed according 
to a sequence that is known by both transmitter and receiver 
(for e.g. Bluetooth). DSSS devices are similar to FHSS devices; 
however, they use a single band to spread their energy. Primary 
users that use spread spectrum signaling are difficult to detect 
as the power of the primary user is distributed over a wide 
frequency range even though the actual information bandwidth 
is much narrower [28]. This problem can be partially avoided 
if the hopping pattern is known and perfect synchronization 
to the signal can be achieved.
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G. Sensing duration and frequency
Primary users can claim their frequency bands anytime while 
cognitive radio is operating on their bands. In order to prevent 
interference to and from licensed owners, cognitive radio should 
be able to identify the presence of primary users as quickly 
as possible and should vacate the band immediately. Hence, 
sensing methods should be able to identify the presence of 
primary users within certain duration. This requirement poses 
a limit on the performance of sensing algorithm and creates 
a challenge for cognitive radio design. Selection of sensing 
parameters brings about a tradeoff between the speed (sensing 
time) and reliability of sensing. Sensing frequency, i.e. how 
often cognitive radio should perform spectrum sensing, is 
a design parameter that needs to be chosen carefully. The 
optimum value depends on the capabilities of cognitive radio 
itself and the temporal characteristics of primary users in 
the environment [29]. If the conditions of primary users are 
known to change slowly, sensing frequency requirements 
can be relaxed. A good example for such a scenario is the 
detection of TV channels. The presence of a TV station usually 
does not change frequently in a geographical area unless a 
new station starts broadcasting or an existing station goes 
offline. Another factor that affects the sensing frequency is the 
interference tolerance of primary users. For example, when 
a cognitive radio is exploiting opportunities in public safety 
bands, sensing should be done as frequently as possible in 
order to prevent any interference. Additionally, cognitive radio 
should immediately vacate the band if it is needed by public 
safety units. The effect of sensing time on the performance 
of secondary users is investigated in [30]. Optimum sensing 
durations to search for an available channel and to monitor a 
used channel are obtained. The goal is to maximize the average 
throughput of secondary users while protecting primary users. 
In order to efficiently utilize the available radio resources, the 
duration and periodicity of the spectrum sensing phase have 
to be minimized. In fact, the opportunities have often a limited 
duration and CR terminals usually cannot exploit them, while 
performing spectrum sensing.

H. Security
In cognitive radio, a selfish or malicious user can modify its air 
interface to mimic a primary user. Compared with traditional 
radio, CR is more flexible and exposed to the wireless network. 
Hence, it can mislead the spectrum sensing performed by 
legal primary users. Between, the centralized and distributed 
architectures and cooperation and non cooperation approaches, 
the centralized architecture and cooperation approach are 
more vulnerable to attacks. The most severe attack to these 
two solutions is Denial of service (Dos) attack. In centralized 
architecture network, if an attacker can manipulate the central 
entity or prevent the central entity from communication, the 
whole network is under control of the attacker. In cooperation 
CRN, if an attacker controls one of the nodes, it can transmit 
spurious information to the other nodes. It may terminate 
transmitting information to others. Common control channel is 
a target for Dos attacks because successful jamming of this one 
channel may prevent or stop all communication. In distributed 
architecture or can be said non cooperation network, an attack 
against one CR will not affect other CR terminals because other 
terminals operate independently in this case.

To overcome the drawbacks of the Non cooperative spectrum 

sensing, cooperative and multiple antenna spectrum sensing 
techniques can be proposed. Cooperative and multiple 
antenna system can be used to mitigate multipath fading, 
while cooperative approach can be used to limit shadowing 
effects. Cooperative spectrum sensing techniques may be able 
to overcome the hidden node problem if the cooperating CRs 
are apart enough to receive sufficiently uncorrelated versions of 
the same primary user signal. It allows not only a performance 
improvement but also suited for IEEE 802.22 WRAN, where 
a base station can be act as a fusion center. It can be also 
advantageous if the cooperative CR terminals can achieve the 
same performances of a non cooperative CR terminal by using 
less performing and cheaper hardware.

VI. Challenges associated with spectrum sensing 
techniques
1. One of the main requirements of cognitive networks is 
the detection of licensed users in a very short time. It is very 
necessary to develop an interference detection model by 
effectively measuring the interference temperature.
2. The required SNR for detection may be very low.
3. Multipath fading and time dispersion of the wireless channel 
complicate the sensing problem. Multipath fading may cause 
the signal power to fluctuate as much as 30 dB, while unknown 
time dispersion in wireless channels may turn the coherent 
detection unreliable.
4. The noise or interference level may change with time and 
location which yields the noise power uncertainty issue for 
detection.
5. For selecting a sensing technique some tradeoffs should 
be considered such as accuracy, computational complexity, 
sensing duration requirements, network requirements.

VII. Conclusion
This paper summarizes the limitations and challenges 
associated with different types of spectrum sensing techniques. 
In this paper spectrum sensing concepts are re-evaluated by 
considering various dimensions of the spectrum space. Different 
aspects of the spectrum sensing task are explained. Challenges 
of cooperative spectrum sensing include developing efficient 
information sharing algorithm and increased complexity. Novel 
spectrum sensing algorithms need to be developed such 
that the no. of samples needed to detect the primary user is 
minimized within a given detection error probability.
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