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Abstract
There has been a lot of research in recent years into the 
implementation of cryptographic algorithms over GF(2m), GF( 
pm),  and GF(p), p large prime. A general architecture for a 
cryptographic processor capable of handling operations for 
elliptic curve cryptosystems and pairings over any field, and the 
software to generate it, is introduced. The processor implements 
a ROM instruction set to simplify control of the system and 
reduce hardware complexity. Efficient scheduling of the data 
is used to determine the optimum resource requirement for 
the processor. The post place and route results for a number 
of generated elliptic curve processors are given.
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I. Introduction
Elliptic curve cryptography was proposed byMiller  and Koblitz  
in 1985. It provides a means for two hosts to generate a secret 
key for  communication across an insecure channel. Elliptic 
curve cryptography provides relatively better security per bit 
than other cryptographic standards such as RSA . The reduced 
bit length for elliptic curve cryptosystems (ECC) means they 
require less memory and hardware resources to implement. 
The basis for the strength of the ECC is the elliptic curve discrete 
logarithm problem (ECDLP). Given two points Q and P on an 
elliptic curve E, find the integer k such that Q ¼ kP. This is the 
operation required to retrieve a secret key from an ECC. For a 
large enough key size, a brute force attack would require too 
much computing power and time to be feasible.

II. Mathematical Background

A. Groups and fields
If a field has a finite set of elements, it is a finite or Galois field. 
Galois fields have a great importance in cryptography due to 
the discrete logarithm problem . Given an element g in a finite 
group G and an integer a it is easy to calculate h ( ga), h [G. 
Knowing only g and h, however, it is difficult to compute a. This 
is the basis for elliptic curve cryptography.
Elements in the field GF(2) are represented by 0, 1. In hardware, 
addition and multiplication in this field are performed by 
logical XOR and AND operations. Elements in the field GF(q), 
q . 2, require more complex encoding and hence the hardware 
complexity for arithmetic operations is increased. An extension 
field of degree m can be generated by an irreducible polynomial 
f (x) ¼ Pm i¼0 fixi, fi [GF(q) and is denoted GF(qm). Elements 
of the extension field can be represented as polynomials over 
GF(q). The larger the field size (qm), the more computing power 
needed to calculate the private key.
The fields GF(qm), q ¼ p where p is some small prime, have been 
shown to give similar security to the field GF(2m) for smaller 
extension degree m. For example the fields GF(2163) and 
GF(397) are cryptographically equivalent . The difference in the 
computational complexity involved for each field increases with 

q. The first important difference is the number of bits required 
to encode each element of the field. possible encoding needed 
for GF(3) and GF(5). As a result, the hardware implementation 
of additions and subtractions in GF(3m) requires an array of 
XOR and AND gates for each coefficient. The number of gates 
needed increases as the field size increases. More advanced 
architectures must be used for operations such as multiplication 
and inversion
We also consider the field GF(p) with integers 0, 1, 2, . . . , p _ 
1, where p is a large prime and all arithmetic within the field is 
performed modulop. We choose p to be prime because, over a 
prime field exponentiation is a relatively simple operation, while 
the inverse is very difficult. This is an important property for 
the DLP and the ECDLP. In the prime field, we perform modular 
additions, subtractions and multiplications for calculating ECC 
and pairings operations. A method for performing modular 
multiplication proposed by Montgomery  and involves a series 
of modular additions and right shifts. addition and subtraction 
are relatively simple to implement.

B. Elliptic curves
An elliptic curve E(GF(q)) over GF(q) is the set of points
P ¼ (x, y), x, y [ GF(q) such that y2 þ a1xy þ a3 y ¼ x3 þ a2x2 
þ a4x þ a6, ai [ GF(q) along with a special point at infinity @. E 
is also an ellipticcurve over the extension fields GF(qm). The 
number ofpoints on the curve is q þ 1 _ t, where t is the trace 
of Frobenius (Tr). Given a point P ¼ (x, y) and a positive integer 
n, the order of P is the smallest positive integer n such that nP 
¼ @. The curve E where t is a multiple of the characteristic p is 
supersingular, otherwise it is non-supersingular. The choice of 
curve determines the group law and defines the equationsfor 
point doubling and point addition.
An ordinary elliptic curve over GF(2m) is defined by the set of 
points (x, y) that satisfy
y2 þ xy ¼ x3 þ a2x2 þ a6, a2, a6 = 0 [ GF(2m)
An ordinary elliptic curve over GF(3m) is defined by the set of 
points (x, y) that satisfy
y2 ¼ x3 þ a2x2 þ a6, a2, a6 = 0 [ GF(3m)
Elliptic curves over large prime fields are described using the 
Weierstrass equation
y2 ¼ x3 þ a4x þ a6 (4)
where x, y, a4 and a6 [ GF(q) and 4a34þ 27a26 = 0

C. EC point addition and doubling:    
Elliptic curve multiplication is defined by the repeated addition 
of a point P to itself over the elliptic curve.
For example taking k ¼ 5
Q ¼ kP ¼ P + P þ P þ P þ P ¼ 2(2P) þ P
Algorithms such as the double and add algorithm are used 
to calculate point multiplication efficiently through a series of 
point doublings and additions. The double and add algorithm 
requires nk point doubling operations, nk is the bit length of 
the key, and w(k) point additions, w(k) is the binary weight 
of the key. Large values for k are needed to ensure a secure 
encryption as a brute force attack can solve the ECDLP with 
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relative ease where k is small . The ECDLP given an elliptic 
curve E(GF(q) and points P and Q on the curve, determine the 
integer l such that Q ¼ lP.
Consider two separate points on an elliptic curve, P ¼ (xp, yp) 
and T ¼ (xt, yt). A line l is drawn through the points P and T. 
The line l intersects the curve at a third point, T0 ¼ (xt0 , yt0 
) is the inverse of that point, where T0 ¼ P þ T. Similarly, if T 
¼ P then this is point doubling and a tangent to the pointis 
used. The tangent intersects with the curve at a second point, 
T 0 ¼ 2(T) is the inverse of this point. The group law for point 
addition for the curves in (2) and (3). The equations GF(2m) 
and GF(3m) apply when using affine coordinates to represent 
the curve. 

III. Performance Analysis and Implementation Results
The proposed Cryptographic co processor was implemented 
using TSMC 0.13- m CMOS technology and realized as a hard 
macro. Fig. shows a physical view of the RCP, which has a core 
area of 2.3378 mm(1.529 mm 1.529 mm). The RCP, verified 
using golden patterns of IEEE std. and , can operate at415 
MHz according to the post-layout simulation with a gate count 
of about 331.7 Kgates. Note that the gate count is computed 
in terms of the equivalent number of two-input NANDgate 

Fig.1: Computation time of modular exponentiation and 
elliptic curve scalar multiplication 
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Fig. 1: Computation time of   elliptic curve scalar 
multiplication.
Above Fig.  depicts the computation times required to accomplish 
scalar multiplication for ECC cryptosystems, respectively. The 
energy consumption, expressedas milli-joule per operation, of 
related cryptographic applications using the developed RCP 
which is derived by multiplying its power dissipation by the 
associated computation time. The power dissipation of each 
operation was estimated using the Primepower tool provided 
by Synopsys.

Fig. 2: public key generation
Fig. 2 shows a public key generation.

Table:power summary

IV. Conclusion
A high-performance cryptographic processor that supportsboth 
the prime field and binary extension field operations using 
a reconfigurable datapath was presented. This datapath 
successfully merged modular multiplication/ squaring and 
division/multiplication into single reconfigurable computing 
cells with limited multiplexers. The processor can handle field 
arithmetic for cryptography algorithms by using microcode 
sequences without modifying hardware. Experimental results 
show that the developed cryptographic processor exhibits 
obvious speed and performance advantages in comparison 
with related works, and can accommodate a large number of 
cryptosystem applications.
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