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Abstract
In modern era, evaluation of networking and wireless networks 
has come forward to grant communication anywhere at 
any time. Security of wireless networks is main aspect and 
encryption algorithms play an important role to provide the 
security to the wireless networks. This paper provides a fair 
performance comparison between the various cryptography 
algorithms on different settings of data packets. In this paper 
we analyze the encryption and decryption time of various 
algorithms on different settings of data. All the Simulation has 
been conducted using visual basic language as front end and 
Microsoft access using back end.
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I. Introduction
Encryption is the process of transforming plain text into 
a cipher text by obscuring its meaning and so to avoid any 
unauthorized access to the original data. At receiver side 
decryption process is used which transforms ciphers text into 
plain text. Many encryption algorithms are widely available and 
used in information 
security. There are many examples of cryptography algorithms 
like AES, 3DES, Blowfish and DES. DES uses 64-bit key and 
triple DES uses 364-bit keys while AES uses 128, 192 and 256 
bit keys. Blowfish uses the variable key size of 32-bit to 448 
bits. But the default key size is 128 bits.

II. Description of various cryptography Algorithms 
Brief definitions of most common Encryption techniques are 
given as follow:
DES: DES (Data Encryption Standard) was the first encryption 
standard to be recommended by NIST. DES is (64 bits key size 
with 64 bits block size). Since that time, many attacks and 
methods recorded the weaknesses of DES, which made it an 
insecure block cipher [1], [9].
3DES: 3DES (Triple DES) is an enhancement of DES; it is 64 bit 
block size with 192 bits key size. In this standard the encryption 
method is similar to the one in the original DES but applied 
3 times to increase the encryption level and the average safe 
time. It is a known fact that 3DES is slower than other block 
cipher methods [9]. Blowfish is block cipher 64-bit which can be 
used as a replacement for the DES algorithm. It takes a variable 
length key, ranging from 32 bits to 448 bits; default 128 bits. 
Blowfish: Blowfish is unpatented, license-free, and is available 
free for all uses. Blowfish has variants of 14 rounds or less. 
Blowfish is successor to Twofish [5]. 
AES: AES is a block cipher .It has variable key length of 128, 
192, or 256 bits; default 256. It encrypts data blocks of 128 
bits in 10, 12 and 14 round depending on the key size. AES 
encryption is fast and flexible [9]. This study evaluates four 
different encryption algorithms DES, 3DES, Blowfish and 

DES. The performance measure of encryption schemes will 
be conducted in terms of encryption and decryption times with 
changing the size of text files. This paper is organized as follow: 
Introduction in section I, decryption of various algorithms in 
section II, and experimental work with its Results in section III, 
conclusion and future scope of present study are explained 
in section IV.

III. Experimental Work
In order to compare the performance of various cryptography 
Algorithms all were implemented using visual basic language. 
The experiment has been carried out using a laptop having 
specifications 2.20 GHz. Intel Pentium core 2 Duo processor 
with 4 GB RAM on windows 7 Home Premium 32-bit operating 
system. In this experiment software encrypt and decrypts 
the text files size that ranges from 20 Kb to 99000 Kb.  The 
performance matrices are encryption and decryption time. 
The encryption time is defined as the time that an encryption 
algorithm takes to generate a cipher text from plain text and 
decryption time is defined as the time that an encryption 
algorithm takes to generate plain text from cipher text. More the 
encryption & decryption time more will the power consumption 
and speed will be less. The fig. 1 shows the screen shot of 
software using which the user firstly select derive then folder 
after this particular file and at last the type of algorithm.

Fig. 1: Screen shot of the Software

Screen shot of software shows that all the four encryption 
algorithms can be implemented to different file sizes.  All the 
four encryption algorithms have been tested with different of 
text file sizes. The experiment results are shown below: 
Comparison of encryption time has been explained in the 
following table 1 and also the execution time of various 
encryption algorithms on different text file sizes.
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Table 1: Comparative Encryption Times (In milliseconds) of 
various algorithms with different packet size

Text File Size
in Kbytes

AES 3DES Blowfish DES

20 42 34 25 20
48 55 55 37 30

108 40 48 45 35
241 91 82 46 51
322 115 115 48 47
780 165 170 65 85
910 213 230 68 145

5501 260 310 120 250
7200 210 286 109 260
7838 1240 1470 122 1280

22335 1370 1800 155 1720
42000 1530 2300 165 2100
99000 1720 2750 190 2600

Average Time 542.38 742.31 91.92 663.31

Fig. 2: Encryption Time of Each Algorithm (In Milliseconds)

The simulation results for this comparison shown in fig. 2 and 
table 1. The result shows the superiority of Blowfish algorithm 
over the other algorithms in terms of the processing encryption 
time. Because less the time; less will be the power consumption 
& more the speed of the algorithm Second point can be noticed 
here that AES has advantage over the other 3DES and DES in 
terms of processing encryption time except Blowfish. In third 
point we say can that DES has better performance than 3DES. 
Fourth point which has been concluded that 3DES has least 
performance than all. Finally it is concluded that Blowfish is 
the best of all.

Table 2: Comparative Decryption Time (in milliseconds) of 
various algorithms with different packet size

Text File 
Size in 
Kbytes

AES 3DES Blowfish DES

20 45 40 28 34
48 63 53 37 50

108 57 50 29 47
241 61 78 53 72
322 77 88 67 75
780 150 151 95 122
910 144 173 90 160

5501 172 180 102 168
7200 165 1108 85 988
7838 660 1507 150 1052

22335 885 1708 140 1200
42000 998 2030 190 1800
99000 1208 2730 210 2200

Average 
Time

360.38 761.23 98.15 612.92

Fig. 3: Decryption Time of Each Algorithm (In Milliseconds)

The simulation results for this comparison shown in fig. 3 and 
table 2. The result shows the superiority of Blowfish algorithm 
over the other algorithms in terms of the processing decryption 
time. Because less the time; less will be the power consumption 
& more the speed of the algorithm Second point can be notice 
here that AES has advantage over the other 3DES and DES in 
terms of processing decryption time except Blowfish. Third point 
is to be noticed here that DES has a better performance than 
3DES in terms of Decryption time. Fourth point which has been 
concluded that 3DES has least performance than all. Finally it 
is concluded that Blowfish is the best of all.

IV. Conclusion and Future Scope
This paper presents the performance evaluation of selected 
symmetric algorithms. The selected algorithms are AES, 3DES, 
Blowfish and DES. The presented simulation results show the 
numerous points. Firstly it was concluded that Blowfish has 
better performance than other algorithms followed by AES. 
3DES has least efficient of all the studied algorithms. In future 
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we can use Encryption techniques in such a way that it can 
consume less time and power furthermore; we try to develop 
stronger Encryption Algorithm with high speed and minimum 
energy consumption.
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