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Abstract
Mobile adhoc network (MANET) is a temporary network 
setup for a specific purpose without help of any pre-existing 
infrastructure. The nodes in MANET are empowered to exchange 
packet using a radio channel. The nodes not in direct reach of 
each other uses their intermediate nodes to forward packets.  
Therefore threats exist to a mobile ad hoc network both from 
external nodes unauthorized to participate in the mobile ad hoc 
networks, and from internal nodes, which have the authorization 
credentials to participate in the mobile ad hoc network. Internal 
nodes giving rise to threats can be further divided according 
to their be haviour - failed, badly failed, selfish and malicious 
nodes. Badly failed nodes may perform operations in correctly, 
introducing false and misleading information into the network. 
Malicious nodes may deliberately dis rupt the network using a 
variety of attacks. In this paper we have shown Adhoc networks 
present different threats due to their very different properties 
and how security is provided and maintained.
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I. Introduction
Wireless networks can be classified into two types: Infrastructure 
based networks and Infrastructure less (Mobile Adhoc) 
Networks. 
Infrastructure based network consists of a network with a fixed 
and wide gateways. Mobile hosts communicate with a bridge 
in the network (called base station) within its communication 
radius. A lack of infras tructure presents problems with 
centrally controlled security, for example access control, which 
is traditionally maintained by a central server. Also security 
mechanisms involving trusted third parties may no longer be 
viable in adhoc networks. 

Fig. 1: Mobile Adhoc networks

As nodes may be mobile, entering and leaving the network, a 
dynamic topology means that security will have to be scalable. 
Commu nication is likely, to be wireless, so bandwidth will be 
limited. An even more important constraint is energy. This 

introduces issues with heterogeneous networking, where 
resource intensive security mechanisms may not work in an 
ad hoc environment. This paper concentrates on presenting 
a general threat model for mobile ad hoc networks which 
classifies the different behaviors of mobile ad hoc nodes into 
external threats by unauthorized entities, and internal threats 
posed by trusted entities. One of the key re search areas in 
mobile ad hoc networks is setting up and maintaining the 
ad hoc infrastructure through the use of routing protocols. 
Existing protocols are likely to be too resource intensive to be 
suitable for ad hoc net work use, so many solutions using a 
variety of different methods are currently the subject of ongoing 
research. This paper will use routing protocols as an example 
to demonstrate the threat model. 

II. Characteristics of Manet
Routing is a major area of research in ad hoc net works, as the 
characteristics of ad hoc networks pose many new challenges 
by comparison with traditional wired area networks. Existing 
protocols are likely to be too resource intensive to be suitable 
for ad hoc use, so many solutions using a variety of methods 
are be ing proposed and studied. The Internet Engineering 
Task Force (IETF) has set up a working group called MANET1, 
with the objective of selecting the most suit able protocols. 
There are two main types of ad hoc network routing protocols, 
pro-active and reactive pro tocols. Within these categories, 
different implementa tions use a variety of techniques to find 
and maintain routes. Most routing protocols are table-driven, 
where information is processed and stored in routing tables, 
but other novel methods have been proposed.

Reactive protocol operation is typically divided into route 
discovery cycle and route maintenance. A node initiates route 
discovery when it needs to send a data packet to a destination 
whose route is unknown. This typically involves broadcasting 
some form of route re quest message, where an intermediate 
or the destination node itself can provide the originator node 
with a reply, containing the route to the destination. Route 
maintenance is required as there are no periodic route update 
messages. Instead, when a link break is de tected between two 
nodes, one or both nodes are re sponsible for propagating error 
information about the broken link to air affected parties.

III. Ad Hoc Network Routing Threats
The main threats to an ad hoc network routing pro tocol 
are as follows. This list also provides the basis of security 
requirements.

A. Confidentiality
The primary confidentiality threat in the context of routing 
protocols is to the privacy of the routing information itself, which 
leads to a secondary privacy threat to information such as the 
network topology, geographical location, etc.

B. Integrity 
The integrity of a network depends on all nodes in the network 
following correct routing procedures so that every node has 
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correct rout ing information. Therefore threats to integrity are 
those which either introduce incorrect routing in formation or 
alter existing information.

C. Availability
This is defined as access to routing information at all times 
upon demand. If a route exists to a mobile node, then any 
node should be able to get that route when they require it. 
Also a routing operation should not take an excessive amount 
of time to perform, delaying a node from receiving up-to-date 
route information. Related to this, a node should be able to 
carry out normal operations without excessive interference 
caused by the routing protocol or security.

D. Authorization
An unauthorised node is one which is not allowed to have access 
to routing informa tion, and is not authorised to participate 
in the ad hoc routing protocol. There is no assumption that 
there is an explicit and formal protocol, simply an abstract 
notion of authorisation. However, as discussed below, formal 
identity authentication is a very important security requirement, 
needed to provide access control services within the ad hoc 
network.

E. Dependability & Reliability
One of the most com mon applications for ad hoc networks is 
in emer gency situations when the use of wired infrastruc ture 
is infeasible. Hence, routing must be reli able, and emergency 
procedures may be required. For example, if a routing table 
becomes full due to memory constraints, a reactive protocol 
should still be able to find an emergency route to a given 
destination.

IV. Internal & External Threats
The threat model used here distinguishes between ex ternal 
and internal attacks. External attacks are performed by 
unauthorised nodes or entities. These threats are likely to be 
more easily de tected than threats from internal nodes. Internal 
at tacks are posed by internal nodes, i.e. they are per formed 
by authorised nodes within the ad hoc network. These threats 
are thus likely to be more difficult to de tect as they arise from 
trusted sources.
In the text below, 'correct' data packets and 'cor rect' procedures 
are simply those that adhere strictly to the routing protocol 
being used. By contrast 'incor rect' data packets and 'incorrect' 
procedures are those which are in any way different to the 
format and behavior as stated in the protocol. 'False' data 
packets are data packets that are of the correct protocol format, 
but contain false information.

A. External Threats
In the presence of an authentication protocol to pro tect the 
upper layers, external threats are directed at the physical and 
data link layers. Physical layer security is intrinsically difficult to 
provide due to the possibly mobile nature of ad hoc nodes.
We divide external threats into two major categories: passive 
eavesdropping, where the adversary simply lis tens to transmitted 
signals, and active interference, where the opponent sends 
signals or data designed to disrupt the network in some way.

B. Active Interference 
The major threat from active interference is a denial of service 

attack caused by blocking the wireless com munication channel, 
or distorting communications. The effects of such attacks 
depend on their duration, and the routing protocol in use. With 
regard to the routing of data packets, reactive routing protocols 
may see a denial of service attack as a link break. Route mainte-
nance operations will cause most protocols to report the link 
as broken so that participating nodes can find an alternative 
route. Proactive routing protocols do not react immediately 
to non-delivery of data packets. If the route is believed to be 
broken, it will eventually be timed out and deleted.

Probably the most serious type of denial of service at tack 
is a sleep deprivation torture attack, where node energy 
is deliberately wasted. With limited power and resources, 
prevention of such attacks is of utmost importance. Security 
against such attacks has already been extensively studied and 
developed by the military for packet radio networks. Spread 
spectrum technology is designed to be resistant to noise, 
interference, jam ming, and unauthorized intrusion.

There are also threats to integrity, e.g. where an ex ternal attacker 
can attempt to replay old messages, or change the order of 
messages. Old messages may be re played to reintroduce out-
of-date information. Out-of  date routing information could lead 
to further denial of service attacks as nodes try to use old 
but invalid routes, or delete current valid routes. If the routing 
protocol utilizes neighbour sensing by monitoring received 
data packets, replaying old packets may falsely lead nodes 
into believing that an 'old' link with a neighbour has become 
active and usable again.

C. Internal Threats
The threats posed by internal nodes are very serious, as internal 
nodes will have the necessary information to participate in 
distributed operations. Internal nodes can misbehave in 
a variety of different ways; we identify four categories of 
misbehavior - failed nodes, badly failed nodes, selfish nodes 
and malicious nodes.
Note that two misbehaving nodes within the same category 
may exhibit different degrees of incorrect node behaviour. 
For example, some nodes will be more selfish than others: 
Also, a node may demonstrate behaviors from more than 
one category - indeed; this may even be the typical case. 
Adhoc networks maximize total network throughput by using 
all available nodes for routing and forwarding. Therefore the 
more nodes that participate in packet routing, the greater the 
aggregate bandwidth, the shorter the possible routing paths, 
and the smaller the possibility of a network partition. However, 
a node may misbehave by agreeing to forward packets and then 
failing to do so, because it is overloaded, selfish, malicious, 
or broken.

V. Failed Nodes
Failed nodes are simply those unable to perform an operation; 
this could be for many reasons, including power failure and 
environmental events. The main is sues for ad hoc routing are 
failing to update data struc tures, or the failure to send or forward 
data packets, including routing messages. This is important 
as those data packets may contain important information per-
taining to security, such as authentication data and routing 
information. A failure to forward route error messages will mean 
that originator nodes will not learn of broken links and continue 
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to try to use them, cre ating bottlenecks. 

VI. Badly Failed Nodes
Badly failed nodes exhibit features of failed nodes such as 
not sending or forwarding data packets or route messages. In 
addition they can also send false rout ing messages, which are 
still correctly formatted, but which contain false information and 
are a threat to the integrity of the network. For example, false 
route re quests for a node which does not exist may circulate in 
the ad hoc network using up valuable bandwidth, as no node 
can provide a suitable reply. Unnecessary route re quests for 
routes which badly failed nodes already have might also be 
sent. False route replies in response to a true route request 
may result in false routes being set up and being propagated 
through the network. False route error messages will cause 
working links to be marked as broken, potentially initiating a 
route maintenance pro cedure.
Protocols such as AODV (Adhoc On-Demand Distance Vector) 
include within the route er ror messages a list of affected nodes 
to which the route errors should be unicast. If this list is large, 
then the threat not only affects network integrity, but is also 
a denial of service attack, as resources and band width are 
being used up by the large volume of route error messages 
sent, and the unnecessary route requests and replies used to 
find alternative routes

VII. Selfish Nodes
Selfish nodes exploit the routing protocol to their own advantage, 
e.g. to enhance performance or save resources. Selfish nodes 
are typified by their unwill ingness to cooperate as the protocol 
requires whenever there is a personal cost involved, and will 
exhibit the same behaviors as failed nodes, depending on what 
operations they decide not to perform. Packet drop ping is the 
main attack by selfish nodes, where most routing protocols 
have no mechanism to detect whether data packets have 
been forwarded, DSR (Dynamic Source routing) being the only 
exception. Thus, another pattern of behaviour to consider is 
partial dropping, which could be difficult to prevent and detect. 
It is important to emphasize that, in this model, selfish nodes 
do not perform any action to compromise network integrity by 
actively introduc ing incorrect information.

VIII. Conclusion
Mobile adhoc networks present different threats due to their 
very different properties. These properties open up very different 
security risks from conventional wired networks, and each of 
them affects how security-is pro vided and maintained. Mobile 
wireless networks are generally more prone to physical security 
threats than are fixed-cable networks. The increased possibility 
of eavesdropping, spoofing, and denial of service attacks 
should be carefully considered. Existing link security techniques 
are often applied within wireless networks to reduce security 
threats. As a benefit, the decentralized nature of the network 
control in MANETs provides additional robustness against the 
single points of failure of more centralized approaches. Any 
protocols and simulations to test them should include the 
capability to handle each type of node and attack.
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