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Abstract
Wireless sensor networks are one of the largest growing types of 
networks today. They consist of Thousands of inexpensive nodes, 
each having sensing capability with limited computational and 
communication power. Their reliability, cost-effectiveness, 
ease of deployment and ability to operate in an unattended 
environment, among other Positive characteristics make sensor 
networks the leading choice of networks for these applications. 
Here pattern generation for data aggregation is performed 
securely by allowing a sensor network to aggregate encrypted 
data without first decrypting it. In this pattern generation 
process, initially when a sensor node senses an event from 
the environment, a pattern code is generated and sends to 
the cluster head. This generated pattern code is compared 
with the existing pattern code in the cluster head and then 
reception of the acknowledgement, Authentication and the 
transmission of actual data then follows. The simulator used 
for the implementation is GloMoSim Network Simulator (Global 
Mobile Information Systems Simulation Library). This is more 
efficient due to aggregated data transmission, secure and 
bandwidth efficient.
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I. Introduction
A wireless sensor network  consists of spatially 
distributed autonomous sensors to monitor data such 
as temperature, sound, vibration, pressure,etc and to 
cooperatively pass their data through the network to a main 
location [6]. The WSN is built of "nodes" – from a few to several 
hundreds or even thousands, where each node is connected 
to one (or more) sensors. Each such sensor network node 
has typically several parts: a radio transceiver with an internal 
antenna or connection to an external antenna, a microcontroller, 
an electronic circuit for interfacing with the sensors and an 
energy source, usually a battery or an embedded form of energy 
harvesting. 
The primary function of a wireless sensor network is to 
determine the state of the environment being monitored by 
sensing some physical event. Wireless sensor networks consist 
of hundreds or thousands or, in some cases, even millions 
of sensor devices that have limited amounts of processing 
power, computational abilities and memory and are linked 
together through some wireless transmission medium such 
as radio and infrared media. These sensors are equipped with 
sensing and data collection capabilities and are responsible 
for collecting and transmitting data back to the observer of 
the event. Sensors may be distributed randomly and may be 
installed in fixed locations or they may be mobile. For example, 
dropping them from an aircraft as it flies over the environment 
to be monitored may deploy them. Once distributed, they may 
either remain in the locations in which they landed or they may 
begin to move if necessary. 
Sensor networks are dynamic because of the addition 
and removal of sensors due to device failure in addition to 

mobility issues. Security in wireless sensor networks is a 
major challenge. The limited amount of processing power, 
computational abilities and memory with which each sensor 
device is equipped makes security a difficult problem to solve. 
The GlomoSim network simulator (Global Mobile Information 
Systems Simulation Library) is the simulator used which is a 
scalable simulation environment for large wireless and wired 
line communication networks. GloMoSim uses a parallel 
discrete-event simulation capability provided by Parsec. The 
pattern codes are basically representative data items that are 
extracted from the actual data in such a way that every pattern 
code has certain characteristics of the corresponding actual 
data.

II. Use of Glomosim Simulator
After successfully installing GloMoSim, a simulation can 
be started by executing the following command in the BIN 
subdirectory.
 /glomosim < inputfile >
The <inputfile> contains the configuration parameters for the 
simulation (an example of such file is CONFIG.IN). A file called 
GLOMO.STAT is produced at the end of the simulation and 
contains all the statistics generated.

Fig. 1: The Visualization Tool

GloMoSim has a Visualization Tool that is platform independent 
because it is coded in Java. To initialize the Visualization Tool, 
we must execute from the java-Gui, java GlomoMain. This tool 
allows to debug and verify models and scenarios; stop, resume 
and step execution; show packet transmissions, show mobility 
groups in different colors and show statistics. The radio layer 
is displayed in the Visualization Tool as follows: When a node 
transmits a packet, a yellow link is drawn from this node to all 
nodes within its power range. As each node receives the packet, 
the link is erased and a green line is drawn for successful 
reception and a red line is drawn for unsuccessful reception. 
GloMoSim requires a C compiler to run and works with most 
C/C++ compilers on many common platforms [7].

III. Pattern Generation (PG)
Input: Sensor reading D,Data parameters being sensed.

Secure and Efficient Data Transfer in WSN
Anu Jyothy 

ME (Applied Electronics), Dubai, UAE 



 InternatIonal Journal of electronIcs & communIcatIon technology 235

IJECT Vol. 2, IssuE 3, sEpT. 2011ISSN : 2230-7109(Online)  |  ISSN : 2230-9543(Print)

w w w . i j e c t . o r g

Output: Pattern-code (PC)
 • Sensing data from the environment
• Defining intervals from threshold values set for environment 

parameters
• Assigning critical values for intervals using pattern seed 

from cluster-head
• Generating the lookup table
• Generating pattern codes using pattern generation 

algorithm
• Sending pattern codes to cluster-heads
• Receiving send-requests/ACK from the cluster-head
• Sending encrypted actual data to cluster-heads
This explains how PG algorithm generates a pattern code[1]. Let 
D (D1, D2, D3) denote the sensed data with three parameters D1, 
D2, and D3 representing temperature, pressure and humidity 
respectively in a given environment. Each parameter sensed 
is assumed to have threshold values between the ranges 0 to 
100 as shown in Table 1. 

1. Algorithm
The pattern generation algorithm performs the following 
steps
• Pattern code to be generated is initialized to empty pattern 

code 
• The algorithm iterates over sensor reading values for 

parameters of data that are being sensed. In this case, it 
first considers temperature 

• Temperature parameter is extracted from sensor reading 
D 

•  For the temperature parameter, the algorithm first checks 
whether a new pattern seed is received from the cluster-
head. Arrival of a seed refreshes the mapping of critical 
values to data intervals. 

• The data interval that contains the sensed temperature 
is found from the interval table.

• Then, from the interval value, corresponding critical value 
is determined. “Table 2: Critical value table”, Shows the 
critical values for different sensor readings of Table 1.

• PC is set to the new critical value found. For pressure and 
humidity; corresponding critical values are appended to 
the end of partially formed PC.

• Previous steps are applied for the pressure and humidity 
readings

• When full pattern code is generated, timestamp and 
sensor identifier is sent with the pattern code to the cluster-
head.

Table 1: Look up table for Data Intervals and Critical Values

Threshold 
values

30 50 70 80 90 95 100

Interval 
values

0-30 31-
50

51-
70

71-
80

81-
90

91-
95

96-
100

Critical 
values

1 2 3 4 5 2 3

Table: 2 Pattern Code Generation Table
SENSORS 1 2 3 4 5

DATA D(56,92,
70)

D(70,25,
25)

D(58,93,
69)

D(68,28,
30) D(63,24,26)

CRITICAL 
VALUE FOR 
D1

3 3 3 3 3

CRITICAL 
VALUE FOR 
D2

2 1 2 1 1

CRITICAL 
VALUE FOR 
D3

3 1 3 1 1

PC 323 311 323 311 311

Pattern codes with the same value are referred as a redundant 
set. In this example, data sensed by sensor 1 and sensor 3 are 
same with each other as determined from the comparison of 
their pattern code values (pattern code value 323) and they 
form the Redundant Set #1. Similarly, data sensed by sensor 2 
sensor 4 and sensor 5 are the same (pattern code value 311), 
Redundant Set #2. The cluster-head selects only sensor from 
each redundant set (sensor 1 and sensor 5 in this example) 
to transmit the actual data of that redundant set based on 
the timestamps.

IV. Pattern Comparison

Input: Pattern codes
Output: Request sensor nodes in the selected-set to send actual 
encrypted data.
In cluster-head
• Broadcasting the pattern seed for each time interval
• Receiving pattern codes from sensor nodes
• Forming the selected-set of pattern codes using the pattern 

comparison algorithm
• Requesting selected sensor nodes to send actual data
The cluster-head runs the pattern comparison to eliminate the 
redundant pattern codes resulting in prevention of redundant 
data transmission [2]. Cluster heads choose a sensor node for 
each distinct pattern code to send corresponding data of that 
pattern code, and then chosen sensor nodes send the data 
in encrypted form to the base station over the cluster-head. In 
pattern comparison algorithm, upon receiving all of the pattern 
codes from sensor nodes in a period of T, cluster-head classifies 
all he codes based on redundancy. The period T varies based on 
the environment and the application type of the sensor network. 
Unique patterns are then moved to the ‘selected-set’ of codes. 
The sensors nodes that correspond to the unique pattern set 
(‘selected-set’) are then requested to transmit the actual data. 
ACK signals may be broadcast to other sensors (‘de-selected 
set’) to discard their (redundant) data. While pattern based 
data aggregation ensures security, it has limited precision as 
specified by user requirements since a number of values in 
the same interval are mapped to a critical value, which forms 
part of a pattern code. Once pattern codes are generated, 
they are transmitted to cluster-head using SDT (session data 
transmission). SDT is implemented in every session of data 
transmission, where session refers to the time interval from the 
moment the communication is established between a sensor 
node and the cluster-head until the communication terminates. 
Each session is expected to have a large number of packets. 
In the beginning of each session, cluster-head receives the 
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reference data along with the first packet and stores it until 
the end of the session. After one session, cluster-head can 
remove its referenced data.

V. Differential Data Transmission 
When the cluster-head identifies which sensor nodes should 
send their data to the base station, those nodes can send their 
differential data to the base station. The differential data is 
securely sent to the base station using the security protocol 
[1]. The base station converts the differential data to the raw 
data using reference data. The cluster-head eliminates the 
redundancy after obtaining the entire actual data from sensor 
nodes thus making it more energy efficient than the conventional 
data aggregation technique because the number of transmitted 
packets here will be much less than the conventional one. If T is 
the total number of packets that sensor nodes want to transmit 
in a session, and R as the number of distinct packets, where 
R less than or equal to T.Ususally, the cluster-head receives 
all data packets prior to eliminating redundant data, the total 
number of packets transmitted from sensor nodes to cluster-
head would be T. After eliminating redundancy the cluster-head 
sends R packets to base station. Therefore, the total number 
of packets transmitted from sensor nodes to base station is 
(T+R). But in this secure data aggregation using pattern codes; 
cluster-head receives T pattern codes from all sensor nodes. 
After eliminating redundancy based on pattern codes, cluster 
requests selected sensor nodes to transmit their data. Since 
selected nodes are the nodes that have distinct packets, the 
total number of packets transmitted from sensor nodes to 
cluster-head would be R which is later transmitted to base 
station. Therefore, the total number of packets transmitted 
from sensor nodes to base station is (2R) [5]. To assess the 
energy efficiency, we use a GloMoSim network simulator that 
simulates the transmission of data and pattern codes from 
sensor nodes to cluster-head. The pattern code generation 
and transmission requires negligible amount of energy as the 
algorithm is not complex.

VI. Sleep active mode coordination
Each sensor node is set to either idle or active mode for sensing 
operation based on the connectivity and conditions of the 
sensing environment. Identifying nodes that have overlapping 
sensing ranges and turning off the sensing units of some of 
those nodes for a bounded amount of time reduces energy 
wastage since these nodes will produce redundant data due to 
the overlapping.[3]In the sleep model a sensor node cooperates 
with its neighbors to identify the overlapping coverage regions. 
Neighboring nodes can communicate with each other via 
cluster-head. The term sleep model is used to refer turning 
off the sensing unit of the nodes rather than turning off the 
radio. The total lifetime of the network is divided into fixed 
length slots of duration T. Each slot consists of observation, 
learning and decision phases. Each node that is awake updates 
its local buffer based on the events in its observation phase. In 
the learning phase, nodes exchange summary of their buffer 
contents, such as set of hash values of events observed, with 
their neighbors. In the decision phase, each node evaluates 
its eligibility to keep its sensing unit on/off for a duration Z0 
(multiple of T) and broadcasts its decision to its neighbors. The 
order of broadcasts for nodes is arranged as (Z/Zmax) * B, 
where B is a constant < T, Z (multiple of T) is the previous sleep 

duration of the node and Zmax (multiple of T) is the maximum 
duration that a node can sleep respectively. 

VII. Energy Efficiency
The system delay is computed

Let R denote the transmission rate at which sensors can send 
data (bps), N denote the total number of active sensor nodes, 
M of which have distinct data,
Di denote the number of bits transmitted per session by sensor 
node I,Pi denote the number of pattern code bits transmitted 
per session by sensor node i
Assuming that the pattern generation time as well as the 
propagation delay between sensor nodes and cluster-head as 
negligible, the data transfer time from sensor nodes to cluster-
head is computed below by including the data transmission 
time only. Hence, in case of the conventional data aggregation 
algorithm, the data transfer time equals:

Tconventional   =      ∑N (Di/R)
                            i=1
All N sensor nodes first send pattern codes and, then, only 
M of them send data, thereby resulting in the following data 
transfer time:
Timproved model =  ∑N Pi/R +  ∑N  Di/R  
                          i=1            i=1
The amount of data to be transmitted by a conventional data 
aggregation algorithm can be expressed as ∑NDi and in the 
proposed model this 
                    i=1
becomes ∑N Di + ∑N Pi
                    i=1             i=1
Where M equals the number of those sensor nodes that have 
distinct data, which implies that M is usually much less than N. 
In addition, Pi is expected to be a very small percentage of Di. In 
order to assess the energy efficiency, wrote a simulator in C and 
used GloMoSim. In simulation, communication between the 
sensor nodes and base station has been considered. Bandwidth 
occupancy rate is defined as the ratio of the bandwidth used 
by data aggregation to the bandwidth used without any data 
aggregation. 

VIII. Comparison 
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IX. Conclusion
Sensor nodes receive the secret pattern seed from the cluster 
head [1]. The interval values for the data are defined, based on 
the given threshold values set for each environment parameter. 
The number of threshold values and the variation of intervals 
may depend on the user requirement and the precision defined 
for the given environment in which the network is deployed. The 
algorithm then computes the critical values for each interval 
using the pattern seed to generate the lookup table, where the 
pattern seed is a random number generated and broadcasted 
by the cluster-head. Pattern Generation (PG) algorithm first 
maps the sensor data to a set of numbers. Then, based on the 
user requirements and precision defined for the environment 
in which the network is deployed, this set of numbers is 
divided into intervals such that the boundaries and width of 
intervals are determined by the predefined threshold values. 
PG algorithm then computes the critical values for each interval 
using the pattern seed and generates the interval and critical 
value lookup tables. The interval lookup table defines the range 
of each interval and the critical value lookup table maps each 
interval to a critical value. The cluster-head runs the pattern 
comparison algorithm to eliminate the redundant pattern codes 
resulting in prevention of redundant data transmission[4]. 
Cluster-heads choose a sensor node for each distinct pattern 
code to send corresponding data of that pattern code, and then 
chosen sensor nodes send the data in encrypted form to the 
base station over the cluster-head. Compared to conventional 
data aggregation algorithms, as the redundancy increases the 
bandwidth efficiency of this model also increases. At 100% 
redundancy, the bandwidth occupancy approaches to zero, 
since redundancy is eliminated here before sensor nodes 
transmit the actual data packets. However, in conventional 
data aggregation bandwidth occupancy is more than 50% of 
the total bandwidth since all sensor nodes transmits the actual 
data to cluster-head for aggregation. 
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