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Abstract
Steganography and cryptography both are considered as methods 
to protect the digital information. Present work explored the 
application of RSA cryptography as a wrapper of an audio 
steganographic file. In the proposed technique, first the audio 
file is sampled and then an appropriate bit of each sample is 
altered to embed the textual information. The audio file is then 
encrypted by RSA technique to achieve better security in the 
audio steganography process. This novel approach encompassing 
RSA and audio steganography successfully increases the security 
while sending textual information over diversified networks. The 
implementation of the said technique shows that RSA algorithm 
can work as an envelope successfully with the audio container.
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I. Introduction
Steganography is the scientific technique of writing secret 
messages [1] in such a way that no one, apart from the sender 
and intended recipient, suspects the existence of the message 
[12]. Usually steganography is carried out using images [2-3], but 
recently [15-19, 24] audio and other media (videos, animations, 
games, multimedia presentations) files are used for hiding the 
messages with the advent of digital tools and techniques. In 
audio steganography method, secret messages are embedded in 
digital sound[6]. The secret message is embedded by slightly 
altering the binary sequence of a sound samples. Existing audio 
steganography software can embed messages in WAV, AU, and 
even MP3 sound files[4,5, 24] also known as stago file after the 
message embedding.
Embedding secret messages in digital sound is usually a more 
difficult process than embedding messages in digital images [2,7, 
11] due to superiority (with respect to absorption of information 
from media data) of the human auditorysystem [12] over human 
visual system. In steganography,only thesender and the receiver  
know the existence of the message, whereas in cryptography [14, 
20] the existence of theencrypted message is visible to the world 
[5, 23]. Due to this, steganography removes the unwanted attention 
coming to the hidden message. Cryptographic methods [14] try 
to protect the content of a message [3], while steganography uses 
methods that would hide both the message as well as the content 
[11]. By combining steganography and cryptography, one can 
achieve better security [7]. The following fig. 1 presents the simple 
steganographic process with a block diagram.

Fig. 1: Block Diagram of Steganography Method 

Very wealthy literature [5, 8, 9, 15-19] is already in place on 
both steganography and cryptography. The present work noticed 
a number of methods for audio steganography namely, Least 
Significant Bit (LSB) Coding [8], Parity Coding [9], Phase Coding 
[13], Spread Spectrum (SS) [14], Echo Data Hiding [8]. We have 
chosen the LSB coding method for audio steganography for the 
sake of simplicity.
The data embedding using LSB technique [12] has the following 
steps:

Take the audio file converted in to bit pattern form of • 
bytes.
Each character in the message is converted in bit pattern.• 
Replaces the LSB bit from audio with LSB bit from character • 
in the message.

Though steganography and cryptography both are not of recent 
origin, but their joint applications for a second or higher repeated 
level of security are not explored seriously and the associated 
study can be considered to be at its infancy. Also the use of audio 
files for steganography is a relatively new challenge now a day. 
The focus of the present work is to implement a cryptography 
method on an audio stago file as it is a recent pragmatic way 
[15, 16, 19]. The recent papers [21] considered a RSA (PRime) 
based encryption technique to be applied together with a GA 
based audio steganography. It is also well-known that the RSA 
method is the most useful asymmetric key cryptographic system 
evolved till date. In this respect, it was found challenging to 
implement the RSA cryptography to work as a wrapper on an 
audio stago file. Paper [22] also reported investigationssimilar 
to this present work but of course with limited application and 
evaluation spacealong with attractive findings. Moreover, the 
present paper is more comprehensive in natures than the earlier 
reported similar contributions.
Rest of the paper is organized as follows. The next section presents 
the design methodology of the proposed technique for enhancing 
the security. The section II presents the results of the investigations 
with the proposed system prototype implementing the proposed 
method. This section III also presents the evaluation report of the 
developed system. The paper is ended with a section on presenting 
conclusions and future directions.

II. Design Methodology
In the current system, an audio file with .wav extension has been 
selected as a host file. It is assumed that the least significant bits 
of audio file should be modified without degrading the sound 
quality. Like most files, WAV files have two basic parts, the header 
and the data. In the normal WAV files the header is situated in 
the first 44 bytes of the file.Except that first 44 bytes, the rest 
of the bytes of the file are all about the data. We can’t deal with 
the header section because a small change in the header section 
leads to corrupted audio file while embedding data. A program 
has been developed which can read the audio file bit by bit and 
store them in a different file. Then start with the remaining data 
field to modify them to embed textual information. The following 
two sub-sections present the considered encryption and decryption 
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processes for embedding textual information with audio file.

III. Encryption Steps
Input the text that to be embedded and convert into the binary 1. 
format.
Read the audio file (.wav) and converted into binary.2. 
Generation of key {(e, d), (n, d)} by RSA algorithm.3. 
Encoding the binary data into the LSB part of audio file by 4. 
using (e, d).
Hide the message in audio file (.wav).5. 

Fig. 2: Block Diagram of Encryption Process

IV. Decryption Steps
Receive new file (.wav) with hidden message1. 
Using key value (n, d) of RSA, we decrypting the file.2. 
Convert binary values into ASCII values.3. 
Hidden message is received.4. 

Fig. 3: Block Diagram of Decryption Process

V. Experimental Results and System Evaluation
The proposed technique has been implemented using MATLAB 
2010 software and standard PC (with minimum hardware 
configuration available in present time).Here we have first tried 
to investigate whether the proposed RSA based encryption 
mechanism works suitably in the audio steganography framework 
presented in this paper. The second question is that if it works, 
then how efficiently it is working.
It has been observed that the RSA encryption to an audio stago files 
work sufficiently well. The computational and time complexity of 
the considered methods (encryption and decryption both) is not 
beyond control (manageable limits) and noticed comparable to 
other contributions such as [1, 11, 14, 23]. It is also noted that the 
proposed methods have complexities little more than the above 
noted contributions. The following figures 4 and 5 present the 
developed software interfaces which on the other hand proved the 
implementation feasibility of the proposed audio stago-encryption 
framework.

Fig. 4: Screenshot of Encryption Process

Fig. 5: Screenshot of Decryption Process

The above fig. 4 shows that the encryption interface asking for two 
RSA keys while embedding a textual message within an audio file. 
Likewise, fig. 5 showing that the decryption interface also asking 
for two RSA keys while getting back the textual message from 
the audio file. The interfaces also included some buttons for other 
cryptographic operations in the considered encryption as well 
as decryption system. The simple audio (blue) and stago-audio 
(green) signals were also plotted in the interface with different 
colors in both the interfaces. The enhanced picture of these signals 
is presented in the following figure 6 for a typical music file 
providing acceptable performance.

Fig. 6:  Plot of Cover and Stego-Audio Signal
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Various types of music cover files such as pop, rock, jazz etc 
have been tested in the present implementation. It is revealed 
that all the files provided comparable performances with respect 
to performance measure like Signal to Noise Ratio (SNR in dB)
given by

.
where ][nx  represents a sample of input audio sequence and ][ny
stands for a sample of stago audio file with encrypted message.
It may be remembered that the bigger the SNR ratio, the better the 
sound quality is [13].The following table present the SNR values 
of five music files (of rock type) having different increasing file 
size corresponding to varying encrypted string length of 10, 50 
and 100 characters.

Table 1: SNR Values (in db)
Audio 
File Size
(MB)

Encrypted String Length (in Characters)

10 50 100 
3.12 74.84 60.55 32.15
4.45 78.79 64.93 34.23
5.60 80.32 67.82 36.03
7.02 83.04 70.01 39.01
9.54 86.46 72.58 41.63

It may be recalled that an SNR below 20 dB, generally denotes a 
noisy audio signal, while an SNR of 30 dB and above indicates that 
the audio signal quality is preserved. The above table shows that 
the revealed SNR values are above 30 dB for all the considered 
music files. The above experiments also show that up to 100 
characters embedding is possible on a audio file of size around 
3MB. We have also noticed that if we try to include 150 characters 
on an audio file of size 2MB, then the stago audio become noisy to 
hear. The experiments also included music files of other two types, 
i.e. pop and jazz. Similar performances were observed in both these 
type of input audio files having approximately same size.

VI. Conclusion and Scope for Future Work
Encryption of textual data into an audio file (.wav) using LSB 
modification method has been presented in this work.Though 
audio files are rarely transferred in WAV format now a day, but 
any WAV file can easily be converted in to a compresses format 
such as mp3. These compression problems of stego audio files are 
not considered in this work and may be studied further.
Sometimes the joint applications of steganography and 
cryptography may appear as obvious and simple adjustments.
But, the real innovativechallenge in the proposed method was 
to establish the higher repeated level of security mechanism by 
asymmetric grounding of these two different techniques.For the 
purpose of enhancing security,most useful RSA cryptography 
has been used as an envelope.Since implementation of RSA 
found flourishing, it may be claimed that other cryptographic 
algorithms should also be put into practice in the present crypto-
stago framework. Though cryptography and steganography have 
their own respective pros and cons, the use of both methodologies 
together establishedenhanced security evident from the 
experiments. The crypto-stago framework can be enriched by 

applications of various spectral methods of signal processing 
which was set aside the scope of this work. Experiments with 
the developed prototype of the proposed software proved that 
the audio quality is preserved while encrypting the textual data 
of some limit. Theinvestigationsreported here areat least better 
than that of [21, 22] in light of SNR performances and ease of 
use.Experimental set up designed in this investigation emerge 
the evidence of encompassing security envelope to an audio-
stego files. Also this research recommends the incorporation of 
higher level of security mechanism besides data hiding through 
steganography. More experiments enhancing the limit of encrypted 
string length for various other types of audio files can augment 
the above claims but do not appear to bring any new conceptual 
insights.
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